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STP prevents common issues by stopping
· Broadcast Storm
· Forwarding Frames in a loop
· MAC Table Instability 
· Continuous updating of switches Mac Table
· Multiple Frame Transmission
· Side effect of looping frames 

It builds paths out from the root, it does this by identifying the root device then the devices with the best path or lowest cost (combined links) to transport Bridge Protocol Data Units (BPDU) in STP these come from the root and forwarded by each switch 

To increase its throughput speed, it incorporates the ability to accept inferior BPDU’s, it automatically assigned forwarding from Edge ports & uses Alternative and Backup Ports as forwarding when no BPDU’s are received from its neighbour switches 
STP states of blocking & listening, provides a forwarding state in 20 seconds

STP Port States

· Disabled
· Blocking
· Listening
· Learning
· Forwarding





















Root Port
This is the closest & best port returning to the root
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Designated Port
the destination port for best packet transfer (TX) so all ports from root but each segment has only 1 designation port to avoid loops 
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Alternate port
When the port has received a bpdu from another bridge and therefore the port is blocked it is an alternative port to root
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Backup Port 
When the port has received a BPDU from the same bridge and therefore the port is blocked
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Process Switching

Process Switching is one of the oldest types of packets, switching for a router or layer 3 switch techniques as suck it is very robust, the routers processor is directly involved in the decision of how to handle and process the packet as every packet is treated individually this can cause 2 problems

· CPU over utilization
· Packets can be received out of sequence

How it works

· Data received at inbound router this reads the packet and stores it to memory
· Router performs lookup of global table to determine the packets destination
· Adds information to IP Header (Time to Live (TTL), Cyclic redundancy check (CRC))
· Determines Next hop destination from routing table and re writes physical layer header address 
· Determines outbound interface for next hop
· Forwards to next hop destination 
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3 Tier Hierarchy consists of

Core 

It is considered the backbone of the network it is used to connect networks that are physically separated, these are the most often expensive router on the network and their sole purpose is to move data as fast as possible.

Distribution

Is the primary worker of the internal network, it defines boundaries by implementing filters such as access lists, and therefore also defines a networks policy it ensures packets are properly routed internally between different subnets and Vlans, often it is the distribution layer that problems with network performance occur, it is where all the networks’ data is looked at, inspected and the decision what to do with it takes place

Access

This is the layer that physical devices (edge) physically connect to the network, its function is to ensure packets are delivered to the end devise/
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EIGRP packet has 5 types
1. Hello
2. Request
3. Update
4. Query
5. Reply


Hello

Used to discover neighbours and to ensure neighbours are still available 

Request

Used to request specific information from neighbours

Update

Used to transmit routing and reachability information with neighbours

Query

Used to look for another path during convergence

Reply

Used to send a response to a neighbour’s query packet
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A. Techniques/ steps to Optimize OSPF Networks

Assign Designated Routers & Backup Designated routers, so link state updates and replies only broadcast by DR

Use Multi area OSPF to reduce overall traffic within areas, reduced to just summaries and networks stored
 








































B. Types and components of Link-state Advertisements

OSPF uses 11 LSA types

	LSA Type / Function OSPF V3

	Type 1
	Router

	Type 2
	Network

	Type 3
	Summary

	Type 4
	ASBR Summery

	Type 5
	ASBR External

	Type 6
	Group Membership

	Type 7
	Not – So – Stubby Area NSSA

	Type 8
	Link Local LSA

	Type 9
	Intra Area Prefix

	Type 10
	Area Scope Opaque

	Type 11
	AS Scope Opaque



LSA is sent within an OSPF area by flooding

Types 1,2 & 3 are inter–area (Internal) to the OSPF Area they do the following

Type 1

Is the building block every OSPF router in an area has its type 1 LSA stored in the LSDB these are not advertised outside of the designated area, they are invisible to any network topology outside of the area they contain:-

· IP prefix of an interface
· Link type 


	Link type
	Link ID
	Description

	1
	Neighbour router ID
	Point-to-point connection to another router.

	2
	IP address of DR
	Connection to transit network.

	3
	IP of Network
	Connection to stub network.

	4
	Neighbour Router ID
	Virtual Link




Type 2

This identifies all the OSPF routers connected in a network these though are not stored in the Link State Data Base (LSDB), and are also not broadcast outside of the designated area. Containing the IP address of the Designated Router (DR)

Type 3

This is the LSA summery information from the other two types and is flooded onto other areas on the network it contains the link state, ip address and subnet for the routers in the area.
Type 4

This is to allow other routers find the autonomous system boundary router (ASBR). The Area Border Router (ABR) will generate a summary ASBR LSA which will include the router ID of the ASBR in the link-state ID field.

Type 5

External LSA (ELSA) is created by an ASBR and flooded within the designated OSPF area. They are used to allow OSPF to handle other protocols.

Type 6

Allows the multicast protocol however this is not supported with Cisco OS - 

Type 7

NSSA will not allow type 5 LSA so a Type 7 is a duplicate of 5 to overcome this

Type 8

Used to allow OSPF to allow BGP, used additionally to Type 5, Type 8 allows for IPv6 through the network.

Type 9, 10 & 11

Used to extend the capabilities of OSPF allowing the protocol to carry information OSPF does not care about.
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Proposed Plan

· Identify what current Infrastructure can be reused
· Replace outdated devices with Device list as per requirements.
· Move Core layers from the satellites to centralized at Main campus
· Hot standby Routing Protocol (HSRP) on Core to ensure redundancy  
· Carry out critical path analysis and introduce redundancy only where required, as per risk assessment and failure mode effect analysis (FMEA)
· Internet gateway for all traffic via VPN to Main Campus in a multi homed connection
· Create standardised build for all university devises
 

Services – contracts / subscriptions adjusted to needs 
 
· Connect sites via non broadcast multi access
· Migrate to cloud services to allow for scalability
· Controllers (allow for multiple technologies-Fi, Bluetooth, etc…) 
· Digital Network Architecture (DNA) Centre to allow for centralised network management


Preposed New Devices if to be repalaced

· Core - Catalyst 9600 series scalable
· Distribution – Catalyst 3760 layer 3 switches
· Access – Catalyst 2960X – supporting POE
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