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Cybersecurity is important for the protection of confidential information. Cybersecurity involves protecting computer networks, devices, and data from unauthorised access, and criminal use. It is also the practice of ensuring confidentiality, integrity, and availability of information. There are many cybersecurity threats that organisations face every day, some more serious than others. [1] 
This report identifies both internal and external threats, develops a set of the security policies aligned with cybersecurity best practices, and implements measures to mitigate these threats. It also includes a monitoring and incident response plan, as well as a training and awareness programme for staff.

Scenario
This report is prepared from the perspective of the IT Security Manager at HealthPlus Analytics (HPA), a Healthcare technology company that handles confidential patient information for hospitals and clinics across the UK.
The company recently experienced several security breaches, including unauthorised access to cloud-based patient information and ransomware attacks on the analytics servers. This has raised serious concerns about data privacy, potential violations of the UK GDPR and NHS Digital Security Standards compliance, and reputational damage.
The board has requested to develop a data security and governance framework that will enhance security, ensure compliance, and promote a culture of cybersecurity awareness within the organisation. 
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The healthcare industry holds 30% of the world's data. Since electronic records replaced paper records, it has become the number one target for cybercriminals. Medical data is worth ten times more than data from personal credit cards. Healthcare records contain sensitive and important information about each patient that makes them an extremely attractive target for cybercriminals. Based on the 2024 HIPAA report, the cost of healthcare data breaches is around $9.77 million. [2]  
HealthPlus Analytics faces both internal and external threats, which are described below.  

[bookmark: _Toc228404860]2.1 Internal threats

Internal threats also called as Insider threats, are risks that come from individuals who have access to an organisation’s systems and data. These involve current or former employees and may occur either intentionally or inadvertently. [3] 
There are three types of insider threats:
Malicious Insider threats are one of the most common threat types. A malicious insider is an individual who deliberately tries to harm the organisation. They are motivated by financial gain, personal needs, or revenge. They can steal important information or damage the system. [4] [5] 
Example: a former HPA employee who was dismissed, deliberately leaked confidential patient records to a competitor that caused reputational damage to the organisation.
Negligent Insider threats can happen when an employee makes a mistake due to a lack of awareness or didn’t have proper training, resulting in a security breach. [6]
Example: An employee of HPA accidentally sends sensitive patient information by email to the wrong person which could result in a serious data breach and a violation of UK GDPR. [7] 
Compromised Insider threats are when a hacker gets into an employee account and uses someone’s access to cause damage to an organisation through someone’s account. It can be done through social engineering or phishing attacks, or other methods. [8]
For example: an employee at a healthcare clinic using the same password on multiple websites makes themself vulnerable to credential theft. If that password is exposed in a breach on another platform, an attacker could easily access HPA’s patient systems without the employee even knowing.
[bookmark: _Toc228404861]2.2 External threats

External threats originate from outside the organisation. Unlike internal threats which involve people inside the organisation, external threats are outside the organisation and come from cybercriminals. [9]
Ransomware and Malware attacks: Ransomware is a malicious software that encrypts, steals or destroys data on infected devices. Attackers hold access to the victims’ files until a ransom is paid, payment usually in cryptocurrency. Ransomware is one of the most dangerous threats facing healthcare, as organisations are pressured into paying ransoms to get back access to health records. [10] For a healthcare clinic even a few hours of downtime can disrupt clinical care and put patients at risk. 
Real example: according to BBC News, when King's College Hospital NHS Foundation Trust was hit by a cyberattack in June 2024 the patients died because staff could not access medical records. [11]This example shows that for HPA, ransomware is a very serious threat that can cost lives.
Phishing attacks and Social Engineering:  Phishing attack is a type of social engineering that targets human psychology rather than technical vulnerabilities. Attackers send suspicious emails or messages to manipulate individuals into clicking malicious links, downloading malware, or disclosing sensitive credentials. [12]
Example: A healthcare clinician receives a suspicious email to update the system the link was provided. By clicking the link, the employee unknowingly installed malware.
Distributed Denial of Service (DDoS) attack works by flooding a target system with traffic from multiple sources at once, eventually overwhelming it and making impossible for real users to access the service. For a healthcare organisation like HPA, this could mean clinical staff being locked out of patient systems at the worst possible moment. They are a big threat for the company, causing reputational damage and financial losses. DDoS are often financially motivated, for example: competitors may use them as a way to shut down a rival organisation’s operations. [13]
Cloud Security Breaches: Since electronic health records (EHR) replaced paper records, cloud computing has become the primary solution for organisations to store and manage data. However, cloud environments are also vulnerable to cyberattacks as records have become digital. According to the International Journal of Computer Applications, data breaches increased rapidly with significant breaches occurring In the U.S. between 2015 to 2020 via ransomware attacks [14]. A breach occurs when health records, financial data, or payment information is exposed or compromised. Data Breaches have become one of the most significant cybersecurity threats facing organisations today. [15] 
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Security policies are legal documents that are essential for protecting organisations data, preventing unauthorised access and ensuring compliance with legal and regulatory requirements. To develop these policies, HPA has aligned with industry standards including Nist Cybersecurity Framework (CSF), ISO/IEC 27001, UK GDPR and NHS Digital Security Standards In the healthcare sector In the healthcare sector, it is particularly important to protect each patient’s medical records from cyberattacks. [16]. There are three core requirements for medical information security:
· Availability - only authorised users can have access to medical records.
· Confidentiality - patients’ data is confidential and stays between the patient and medical organisation.
· Integrity - patient data remains unchanged while being transmitted. [17]
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An Access Control Policy defines rules governing who can have access to the system and under what conditions. It ensures that only authorised users can access sensitive data, using authentication methods and strong password requirements. To remain compliant with GDPR, HIPAA and ISO/IEC 27001, an ACP must be implemented. [18]
Example: At HPA all employees are required to use a password of at least 12 characters with a combination of numbers and letters, alongside multi-factor authentication to verify their identity before accessing any patient data. [19]

[bookmark: _Toc228404864]3.2 Data Protection Policy

The Data Protection Policy protect patients’ data from unauthorised access, ensuring that medical records and personal information data are confidential. Privacy and security in healthcare are regulated by the Health Insurance Portability and Accountability Act (HIPAA), and the MY Health My Data Act (MHMDA) in the U.S. and General Data protection Regulation (GDPR) in the EU, NHS Digital Security Standards in the UK.  All of these regulatory frameworks aim to protect data privacy in healthcare. [7]
Example: All data must be encrypted using AES-256 encryption and sensitive data must be masked in the reports. [19]

[bookmark: _Toc228404865]3.3 Network Security Policy 

A Network Security Policy provides rules to design protect the confidentiality, integrity and availability of network data. [20]
Example: At HPA all staff accessing patient records remotely must connect via a Virtual Private Network (VPN) provided by the company to ensure that connection is encrypted and secure. Firewalls must be configured to monitor incoming and outgoing traffic and block any suspicious activity. [19]
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Incident Response Policy defines the required actions when a security incident happened. It ensures that all employees understand their roles and responsibilities and know how to respond effectively to the incident. [21]
Example: Incident Response Team at HPA must be notified within 30 minutes of a detected incident. They will review the incident and take appropriate actions. [19]
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An Acceptable Use Policy (AUP) defines how to use of organisational networks, computers, and digital assets. All employees must agree to and comply with the policy before using an organisation computer or digital services. [22]
Example: At HPA, medical staff must only use work devices and internet access for work purposes and not use them for personal needs. They are not allowed to use personal social media at work or share patients’ personal data outside of the organisation.
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Mitigation measures are strategies to prevent and reduce the risk of potential cyber threats. 
Such strategies include firewalls, antivirus programs, intrusion detection systems, and training of employees on cybersecurity. Regular security audits, vulnerability assessments should be conducted. 
Endpoint protection.
Every laptop, computer and phone used by staff in healthcare are potential entry point for cyberattacks. The healthcare industry must implement robust endpoint protection measures such as antivirus software, endpoint detection and prevention (EDR), proper access control and regular security patches. 
Network Segmentation.
Segment the network into separate sections for different departments. Keeping clinical systems separate from administrative and research departments will stop attackers from spreading through the system and makes it easier to remove them.
Intrusion detection systems.
Intrusion detection systems help detect and prevent cyberattacks in healthcare by monitoring traffic and identifying any criminal activity. To protect patients’ data, it is very important to implement measures such as access control and encryption. 
Regular Patching and Updates.
Updating regularly the software and systems with the latest security patches is crucial to mitigate risks of cyberattacks on the health care system. The use of AI technology will be helpful in detecting any threat immediately.
Staff training.
Another critical factor that needs to be considered to mitigate cyberattacks is training programs. Training employees to identify potential threats and how to secure their information reduces any form of risk. The programme keeping up with all the latest threats to the organisation. [23]
Data backup and recovery.
Data backup and recovery help to minimise downtime and come back to business quickly. Regular backups are very important especially for healthcare because they allow to restore patient data quickly after cyberattacks without paying a ransom. [24]
Data loss prevention (DLP)
Data Loss Prevention monitors and controls unusual data transfers outside the organisation. Implementing DLP helps healthcare organisation block sensitive patient information from being shared without authorisation. If an employee accidentally sends sensitive information via email, the tool automatically blocks it and notifies both the IT team and the sender. [25]
Access Control.
Appropriate access control ensures that only authorised employees have access to confidential information. This includes Multi-Factor Authentication (MFA) adding extra layers to access the system, strong password and biometrics. [25] Patients need to be sure that all their data is kept safe, secure and confidential. Implementing smartcards and Role-Based Access Control (RBAC) ensure that clinical and personal data can be viewed appropriate to an employee’s role. [26]



	Name of threat
	Mitigation Measures
	Implementation strategy

	Malicious Insider

	Monitor employee activity



Role-Based Access Control (RBAC)

Data Loss Prevention (DLP)
	Install monitor software to monitor unusual access


Implement RBAC, only data relevant to job role can be viewed. [26]

Install DLP tools to detect and block unusual data transfers. [25]



	Negligent insider
	Security awareness training 

	Regular training programs for staff on data handling and security responsibilities. [27]

	Compromised Insider
	Multi-factor authentication (MFA)



Password management policy
	Deploy MFA across all systems, it will protect the system from unauthorised access and remote access


Require effective and complex passwords and regular updates [28]

	Ransomware and Malware
	Endpoint Detection and Response (EDR)


Regular data backups 



Software update policy



	Install EDR programs on all devices to detect malicious behaviour.


Regular data backups mitigate the risk of attack


Set up automatic software updates [29]

	Phishing attacks and Social Engineering
	Email security and anti-spoofing


Authentication and access 


Employee training


	Set up DMARC anti-spoofing controls to block or filter incoming phishing emails. 


Implement Multi-Factor Authentication (MFA) for accessing sensitive accounts.


Train staff to recognise suspicious emails and links. [12]

	DDoS
	Web application firewalls (WAF)
Content delivery networks (CDN)
Monitoring network traffic
	Use WAF to filter and block malicious traffic
Use CDN to distribute and absorb attack traffic
Regular monitoring of network traffic [30]

	Cloud Security Breaches
	Identity and access management (IAM)
Multi-factor authentication (MFA)

Data encryption






Zero Trust Security

	Use IAM to enforce least-privilege access.
Implement multi-factor authentication


Conduct regular audits of cloud environments

Data should be encrypted in the cloud and ensure protection when it is in transit [31]

Implement a Zero Trust Security will reduce their risk of data breaches by 70%. No one can be trusted especially at healthcare environment. [32]
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Monitoring and Incident response plans are important in order to identify risks and protect organisational data and maintain system’s stability. In the healthcare organisation, monitoring is very important to protect sensitive patient information and ensure that electronic health systems are available for care. [33]
Continuous monitoring involves the ongoing surveillance and analysis of IT infrastructure, and systems to detect and respond to potential cyberattacks. 
There are seven benefits to continuous monitoring:
1. Early threat detection - continuous monitoring helps organisations detect threats in real time and respond to them quickly to prevent it from escalating.
2. Proactive response - threats can be identified before they cause significant damage.
3. Effective risk management - organisations can identify and prioritise security risks on an ongoing basis.
4. Continuous compliance - monitoring helps organisations maintain adherence to standards such as HIPAA, PCI DSS, GDPR and NHS Digital Security Standards.
5. Improved incident response - continuous monitoring helps to respond to security incidents quickly and provide them with detailed information about threats.
6. Enhanced visibilities - continuous monitoring allows IT to monitor network security, users’ activity and identify potential threats.
7. Informed decision making - continuous monitoring provides organisation with information needed to support risk response decisions and improve security controls.
Key measures:
· Vulnerability scans - help identify and respond to potential threats quickly.
· Security information and event management (SIEM) - gathers and analyses log data across the organisation to identify threats and incidents.
· Network traffic analysis - monitor network traffic to identify suspicious behaviour.
· Intrusion detection systems - monitor systems and networks for policy violations and malicious activity. [34]

Incident Response Plan
The NIST SP 800-61 Computer Security Incident Handling Guide help organisation to protect themselves by following incident response framework which include preparation, detection, containment, eradication, recovery and post incident activity. [35]


Preparation - HPA must ensure the organisation is ready to handle incidents before they occur. Develop Incident Response Team (IRT), where every person in the team knows their responsibilities. 
Detection - the threat is identified, determining what type it is and how serious it is. After analysing incident, the IT team notify the appropriate department. 
Containment - once identified, the cybersecurity threat is contained to minimise the amount of damage and prevent spread of the threat across systems.
Eradication - the threat is isolated and removed from systems. In some cases, systems may need to be shut down to fully remove the incident. 
Recovery - after the threat is removed the system restored and returned to normal.
Post-incident review - a review must always be conducted after every incident to learn from what happened and prevent the same incident in the future, continuously Improving cybersecurity of HPA’s. [36]
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Antivirus software and firewalls alone are not enough to protect HPA’s systems. Training and security awareness are a crucial component of security strategies for healthcare. Effective cybersecurity training helps HPA employees identify threats, respond to cyberattacks and follow the correct protocols. 
HPA’s training awareness programme should include:
Social engineering attacks 
· How to recognise when they are being attacked.
· How to identify suspicious emails, calls, and links.
· How to identify the sender before clicking or replying.
· How to report the threat to the IT security team.
Password security and multi - factor authentication
· Password must be a minimum of 12 characters with a mix of letters. numbers, and symbols. 
· How to set up and use MFA to protect their accounts.
Safe data handling and HIPAA compliance
· How to store and transmit patient data.
· The importance of locking screens and logging out of accounts when not in use.
· Which types of patient information cannot be shared.
Device security and remote work protocols
· How to use VPNs and encryption when working remotely.
· How to report lost and stolen devices.
· The importance of avoiding public Wi-Fi when accessing patient data.
Identifying insider threats
· Warning signs of internal security risks.
· How to report suspicious behaviour to the IT security team.
· How to prevent accidental data exposure.
Medical device security - many cybercriminals target medical devices such as MRI machines and pacemakers, all employees who use them should know how to protect them.
Patient Privacy Risk - all employees must understand that discussing patients in public can lead to compliance violations under UK GDPR.
HPA must ensure that comprehensive training is delivered at least once a year with regular refresher sessions through the year. New staff must complete training as part of their onboarding process. Simulated phishing attacks should be carried out regularly to help employees recognise and respond to real threats. [37]


[bookmark: _Toc228404871]Conclusion 

This report has identified a range of internal and external threats that HealthPlus Analytics faces, from malicious insiders to ransomware attacks and cloud security breaches. For each threat, practical mitigation measures have been proposed to reduce the risk of an incident occurring.
In addition to that, a series of security policies have been created:  Access Control Policy, Data Protection Policy, Network Security Policy, Incident Response Policy, and Acceptable Use Policy. This will allow HPA to have a comprehensive security strategy to protect itself and to comply with the UK GDPR and NHS Digital Security Standards. 
Finally, continuous monitoring and an efficient incident response plan will help in reacting to threats appropriately and with minimal disruption. Additionally, training and awareness programs will teach all employees recognise threats and how to deal with them.
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Incident Responce Plan


1.Preperation
- build IRT
 assign roles  and responsibilities


6. Post incident review 
- learn and 
improve security control


2. Detection
- identify incident
- analyse
- notify


4. Eradication
- remove threat and patch the vulnerabilities


5. Recovery
- restore  and 
return systems back 


3. Containment
- isolate systems to stop the spread
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                      EXTERNAL THREATS  Ransomware and Malware  Ransomware is a type of malicious software that encrypts, steals or destroys data on infected devices. until a ransom is paid  Phishing is a form of social engineering that targets human psychology rather than technical vulnerabilities. Attackers send specious emails or messages to manipulate individuals into clicking malicious links  Distributed Denial of Service ( DDoS)  ( DDoS) attack works by flooding a target system with traffic from multiple sources at once, eventually overwhelming it and making impossible for real users to access the service  Cloud Security Breaches  A breach occurs when health records, financial data, or payment information is exposed or compromised.  Phishing and Social Engineering
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                                         Access Control Policy - Enforce Least Privilege Access - Implement Multi - Factor A authentication - Role Based Access     Data Protection Policy - Protect sensitive data - Encryption data - Ensure compliance with GDPR and NHS     Network Security Policy - Block suspicious activity - Implement firewalls to monitor all traffic - Implement VPN for remote access     Incident Response Policy - Handle security incidents - Defines roles - IRT notified within 30 minutes     Acceptable Use Policy (AUP) - Defines how to use organisational network, computers and digital assets.     Security Policies
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                                         MITIGATION MEASURES  EDR on all devices - detect malicious behavior  3 - 2 - 1 backup strategy - offline copies immune to ransomware  Automatic software updates - patch vulnerabilities  Network segmentation  Principle of least privilege  Insider Threats Mitigations  Employee monitoring - detect unusual access  RBAC - restrict to job - relevant data only  DLP tools - block unauthorised data transfers  Security awareness training  MFA on all systems - prevent unauthorised access  Strong password policy  Ransomware and Malware
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                                                                                                                                                            TRAINING AND    AWARENESS       HPA’s training awareness program should include:    •    Social engineering attacks training    •    Password security and multi    -    factor authentication    •    Safe data handling and GDPR compliance    •    Device security and remote works protocols    •    Identifying insider threats training 
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                                                                                                                                                           CONCLUSION     •    This report has identified a range of internal and external threats that    HealthPlus Analytics faces, from malicious insiders to ransomware attacks    and cloud security breaches. For each threat, practical mitigation    measures have been proposed to reduce the risk of an incident occurring.    •    In addition to that, a series of security policies have been created : Access Control Policy, Data Protection Policy, Network Security Policy, Incident Response Policy, and Acceptable Use Policy    .This will allow HPA to have a comprehensive    security strategy to protect itself and comply with the UK GDPR and NHS    Digital Security Standards.    •    Finally, continuous monitoring and an efficient incident response plan    will help in reacting to threats appropriately and with minimal disruption. Additionally, training and awareness programs will teach all employees recognise threats and how to deal with them. 
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