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Abstract—IaaS is a cloud computing service is growing rapidly in popularity as cloud computing makes network management as efficient as it has ever been, however companies find it difficult to trust the cloud due to security and other factors. This paper looks as the IaaS concept, describes the basic operation, how it can be used and how the concept can be of benefit to an organization. IaaS is then compared to a working simulated network and data centre model in Cisco Packet Tracer, with suggestions for how effective the existing model is and how IaaS could improve the model, with a conclusion presented at the end of the paper.
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I.  Introduction 

Infrastructure as a service (IaaS) is a method of cloud computing that virtualises computer systems and services and makes them available over the internet [1]. Cloud computing is booming, although a relatively new concept, more and more businesses are making the switch to cloud computing due to the many benefits which they provide. However, with this increase in cloud computing, more and more behind the scenes resources are required such as data centres, energy consumption, etc. The purpose of this paper is to investigate the increase in cloud computing, more specifically IaaS, while discussing what is required from a network and data centre to accommodate this increase. The paper will refer to a simulated network and data centre model created in Cisco Packet Tracer, and assess the model, while discussing how IaaS could potentially improve that model.

In IaaS, network resources and servers that were typically required to be installed in the physical location of an office, can now be virtualised over the internet [2], for example the network can still have a file server, web server, etc, however these servers won’t physically exist in the office, they will be based in a data centre. This can provide many benefits to an organisation, which will be discussed in section 3.B of this paper.Ease of Use

II. Related Work
IaaS is a popular subject for research, due to the emergence of cloud computing as a major force in computer networks. A paper by Shahzadi et al. [2] discusses the concept of IaaS and compares the performance of IaaS from different providers such as Amazon, Google, Rackspace, etc. This paper proved to be useful during the writing of this paper as it provides a detailed explanation of IaaS.

Another paper, written by Zhang et al. [3], improves on a previous approach presented by the authors which is designed to help companies discover and select the most suitable infrastructure provider, for them, based on different factors such as cost, location, services required, etc. This paper was useful during the writing of this paper as it provides detail into what is required of an IaaS provider and what companies look for in an IaaS provider.
III. IaaS Concept
A. Basics of IaaS
As stated, Infrastructure as a service is a cloud computing solution designed to provide network services and applications to an organisation, without that organisation needing the hardware required of those services and applications. IaaS virtualises these services using virtual machines [4] which run on top of hypervisors. A hypervisor is a technique of virtualisation which allows a single computer to host many different virtual machines (VMs) and operating systems, for example a Windows based virtual machine and a Linux based virtual machine. Hypervisors interact with the physical hardware of the computer to separate the VM from the physical hardware, allowing each VM to be a separate entity to the host machine, with its own operating system [5]. A virtual machine is a fully functioning virtual computer which operates in the same way as a physical computer, however it can share the hardware of a single physical computer with multiple other VMs. A single virtual machine can also be accessed on many different physical machines by storing the VM on the cloud.

IaaS is designed to reduce the amount of hardware required by an organisation, this is because this hardware is being stored and hosted off site in a data centre, and being propagated over the cloud. Although some basic hardware is still required such as workstations, networking technology, and a connection to an ISP. IaaS can be a highly scalable solution, with resources and services being adjustable depending on the requirements of the organisation [6], however the more services and resources required the more expensive the solution becomes.
B. Uses for IaaS
IaaS and other cloud computing services are growing rapidly in popularity due to many reasons such as cost, ease of management and others which will be discussed further within section 3.C. As IaaS services become more widespread, more and more uses for the technologies become apparent. Below are some of the different uses for IaaS for an enterprise organisation.

The first use of IaaS is to replace existing physical servers. Physical servers can be costly to purchase, difficult to install and maintain, can take up a lot of floor space within offices, and due to being powered 24/7 can consume a lot of energy. These factors play a significant role in the popularity of cloud services as many businesses look to cut costs and become more energy efficient. Using IaaS, companies can downsize offices, reduce the amount of physical hardware required, reduce energy bills, etc. IaaS virtualises server processes such as file servers, web servers, DNS servers, and makes them remotely available to an organisation, meaning that any workstation within an office can be used to access any of the virtual machines or servers. Although the number of physical machines used is reduced, a small network will still need to exist in the organisation to provide access to the cloud solutions [7].

Another use of IaaS is for business continuity. One of the major concerns for businesses in modern times is the potential failure of business infrastructure leading to; the business possibly not being able to operate, loss of data, expenses, etc. IaaS is a potential solution to this problem. Due to infrastructure being managed off site at a data centre, the risk of equipment failure is greatly reduced. Storing data on the cloud also means that data can be backed-up and recovered in the event of loss of data. Due to the network infrastructure being owned and managed by another company, the organisation would not be responsible for the costs of hardware failure.
C. Benefits of IaaS

Infrastructure as a service can provide many benefits to an organisation. The first major benefit of IaaS is financial savings. IaaS can save money due to many factors, such as; reduced amount of hardware, cost of network management is reduced due to less hardware and physical infrastructure [8], reduction in energy consumption. Costs are major issues for organisations as they look at new ways to reduce them. Although IaaS can reduce costs, it is also important to note that the price of implementing IaaS can vary, the more resources and services are used the higher the price gets, however many companies will only charge you for what you use [9]-[10], rather than charging one fee for one set amount.

Another major benefit of IaaS is the ability to quickly, and efficiently scale a network. To increase the size of the network, the company can easily increase the package that they are paying for by contacting the IaaS provider. By doing this they can increase the number of virtual machines, add extra network services, and more.

The IaaS cloud comes in three formats [11], the Public cloud which is provided by a cloud service provider such as Amazon, this is available over the internet and is a common type of cloud. A private cloud is when a company creates their own data centre to provide their own cloud storage solution to their organisation. And the third type of cloud is a hybrid cloud, this type of cloud uses a mixture of private and public clouds, with an organisation maintaining a private cloud, instead using a public cloud when required such as peak times [12]. This is a good example of how IaaS is a very flexible technology.

IV. IaaS as it relates to Network and Data centre management

This chapter will look at the management requirements for IaaS in both a network environment and a data centre environment, these requirements will then be compared to a simulated model created in Cisco Packet Tracer, as shown in figure 1. This model does not make use of IaaS currently, so this paper will recommend how IaaS could be implemented in the network and the benefits which it could provide.
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Fig. 1. Cisco packet tracer Network and Data centre model
Section 4.A of this chapter describes the network management side of the Packet Tracer implementation, and the improvements that could be made to it. Section 4.B of the chapter describes the Data Centre aspect of the implementation.
A. Network Management
IaaS re-invented the way in which networks are managed. The normal administrative tasks needed to be conducted such as network audits, server maintenance, etc, may no longer be needed to be carried out, as servers and other hardware is based off site. This can make computer networks much easier to manage as technicians/administrators will only have to deal with the logical side of the network rather than the physical side [13]. IaaS provides a good way of backing-up a network. As all data is stored on the cloud, back-ups will be readily available. Redundancy is an integral part of networks. Networks are a crucial part of an organisation, so it is important that if a link goes down, there is another link to keep the network running. IaaS provides seamless redundancy as the cloud makes use of thousands of servers across many different data centres.
1) Existing model

This paper will now examine the network model created in Cisco Packet Tracer to determine its effectiveness, how it can implement the IaaS model, and how IaaS can improve the existing model. As shown in figure 1, the existing model makes use of four layer 3 switches to form the backbone of the network. It was decided to use layer 3 switches due to their switching and routing abilities. Each switch is dual-attached to one another to ensure redundancy. The network is based around VLANs, this is to ensure that specific traffic is separated from one another, and traffic from different sources do no clash. The OSPF routing protocol has also been configured on all layer 3 switches and routers in the model, this ensures that different devices can easily communicate with one another. It also provides a form of load balancing. Each switch and router are configured with SSH, meaning they are all remotely configurable.

As shown in figure 1 and 2, the SOAC and Registry departments are attached to two separate routers, this is to ensure that if one router goes down, they can continue to operate. Both departments have their own separate VLANs, with both departments getting their IP addresses via a DHCP based in the server farm. Figure 2 also shows that the PC’s are connected to the switch through an IP phone, this reduces the number of ports being used on the switch as the IP phone and PC ‘share’ a port.
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Fig. 2. SOAC department in the network

Provide a link to the ISP, at the top of the topology there are two routers (figure 3) which then connect to another router. Two routers have been used to ensure redundancy, in case one fails.
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Fig. 3. Routers connecting to the ISP

Inside the internet farm (figure 4) the link to the ISP can be found. Routers are all connected to each other via serial cables. There is a firewall inside to filter internet traffic, in the simulation a router has been used to represent a firewall, this is due to constraints in configuration in Cisco Packet Tracer. Through the ISP a VPN has been set up, this is to allow remote users to securely access the network, although in this simulation the VPN is not functional, it is a representation of what could be set up. As shown in figure 4, there is a http server connecting to google to provide access to a search browser.
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Fig. 4. Internet farm

2) IaaS improvements

After investigating the network management side of the implementation, it is time to see how IaaS could improve this implementation. The first major improvement is the reduction of hardware within the network. This implementation uses a large amount of networking equipment as the entire infrastructure is based on site, with IaaS, the number of switches/routers could be halved, along with the number of workstations installed. The next improvement that could be make is that VPN access would not have to be physically installed as shown in figure 4, it would be provided via an online cloud solution.

There are also software improvements that could be made to this implementation. The amount of VLANs being used on the network can be reduced as much of the infrastructure would be cloud based. The complexity of the routing protocols would also be reduced in this model due to the reduced amount of hardware. Another important improvement could be; easier remote management of devices, as many of the devices would be virtualised and accessible from any workstation on the network. It is also possible that the IP addressing scheme will be less complicated with IaaS due to the reduced amount of hardware.

B. Data Centre Management

IaaS greatly impacts the way in which data centres are used. The number of data centres and their capacity must be increased to deal with the increased load. Within each data centre; more servers need to be installed, along with the most up to date and effective cabling to connect the servers together, such as fibre-optic. It is important that data centres make use of load-balancing. Load-balancing ensures that no one link is over-burdened with traffic, the traffic is evenly spread, so that if the link fails, the traffic can recover and be sent over another link, it also helps with backing-up data. As data centres provide a service to customers it is very important that they meet a strict set of criteria. The first criterion is 99.9% availability. This is crucial as businesses depend on being able to access the network. The next criterion is trust, an organisation is putting their trust in another company to host their hardware and to provide a seamless service to allow their business to function, should this trust be broken it can be damaging to both parties. The next criterion is data security, this involves protecting sensitive data belonging which is a legal requirement, and ensuring that data is backed up in case of a disaster. Disaster recovery is a main feature of data centres, as data is stored in the cloud, companies rely on being able to restore their data on-demand.

With the increase in data centres and their capacity, the energy consumption [14] sky-rockets. This is a major concern when the focus in modern times is to reduce energy-consumption and to become greener. Data centres are trying to use more renewable energy sources such as tidal power, wind, and solar power.

1) Existing Model

The existing model as shown in figure 1 shows some of the data centre aspects it uses. The first example of the data centre aspect is the network backbone. The back bone is dual-attached to ensure redundancy and availability. The next example being the server farm, the aim of this server farm is to be accessible to every host on the internal network, and every externally connected network. The server farm is connected to two separate switches to ensure availability if one switch goes down. The server farm is part of its own VLAN. Figure 5 shows an internal view of the server farm, here there are four servers, DHCP, DNS, HTTP, and a Registration sever. Each service is placed on a separate server to ensure optimum performance. The Registration server is used to register Internet of Things (IoT) devices, in this case an IoT security door to physically protect the server farm. The TFTP server ensures that the config of every router and switch is backed up to the server in case of equipment failure.
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Fig. 5. Server farm

The next data centre aspect of the model is the connection of external sites and campuses to the central network. This is to allow partner campuses to access the same servers and resources as the central site. As shown in figure 6, the external sites connect to the central site through two ISP connections, this is to ensure redundancy and availability. Routers use serial connections in the model to connect to one another.
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Fig. 6. External campuses connecting to the central network

The two other farms, the intranet, and extranet farms provide access to the organisations intranet for internal colleagues, and extranet for externally trusted users.
2) IaaS improvements

IaaS could be used to make many improvements to this model. The first improvement is the virtualisation of the server farm. This would greatly reduce cost, maintenance time, and energy consumption. This would then make it easier for external campuses to access the servers as they will be available on the cloud. This would then have another impact on the model as the need for multiple ISP links will be reduced, as each campus would have its own link to an ISP, then to the IaaS provider. This would greatly reduce the complexity of the cabling and IP addressing which is currently implemented. 

The next improvement that can be made to this model is to use fibre connections to connect the core of the network together. In the current model copper crossover cables are being used, however this is due to a lack of knowledge in configuring fibre media in Cisco Packet Tracer. Using fibre media could increase network performance, although it can be expensive to implement. Even though IaaS hosts and virtualises network services, there is still a requirement to have some kind on network within the campus. This network uses the OSPF routing protocol on each router and layer 3 switch, this helps with the routing process and server load-balancing.

An important improvement which IaaS can make to this model is providing a seamless back-up service. As the devices are virtualised and on the cloud, each virtual machine and server will be backed up, making them easy to recover.

V. Conclusion

This paper has looked at the basic concept of Infrastructure as a service, of virtualising servers and network services and delivering them to businesses in the form of virtual machines. This paper has investigated how a modern enterprise network could make use of this service and how this service could be of benefit to an organisation. These findings were then compared back to a simulated model of an enterprise Network and data centre created in Cisco Packet Tracer to evaluate the effectiveness of the model as it stands and then how IaaS could improve the model.

In conclusion, this paper suggests that using IaaS can provide many benefits to an organisation including reducing costs, energy consumption, etc. IaaS might not be a solution suited to every business however for the common small to medium sized businesses, this solution would certainly be worth considering.
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