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[bookmark: _Toc213418597][bookmark: _Toc214030758][bookmark: _Toc215694168][bookmark: _Toc215751518][bookmark: _Toc215783276]Introduction:
This project focuses on creating and implementing a virtualised network environment using Oracle VirtualBox, in order to replicate real-world IT infrastructure. Moreover, multiple operating systems, including Windows Server, Windows Client, Debian Server, and Debian Client, will be hosted on two internal networks, SWAN and UWTSD. The topology required the establishing of internal networking, assignment of static IP addresses, and doing ping tests to confirm connection. Through this assignment, key networking topics such as hypervisors, IP addresses, routing, and important network services will be explored. The practical implementation illustrates cross-platform compatibility, alongside the ability to troubleshoot, create, and validate a fully working internal network environment.


[bookmark: _Toc213418598][bookmark: _Toc214030759][bookmark: _Toc215694169][bookmark: _Toc215751519][bookmark: _Toc215783277]Task 1: Research
[bookmark: _Toc213418599][bookmark: _Toc214030760][bookmark: _Toc215694170][bookmark: _Toc215751520][bookmark: _Toc215783278]Hypervisor:
Hypervisors offer the virtualisation layer that allows different operating systems to operate on a single physical machine. Type-1 hypervisors (bare-metal) operate directly on host hardware and function as a lightweight operating system intended exclusively for virtualisation. Microsoft Hyper-V Server and VMware ESXi are two examples. Their primary advantages include great performance, robust isolation, and increased security due to no host operating system sitting between the hypervisor and hardware. However, Type-1 solutions are less appropriate for small-scale or educational contexts since they need specialised hardware and more configuration expertise.
Type-2 hypervisors (hosted) function as programs that are put on top of an already-installed operating system two examples being: VMware Workstation and Oracle VirtualBox. They are perfect for experimentation, testing, and learning scenarios because of their benefits, which include broad OS support, simple installation, compatibility with consumer-grade hardware, and flexible virtual networking. Due to depending on the host OS to control hardware access, they have certain disadvantages, such as a lower performance and less isolation than Type-1 hypervisors. [1] 
Hypervisor architecture:
[image: Hypervisor | Benefits of Hypervisor | Types of hypervisors] [2]
For this topology, a Type-2 hypervisor is the optimum choice (Oracle VirtualBox) as the assignment requires running various operating systems (Windows Servers, Windows Client, Debian Server, Debian Client) and constructing isolated internal networks to support the SWANSEA.ACCA domain. VirtualBox provides simple configuration of Internal Networks, mounting ISOs, VM creation, and support for mixed Windows and Linux environments. Additionally, the hardware available for this task is student-level, making a Type-1 hypervisor impractical. Due to its versatility, compatibility, minimal hardware needs, and support for enhances topologies, VirtualBox is the perfect fit for the assignment's objectives. [3]

[bookmark: _Toc213418600][bookmark: _Toc214030761][bookmark: _Toc215694171][bookmark: _Toc215751521][bookmark: _Toc215783279]IP Addressing:
[bookmark: _Toc213418601][bookmark: _Toc214030762]IP addressing is crucial to how data travels across networks. During transmission, data is divided into packets, each including a source and destination IP address, allowing routers to transfer data along the most appropriate path. IPv4 addresses, such as 192.168.1.1, are 32-bit values represented in dotted-decimal notation. 
These addresses are separated into classes: Class A (0.0.0.0–127.255.255.255) for extremely big networks, Class B (128.0.0.0–191.255.255.255) for medium companies, and Class C (192.0.0.0–223.255.255.255) for small networks as it supports up to 254 hosts per network. Due to Class C being for smaller networks they are frequently used in LAN contexts. [4]
Table displaying the “Structure of Classful Addressing”: [4] 
[image: Summary of Classful addressing]
In this assignment, both the SWAN (192.168.1.0/24) and UWTSD (192.168.2.0/24) networks use private Class C address spaces, which are allocated for internal use and cannot route on the public Internet. This enhances security and avoids addresses conflicting. The /24 subnet mask (255.255.255.0) generates one network with up to 254 useable device addresses.
Routers and switches perform diverse roles in facilitating this communication. Switches function at Layer 2, using MAC addresses to forward frames within the same LAN. Routers function at Layer 3, reading IP headers and identifying the next step towards the target network. By breaking up a bigger network into smaller, more manageable portions, subnetting guarantees that IP addresses are used effectively. 
During the topology's ping testing, allocating 192.168.1/24 to Windows computers and 192.168.2./24 to Debian systems guaranteed clear division between network domains, reliable routing, and constant communication.
[5]

[bookmark: _Toc215694172][bookmark: _Toc215751522][bookmark: _Toc215783280]Routing:
[bookmark: _Toc213418602][bookmark: _Toc214030763]Routing is the process of choosing paths for data packets to take when moving across networks. In order for data to get to the right network, a router looks at each packet's destination IP address and forwards it according to routing tables. Routers can learn and update pathways automatically due to routing protocols. Static routing and dynamic routing are their two primary classifications. Static routing requires managers to manually establish routes, delivering predictability and lower overhead, whereas dynamic routing protocols (such as OSPF and RIP) dynamically respond to network changes and communicate routing information between routers. 
In this topology every machine operates within the 192.168.2.0/24 internal network built with Oracle VirtualBox, therefore there are very few routing needs. Devices can communicate directly within the virtual internal network, so no external router is needed. However, a routing mechanism such as a DHCP Relay on the Debian Server, would be required to transport DHCP requests between networks if the enhanced topology included more subnets or external connections.
For the current design, static routing is the most appropriate solution as it avoids the needless cost of dynamic routing protocols and is consistent with the simplicity of the SWANSEA.ACCA domain. Debian’s ability to function as a relay or forwarder guarantees compatibility with Windows Server services, while preserving control and predictability over traffic flow. However, if the network extended into numerous VLANs or security zones, dynamic routing may provide adaptation, but at the level of this assignment, static routing promotes clarity, consistency, and ease of configuration.
[6]
[7]


[bookmark: _Toc215694173][bookmark: _Toc215751523][bookmark: _Toc215783281]Network Services:
Network services are the fundamental features of contemporary infrastructures which provided automated network administration, secure communication, and authentication. In this topology, key services include VPN, DHCP, Active Directory Domain Services (AD DS), and Certificate Authorities (CA), each of which supports the domain in a specific way. [8]
DHCP automates IP address configuration which increases scalability, therefore decreasing human error. In this assignment IPs are set statistically however, in a bigger deployment, Windows Servers may function as a DHCP server and Debian could function as DHCP relay to transfer client requests between subnet, which is crucial in a multi-network environment. [9]
AD DS enables centralised authentication, user administration, and security policies. This service guarantees Windows clients' authentication through a safe and regulated framework under the SWANSEA.ACCA domain. Debian may communicate via LDAP or Samba, exhibiting cross-platform flexibility that is essential for mixed environments, even if it does not natively join AD DS. [10]
VPNs encrypt client-to-network communication to provide secure distant connections. VPN capabilities would be crucial in an enhanced topology where remote administrators access the Windows or Debian servers, even though they are not configured here. [11]
Certificate Authorities (CA) provide the possibility for administrating and managing digital certificates. These certificates improve security for AD DS, HTTPS services, or VPN tunnels by verifying identities and encrypting communications. [12]
Overall, these network services allow authentication, automation, and secure communication across both Windows and Linux platforms. Their integration would offer a scalable, secure environment which is appropriate for spreading the SWANSEA.ACCA domain beyond the internal VirtualBox network.


[bookmark: _Toc213418603][bookmark: _Toc214030764][bookmark: _Toc215694174][bookmark: _Toc215751524][bookmark: _Toc215783282]Task 2: Technical Documentation
[bookmark: _Toc213418604][bookmark: _Toc214030765][bookmark: _Toc215694175][bookmark: _Toc215751525][bookmark: _Toc215783283]2.1 Choose Hypervisor
Due to the findings of Task 1, the best platform for creating and managing this network architecture is a Type-2 hypervisor: Oracle VirtualBox. VirtualBox's capacity to handle multiple operating systems at once such as Windows Server and Debian Linux (which are necessary for both Assignment 1 and the enhanced topology in Coursework 2) is the main factor determining this decision. This cross-platform functionality enables consistent behaviour when setting up services including DHCP, DNS, AD DS, VPN, and certificate authorities.
The creation of the SWAN (192.168.1.0/24) and UWTSD (192.168.2.0/24) environments required the use of VirtualBox's extremely adaptable virtual networking capabilities, such as Internal Networks and Host-Only adapters. These features supported inter-VM connection for testing while enabling controlled division of Linux and Windows subnets. Furthermore, VirtualBox's easy installation and low hardware requirements make it perfect for student usage, in comparison to Type-1.
The most significant benefits of VirtualBox are: the building of virtual machines (VMs), fixing IP problems, and changing boot settings during deployment. As Coursework 2 will develop this architecture to include domain integration and new network services, VirtualBox gives the necessary stability, scalability, and accessibility to facilitate the needed configuration, testing, and troubleshooting inside a controlled virtual environment. [1] 
Proof of downloading Oracle VirtualBox:
[image: ]
[bookmark: _Toc213418605][bookmark: _Toc214030766][bookmark: _Toc215694176][bookmark: _Toc215751526][bookmark: _Toc215783284]2.2 Download and Setup
[image: ]
Oracle VirtualBox has been downloaded, setup, and all tasks have been completed.



Creation of Windows Server and Client: IPO attachment
[image: ][image: ]
Creation of Debian Server and Client: IPO attachment
[image: ][image: ]



Windows Server and Client Setup (IP Address setup, firewall off for ping tests, computer name change):
[image: ][image: ]











[bookmark: _Toc213418606][bookmark: _Toc214030767]Debian Server and Client Setup:
Debian Server IP setup:
[image: ]
Debian Client IP Setup:
[image: ]

[bookmark: _Toc215694177][bookmark: _Toc215751527][bookmark: _Toc215783285][image: ]2.2.1 Download chosen hypervisor, server, and client operating systems
[image: ]
Downloaded Oracle VirtualBox, Windows ISO file and Debian ISO file.
[image: ]
All servers and clients successfully installed, setup, and functioning.



[bookmark: _Toc213418607][bookmark: _Toc214030768][bookmark: _Toc215694178][bookmark: _Toc215751528][bookmark: _Toc215783286][image: ]2.2.2 Deploy your network
[image: ][image: ][image: ] 
 






All networks for servers and clients have been set up in order for ping tests to be completed.
[bookmark: _Toc213418608][bookmark: _Toc214030769]Screenshots taken on 14/11/25 at 15:31.


[bookmark: _Toc215694179][bookmark: _Toc215751529][bookmark: _Toc215783287]2.3 Configure IP Addressing
[bookmark: _Toc214030770][bookmark: _Toc215694180][bookmark: _Toc215751530][bookmark: _Toc215783288]2.3.1 Appropriate IP Addressing
Setting up IP addresses on Windows Server and Client:
[image: ][image: ]

Setting up Debian Server and Client:
[image: ][image: ]









IP Address testing:
[image: ]
[image: ]
[image: ]
[bookmark: _Toc213418610][image: ]
[bookmark: _Toc214030771][bookmark: _Toc215694181][bookmark: _Toc215751531][bookmark: _Toc215783289][bookmark: _Toc213418611]2.4 Test and Troubleshoot
[bookmark: _Toc214030772][bookmark: _Toc215694182][bookmark: _Toc215751532][bookmark: _Toc215783290]2.4.1 Perform Connectivity tests
Examples of SUCCESSFUL connectivity tests within the same networks:
Debian Server to Client Ping – Success:
[image: ]
Debian Client to Server Ping – Success:
[image: ]
Windows Server to Client – Success:
[image: ]
Windows Client to Server – Success:
[image: ]

Example of UNSUCCESSFUL connectivity test within different networks:
Unsuccessful connectivity test between Windows Server and Debian Client:
[image: ]
[image: ]
The screenshots show an unsuccessful ping from SWAN VM to UWTSD VM. The failure occurs because the two internal networks are isolated intentionally.
[bookmark: _Toc213418612][bookmark: _Toc214030773][bookmark: _Toc215694183][bookmark: _Toc215751533][bookmark: _Toc215783291]Task 3: Reflection
[bookmark: _Toc213418613][bookmark: _Toc214030774][bookmark: _Toc215694184][bookmark: _Toc215751534][bookmark: _Toc215783292]3.1 Reflect on:
[bookmark: _Toc213418614][bookmark: _Toc214030775][bookmark: _Toc215694185][bookmark: _Toc215751535][bookmark: _Toc215783293]3.1.1 Technical reflection covering network deployment and testing
In this assignment, creating the Windows and Debian systems in VirtualBox presented several technical challenges that required systematic troubleshooting. One issue occurred during Debian network configuration, where the server initially displayed a default 10.0.2. address, preventing communication on the intended 192.168.2. subnet. Using “ip addr”, it exposed the conflict, and reassigning the correct static IP resolved it. Another recurring challenge involved the Debian client failing to boot due to an incorrectly mounted ISO and a non-editable boot order. However, creating a new VM with proper storage settings fixed the problem. On the Windows Server and Client, firewalls prevented successful ping tests until Domain, Private, and Public firewall profiles were disabled. These issues reinforced the importance of checking all settings, verifying IP assignments, and understanding how system security policies affect internal network communication. [13]
[bookmark: _Toc213418615][bookmark: _Toc214030776][bookmark: _Toc215694186][bookmark: _Toc215751536][bookmark: _Toc215783294]3.1.2 Personal reflection
This assignment significantly improved my confidence in building and troubleshooting virtual networks. At the beginning, mistakes were made such as using the wrong IP address or misconfiguring the network adapter which caused frustration, but ultimately strengthened my attention to detail. Additionally, I learned the value of approaching problems logically by testing one component at a time instead of changing everything at once. By switching between the Windows interface and Debian’s terminal, it helped me become more comfortable working across different operating systems. Moreover, solving the boot failures and IP conflicts taught me to remain patient and focused, even when issues seemed repetitive. Finally, by completing the final ping tests successfully it was rewarding and showed me that I can deploy functional multi-OS environments, troubleshoot real network problems, and apply technical reasoning confidently.


[bookmark: _Toc213418616][bookmark: _Toc214030777][bookmark: _Toc215694187][bookmark: _Toc215751537][bookmark: _Toc215783295]Conclusion:
In conclusion, this project effectively illustrated how to set up and maintain a multi-OS virtual network environment. Both Windows and Debian computers were set up with static IPs, connected via internal networks, and tested for reliable communication using Oracle VirtualBox. Moreover, there were multiple challenges such as firewall restrictions, IP conflicts, and VM setup difficulties. However, they were carefully found and overcome, strengthening troubleshooting skills and practical networking knowledge. This exercise highlighted the necessity of hypervisor selection, structured IP addressing, and network service configuration, giving a strong basis for future coursework and real-world IT network deployment scenarios.
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Nov3 10:15AM

meliha@debian: ~

altname enx0800274058ef
root@debian:~# ip addr add 192.168.2.1/24 dev enp@s3
Error: ipvd: Address already assigned
root@debian:~# ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
ink/loopback brd
inet /8 scope host lo
valid_1ft forever preferred ft forever
ineté /128 scope host noprefixroute
valid_Lft forever preferred 1ft forever
enpos3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether brd
altname enx0800274058ef
inet /24 brd scope global dynamic noprefixroute enpos3
valid_lft 84597sec preferred Lft 84597sec
inet /24 brd scope global enpes3
valid_Lft forever preferred 1ft forever
inet6 fd17:625c:f037:2:5bf5:bf18:1cb4:af7/64 scope global temporary dynamic
valid_1ft 86178sec preferred lft 14178sec
inet6 fd17:625c:f03’ 200:27ff:fe40:58ef/64 scope global dynamic mngtmpaddr noprefixroute
valid_lft 86178sec preferred lft 14178sec
inet6 fes0::a00:27ff:fe40:58ef/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever
root@debian:~# [





image25.png
Nov3 10:47 AM

meliha@debian: ~

melihagdebian:~$ ip a
1: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
[t qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00: 0 0
inet /8 scope host lo
valid_1ft forever preferred ft forever
inet6 ::1/128 scope host noprefixroute
valid_Lft forever preferred 1ft forever
<BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc fq_codel state UP gr
default glen 1000
link/ether 08:00:27:85:aa:29 brd ff:ff:Ff:ff:ff:ff
altname enx08002785aa29
inet /24 brd scope global enpos3
valid_1ft forever preferred 1ft forever
inet6 fd17:625c:fe 27fF: 64 scope global dynamic mngtmpaddr
proto kernel_ra
valid_Uft 86339sec preferred lft 14339sec
inet6 f 27fF:fe8s /64 scope link proto kernel 11
valid 1ft forever preferred ft forever
meliha@debian:~$ [
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meliha@debian:

melihagdebian:~$ ping -c 4 192.168.2.10

PING 192.168.2.10 (192.168.2.10) 56(84) bytes
64 bytes from 192.168.2.10: icmp_seq=1 ttl=64
64 bytes from 192.168.2.10

64 bytes from 192.168.2.10: icmp_seq=3 ttl=64

64 bytes from 192.168.2.10: icmp_seq=4 ttl=64

192.168.2.10 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev 0.535/1.477/2.287/0.642 ms
meliha@debian:~$ [
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meliha@debian:

melihagdebian:~$ ping -c 4 192.168.2.1

PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.
64 bytes from 192.168.2.1: icmp_seq=1 ttl

64 bytes from 192.168.2.1: icmp_seq=2 ttl=64 time=2.68
64 bytes from 192.168.2.1: icmp_seq=3 ttl

64 bytes from 192.168.2.1: icmp_seq=4 ttl

192.168.2.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt min/avg/max/mdev = 1.340/1.950/2.680/0.477 ms
meliha@debian:~$ [
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BJicrosoft windows [Version 16.6.17763.3656]

(c) 2618 Microsoft Corporation. All rights reserved

c: \Users\Adninistratorsping 192.168.2.10

pinging 192.168.2.10 with 32 bytes of data
PING: transmit failed. General failure
PING: transmit failed. General failure
PING: transmit failed. General failure
PING: transmit failed. General failure

ping statistics for 192.168.2.16:
Packets: Sent = 4, Received = @, Lost = 4 (100% loss),

c: \Users\Administrators





image29.png
meliha@debian: ~

From 192.168.2.10 icmp_seq=46 Destination Host Unreachable
From 192.168.2.10 icmp_seq=47 Destination Host Unreachable
From 192.168.2.10 icmp_seq=48 Destination Host Unreachable
-cFrom 192.168.2.10 icmp_seq=49 Destination Host Unreachable
192.168.2.10 icmp_seq=50 Destination Host Unreachable
192.168.2.10 icmp_seq=51 Destination Host Unreachable

192.168.2.10 icmp_seq=52 Destination Host Unreachable
192.168.2.10 icmp_seq=53 Destination Host Unreachable
192.168.2.10 icmp_seq=54 Destination Host Unreachable
192.168.2.10 icmp_seq=55 Destination Host Unreachable
192.168.2.10 icmp_seq=56 Destination Host Unreachable
192.168.2.10 icmp_seq=57 Destination Host Unreachable
192.168.2.10 icmp_seq=58 Destination Host Unreachable
192.168.2.10 icmp_seq=59 Destination Host Unreachable
192.168.2.10 icmp_seq=60 Destination Host Unreachable
192.168.2.10 icmp_seq=61 Destination Host Unreachable
192.168.2.10 icmp_seq=62 Destination Host Unreachable
192.168.2.10 icmp_seq=63 Destination Host Unreachable

192.168.1.1 ping statistics ---
64 packets transmitted, 0 received, +62 errors, 100% packet loss, time 64314ms
pipe 3

meliha@debian:~$ [
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