[bookmark: _jqg6lnyudssn]
[bookmark: _lk0u3v1jbrqr]
[bookmark: _t8ce74pjjtl]
[bookmark: _la63nwdb8nr]
[bookmark: _v1ob26yx56yb]
[bookmark: _2i1kv51nnwmv]
[bookmark: _aiuec44tq4hd] 



EMAIL SPAM DETECTION USING MACHINE LEARNING


Table of Contents
1. Introduction	3
2. Aim and objective	3
3. Research Question	3
4. Literature Review	4
4.1 Overview of Phishing Threats	4
4.2 Traditional Detection Methods	4
4.3 Machine Learning Approaches	4
5. Methods	5
5.1 Data Source	5
5.2 Data Preprocessing	5
5.3 Feature Engineering	5
5.4 Machine Learning Models	6
6. Results	6
7. Project Plan	7
8. Evaluation	7
9. Reference	8



[bookmark: _js0rpf1s4sbl][bookmark: _Toc210405612]1. Introduction
Phishing and spam emails will continue to increase as essential forms of cyber threats that will threaten the security and effectiveness of digital communication. The malicious emails will be using more sophisticated methods and will be able to bypass traditional rule-based filtering mechanisms. Traditional filters will not adapt to such changing obfuscation tactics, leaving individuals and organizations open to terrible risks.  Email damage will be experienced, including increased financial loss, identity theft, and reputational damage, which will require more advanced and adaptive solutions. 
ML approaches will be located as a promising alternative, as these will be able to analyses huge amounts of email data, to learn about hidden patterns of speech and to adapt dynamically to new attacks. Phishing-related classification when intelligent features, like URLs and full body text, are included, will be underdeveloped, while the research before will be quite active on spam detection overall. The Phishing Email Dataset, which is the CEAS_08.csv dataset, has been used to perform the model using machine learning, and the dataset will be collected from the Kaggle.
[bookmark: _6c9kig1hx3e7][bookmark: _Toc210405613]2. Aim and objective 
Aim:
The research aim will focus on finding the optimal machine learning model for future phishing email detection, with the help of Python.
Objective:
· To Cleaning Data and Preprocessing with the use of Kaggle Phishing Email Dataset
· To test and train different ML algorithms, such a Logistic Regression, Random Forest, SVM using Python Programming
· To find the best classifier that is accurate, precise and reliable by using google colab and implement future recommendation
[bookmark: _ayljhqpng0ks][bookmark: _Toc210405614]3. Research Question
1. How well do various ML algorithms perform Detection in Phishing/Spam Emails?
2. Which combination of features (Subject, body text, URLs) is used to achieve/stake of the highest classification accuracy?
3. Which models (not deep or ensemble) a better models than traditional ML to detect?
[bookmark: _v0fut455yvaj][bookmark: _Toc210405615]4. Literature Review
[bookmark: _r51inyv9sbni][bookmark: _Toc210405616]4.1 Overview of Phishing Threats
Phishing attacks have become so much of a cybersecurity threat and involve social engineering to trick users into giving out sensitive information. Attacks are becoming more complicated, with deceptive URLs, customized email content and domain spoofing being used to get past detection mechanisms. Traditional mitigation systems based on rule-based filters and signature-based systems have not been enough for countering these sophisticated techniques (Alkhalil et al. 2021). Detecting the new phishing attempt has been effective when the attacker is continually trying to attack the mail by using phishing attacks. This is very important for detecting the dynamic attack which can be adopted from growing threats of phishing threats.
[bookmark: _pwrdwz24hlmk][bookmark: _Toc210405617]4.2 Traditional Detection Methods
Traditional techniques have commonly been used to detect phishing emails, such as using blacklists and keyword matching. The rules-based methods are computationally efficient and easy to implement, so that known threats can be more quickly identified. This has often not been very good at combating high false-positive facade rates and the lack of adaptability to new attack strategies (Gao et al. 2023). Signature-based detection approaches have also been introduced that identify phishing attempts based on patterns or indicators that are known. Despite their usefulness, these techniques constantly need to be updated in order to be effective, as phishing attacks are evolving rapidly (Huang and Huang, 2025). Traditional methods are not enough to deal with the dynamic and sophisticated nature of the threats of the modern phishers.
[bookmark: _d92ziw1dy3n9][bookmark: _Toc210405618]4.3 Machine Learning Approaches
Machine learning (ML) methods have become popular approaches to phishing detection because they learn from historical data to find patterns that should or did not occur in a phishing scheme (Halbouni et al. 2022). Random forest, Support Vector Machine, and Logistic Regression are some of the common supervised learning algorithms that have been evaluated for email classification. Multiple decision tree-based ensemble techniques, such as Random Forest, are found to enhance the predictive power of a model by combining multiple decision trees. Support Vector Machines have been shown to perform well in feature spaces of high dimension, whereas Logistic Regression has been able to provide interpretable models to understand the importance of features (Guhan and Revathy, 2024).
[bookmark: _8fejzocivpg][bookmark: _Toc210405619]5. Methods
[bookmark: _kmiqeewes50f][bookmark: _Toc210405620]5.1 Data Source
The study will use the Kaggle Phishing Email Dataset (CEAS_08.csv), which is going to be the main source of data for the experimentation. This dataset will provide a structured collection of labelled emails, either phishing or legitimate emails, allowing one to find a definite basis for the use of supervised machine learning methods. The dataset will contain various categories of features such as “sender details”, “receiver”, “body” and “URLs”, which will contribute toward the feature extraction and classification tasks. These attributes will be analyzed systematically in order to find suspicious patterns, linguistic structures, and malicious indicators of URL. The research will be ethically compliant and reproducible while also accessible for future comparative research.
[bookmark: _n093qvc57tlb][bookmark: _Toc210405621]5.2 Data Preprocessing
The raw data will be preprocessed systematically to guarantee the accuracy and reliability for future machine learning experimentation. The preprocessing step will very crucial for machine learning, where remove the missing values or fill the null values with the help of the mean or median. The dataset will be analyzed to check the duplicate rows exist or not; if exist, then remove those duplicate rows and clean the data by using Google Colab.  The email's body will be cleaned text by removing HTML tags, punctuation marks, and stop words, which will provide less noisy textual features to clarify meaningful features. Techniques of tokenization will then be used to break up the text into discrete units, and stemming and lemmatization will be used to standardize word form (Fan et al. 2021). All URLs will be inspected for lexical properties, length of the structure and problematic character repertoires, which will then be used as robust indicators for phishing attacks in the classification.
[bookmark: _gycgm8h27r72][bookmark: _Toc210405622]5.3 Feature Engineering
The study will use a simple feature engineering process to streamline and make the modelling process more manageable. The primary technique will be to convert the text of emails into a numerical representation through TF-IDF (Term-Frequency Inverse Document Frequency) representation (Alfarizi et al. 2022). These techniques will not involve sophisticated linguistic rules, but they will be able to ascertain the frequency and significance of words. Structural cues (subject line length or number of words in the body) will also be developed to provide easy but powerful cues for classification. A URL that is present in an email will be part of the binary attribute. This reduced computation complexity technique will allow effective spam and phishing detection while reducing the computational complexity.
[bookmark: _sm6lnhaztm2n][bookmark: _Toc210405623]5.4 Machine Learning Models
The study will implement and compare a set of widely used and relatively simple machine learning algorithms which will surround text classification tasks. It will make use of Logistic Regression as a base-level model because it will both successfully provide the efficiency of linear classification and serve as a benchmark in comparison to more complex techniques. The non-linear relations observed in the data and determining the relative value of different features in predicting the phishing emails will be done using the Random Forest algorithm. The Support Vector Machine algorithm is going to be used to be extremely successful in handling the high-dimensional text data. These models will be comparatively evaluated to identify the algorithm that will be dependable in its performance.
[bookmark: _ljagmza9cz4z][bookmark: _Toc210405624]6. Results
The suggested study will make the great impact on the correctness of detecting phishing since it will establish the dependability of identifying a rogue email. The classifications on most predictive features causing the classification performance will be determined through the detection process e.g. subject line keywords, the URL structures and patterns formed in the body of the email. It assists in gaining a better insight into the nature of phishing. The study will contribute to the academic knowledge through performing a comparative analysis of classical ML algorithms along with their corresponding merits and drawbacks, as opposed to the real-life framework presented in a police of phishing scenario.
The work will aim to contribute valuable information to the readings by providing particular recommendations towards efficient spam filters, which would be used both in organizations and in the mail service providers to help the organization to better cybersecurity without imposing excessive computing overheads. The outcomes will contribute to the existing or upcoming study and industries that deal with email security-related problems to foster the theory and implementation of adaptive email security.
[bookmark: _grigodgqafe][bookmark: _Toc210405625]7. Project Plan
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Figure 1: Project Plan
[bookmark: _9vr3izc0y94r][bookmark: _Toc210405626]8. Evaluation
Phishing detection models have to be tested based on quantitative and qualitative and qualitative metrics in order to get a holistic sense of their performance. The dataset will be split into training, validation and testing data for training and unbiased evaluation of the models using Google Colab. Different performance metrics such as accuracy, precision, recall, F1 score, and area under the ROC curve will be considered to evaluate how well models will detect phishing emails with fewer false positives. Comparative Analyses will be done on the most popular machine learning algorithms (Random Forest, Support Vector Machines, and Logistic Regression) to discover the best model that will be effective for classifying phishing in machine learning. 
Feature importance analyses will be performed to indicate which elements (URL patterns, keywords or contents in the e-mail body) will have the greatest impact on predictive performance. Adaptive machine learning methodologies will be discussed on how they will outperform traditional rule-based filters and deliver robust solutions in help counter the phishing threat.
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