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This report give the reader an insight into computer forensics, the types of methods executed and software which can be used to complete an investigation. There is also a case study where by a terrorism case is given  to a forensic investigator and the step by step of the investigation is documented.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                       
[bookmark: _Toc45743151]Introduction
The concept of computer forensics is the application of techniques and tools to obtain, process, analyse and store digital information for use as evidence in criminal, civil, and administrative cases. [1] Information can be obtained from any type of electronic storage device. These can include:
· Computer/Laptop
· Printers/Scanners
· CDs/DVDs
· External Devices (USB and HDD)
· Games Consoles
· Many other items
The aim of this report is to examine the different techniques and tools available to obtain information off such devices and elucidate the findings of aspects within the computer forensic role. Task 2 explains in details the steps John took to conduct a digital forensic investigation on a terrorism case.
[bookmark: _Toc45743152]Investigation Steps
The research will be used to construct an investigation report for the case study. The case study will go through the step by step investigation detailing the -findings in a report. The procedures will be as followed:
· Securing the computer system – no unauthorised person(s) can access the evidence to tamper with
· Copying the data – essential step – the investigator must always create a copy to avoid errors.
· Detecting and revealing hidden data – suspects may try to hide crucial evidence from the investigator to avoid conviction
· Recovering data – data may have been deleted so it’s important to detect and retrieve the deleted data
· Analysing areas of the computer disk – in particular the unallocated space, slack space etc.
· Documentation – Another critical part of an investigation, documenting the proof of evidence found which can be used in the court of law, this will determine whether the suspect is innocent or guilty so only absolute facts should be included – no assumptions. [2]

[bookmark: _Toc45743153]Laws Surrounding Forensics
Only devices that have been lawfully seized may be searched during an investigation as per the Police and Criminal Evidence Act 1984. [3] The Investigatory Powers Act 2016 allows the collection of communications data by using the powers that are already available to law enforcement. It allows the correct parties to obtain the required information within a warrant for interception of communications. In 2016 the act was updated to fit the digital age. It now allows the retention of internet connection records to identify devices that have connected to the communication services.  [4]
Crimes in a more serious nature may require investigators to use methods like bugging or hacking to intercept information. These are covered by the Police and Crime Act 1997 and Serious Crime Act 2015 and grant certain exemptions from the Computer Misuse Act 1990 which criminalises the act of accessing or modifying data on a device without consent [5, 3]
[bookmark: _Toc45743154]Tools
There are a variety of forensic tools on the market for all types of investigations. Some are open source meaning anyone can download them with no cost. Some on the other hand are industry standard which come at a hefty cost as seen in appendix A. Every tool is different and offers different types of techniques to obtain the evidence required. The following headings go through some of the most common techniques used and what they are used for.

[bookmark: _Toc45743155]Data Recovery
Data recovery is one of the most common techniques used by forensic investigators. The art of recovery can prove pivotal when dealing with situations involving criminals as they are likely to try their best to hide evidence that could prove their guilt in the crime investigated. 
To the general user the thought of deleting a file and emptying the recycle bin means this file is deleted “forever” but in reality all that’s happening is data is being hidden from the operating system, the file can still be retrieved. This is where data recovery comes in to play. The technique extracts data from these locations using specialist software. This is done by penetrating deep within the system and examining the raw data, [6] the data can then be extracted and reconstructed. [7]
[bookmark: _Toc45743156]Static Data Acquisition
Static data acquisition is a traditional forensic method to obtain data from the hard drive of a device that is powered off. The most common method to collect data is by creating a disk-to-image file which creates a bit-by-bit copy of the original disk. When the copy is created investigators can use specific tools such as EnCase[8] or FTK[9] to read the images.[10]
Another method of acquisition are disk-to-disk copy which is used if there are any hardware of software errors because of incompatibilities. The entire disk is copied over to another disk using forensic tools.[10]
There is also an option of creating a logical disk-to-disk file for use of large data storages such as RAID servers. This method is useful when time is limited[10]
Creating a sparse copy of a folder or file is the final option. This is similar to creating a logical acquisition but it also captures the deleted date in the unallocated area.[10]
[bookmark: _Toc45743157]Live Data Acquisition 
In certain circumstances of confiscation the device may not be powered off. There is a chance that it can be on or in sleep mode. It is crucial that the device is not powered off until a live data acquisition can take place in case there is  volatile data which may be evidence.[11]
A common approach is using a specialised tools to extract the volatile data before powering it off. Another approach would be to approach the system and interact with the systems GUI to navigate around the system in its current state. The investigator can get current users, open ports, network connections, process lists and other reports from using this technique although this method does have some issues. The main issue being that system integrity can be violated and evidence can be manipulated meaning the system becomes untrustworthy.[12]
[bookmark: _Toc45743158]Password Recovery
Password recovery can interlink with Data Recovery in the basis that files hidden from investigators may also use passwords on their files to protect the contents. Password recovery or cracking can be done via different methods to find these passwords and obtain the information inside. Some methods include:
[bookmark: _Toc45743159]Brute force
Also known as an exhaustive search, a brute force attack is a cryptographic hack that tries guessing combinations of the targets password until the correct password is found. This method is effective if the password is week but if the password is complex it can be time consuming. There are different types of Brue Force Attacks these can include Hybrid attacks which uses a dictionary list of commonly used passwords to attempt to crack the password, Reverse attack which uses a common group of password against of possible usernames and Credential Stuffing which is used if the attacker knows both username and password of the victim to target other websites, many users use the same password or similar password through different sites which could be very dangerous. [13]
[bookmark: _Toc45743160]Dictionary attack
The dictionary attack can be effective if the attacker has confidence that the password they’re trying to crack contains certain words, phrases and numbers or letter combinations. Dictionary attacks use lists likely to be associated with the password, commonly used lists include popular names, pet names or movie characters. [14] Again this method relies on the attacker having some idea on the password for it to be effective otherwise it can be a time consuming procedure.
[bookmark: _Toc45743161]Rainbow table attack
This type of attack uses a rainbow table to crack the passwords stored in a database system. A rainbow table uses a hash function when storing passwords in a database. In some cases data can be hashed twice with the same or different hash keys in order to protect data from such attacks.[15]
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An increasingly common and effective way to obtain information especially passwords. Usually sent as an email the phishing attempt leads the reader into believing that business’ they are associated with need to update their details or pay a bill so they go through the link and enter their details into what they believe is a legitimate site however the site is fake and takes the password and any other details entered for use of the hacker. [15]
[bookmark: _Toc45743163]File Carving
File carving extracts data from the unallocated portion of a drive. Carving is useful when metadata is damaged or unusable. [16] The sequential carving algorithm works in a way where the carving starts at the first block of data on the drive and progresses to the end of the drive. Each block is checked against a database of headers and footers. If blocks match part of the headers in the database the first block of the file will be recovered. The rest of the file is assumed to occupy the consecutive blocks up to and including the matching footer block. If the footer block is not found the length of the recovered file is caped at a predefined limit.[17]
[bookmark: _Toc45743164]Keyword Searching
Keyword Searching is a technique that can be very powerful in a forensic investigation. Often a list of keywords are put together and the file, deleted files and slack space is then searched using these words to find potential evidence. Keyword searching can be very time consuming as the search engine has to read all the data and search for the keyword within it. A way to combat this is to index the data first, the data can be indexed using forensic software. An index is a binary file which stores a list of offsets for each words in the dictionary. Searching the index extents to look up the index file for a list of offsets.[18]
[bookmark: _Toc45743165]Network Forensics
Network forensics is feature inside of digital forensic that looks into network technology or data that may contain evidence of a crime. It is essentially the investigation and analysis of traffic going across a network suspected of use in cyber-crime. [19] Investigators will look at network events logged by network control systems to track communications and establish timelines.
There are two methods associated with network forensics, the first being a “catch it as you can” method. This involves capturing all of the network traffic to analyse, this can be a long process and can require a lot of storage. The second method is known as “stop, look and listen”, this is where the investigator would analyse the data packets flowing across the network and only capture packets that seem suspicious. This method requires a lot of processing power, but requires a lot less storage space.[19]
Network forensics works within different layers of the OSI model. There are methods that can be applied such as eavesdropping bit streams in the datalink and physical layer. These use tools such as sniffers which captures traffic data from a network card interface configured in a promiscuous mode. In some cases the person under investigation may use encryption to secure the connection and bypassing eavesdropping techniques.[20]
Another network forensic method is applied on the network layer. Network device logs provide detailed information about network activities. The attack scenario can be reconstructed by looking at multiple logs from different network devices.[20]
Network forensics is considers as one of the more difficult aspects in forensics as data is often transmitted across the network and the lost where is in other aspects such as data recovery data is stored on a disk, and there are options such as carving to retrieve deleted data as well.[19]
Something else that investigators must consider is privacy and data protection laws. These laws mean tracking and analysis of traffic required explicit permission and its essential that they comply with the privacy laws.[19]
[bookmark: _Toc45743166]Email Forensics
The electronic messaging world has become another way for people to commit crimes whether it’s by phishing for personal details or use of communication to plan attacks etc. This has become another area that forensic investigators will analyse to find any evidence which is helpful in a criminal case.
There are different techniques that can be applied to investigate emails some of these include header analysis, use of email trackers and volatile memory analysis.
Header analysis is the primary technique used, this involves looking at the metadata in the email header. The header contains data such as from, to, subject, date and message id. Analysing this area helps identify the majority of email related crimes. Spoofing, phishing and spam emails can be identified by analysing the header[21]
Another technique is using email trackers. In some instances it’s important to obtain the geographical location of the attacker. The best way to do this is embed email tracking software into the body of an email. When the recipient opens a message that has the tracker attached the investigator will get a notification with the IP address and location of the recipient. This technique is very useful in murder or kidnap cases. [21]
It is also possible to analyse spoofed mails from volatile memory. It is possible to extract the header information from volatile since everything passes through here.[21]
[bookmark: _Toc45743167]Forensic Software Examples
[bookmark: _Toc45743168]The Sleuth Kit (+Autopsy)
Autopsy is an easy to use, GUI-based program that allows you to efficiently analyse hard drives and smartphones [22]. Some of the key features of this tool are:
· Timeline Analysis – Display system events in a graphical interface to help identify activity.
· Keyword Search – Text extraction and index searched modules enables you to find files that mention specific terms and find regular expression patterns.
· Registry Analysis – Extracts web activity from common browsers to help identify user activity.
· Multi-User Cases – Collaborate with fellow examiners on large cases
· Web Artefacts – Extract web activity from common browsers to help identify user activity
· Android Support – Extract data from SMS, Call Logs, Contacts, Tango, Words with Friends and more[22]
This forensic package has a variety of different features which allow the investigator to analyse all sorts of activities. This tool can be used to extract crucial information regarding usage timelines which could provide sufficient evidence in court. It also has mobile support and allows more than one examiner to work on the same case which is an extremely convenient for large cases. Autopsy is also free to download on Windows, Linux and OS.
[bookmark: _Toc45743169]EnCase
Encase is a digital forensic investigations software which is very powerful and court proven. In 1998 Guidance create the category for digital investigation software with EnCase Forensic. EnCase has maintained its reputation as a gold standard in criminal investigation. The software allows the examiner to triage, collect and decrypt evidence from a wide variety of devices in a forensically sound manner. [23]  EnCase now offers mobile forensics as well so the investigators have the flexibility and convenience when completing their investigations. [23]
In a recent update to the Encase package the addition of OpenText Media Analyzer. This tool can identify case relevant images and score them between 0 and 100 in 12 pre-defined categories relevant to law enforcement and corporate compliance. [24] This can improve productivity and save valuable time by reducing the amount of content investigators need to review. [24]
EnCase has features that include image analysis meaning examiners can filter by confidence level and identity evidence that may not have been found previously.[25] It also offers OS and decryption support, it supports a broad range of operating and file systems, artefacts and encryption types to provide conclusive results with a detailed analysis.[25] It also has the ability to collect data from repositories in the cloud such and Microsoft O365. EnCase really one of the leading companies in the computer forensic world and allows all types of evidence to be collected and analyses within the same program.
Other Features include:
· Easy Reporting – customisable templates available to help examiner create compelling, easy to read and professional reports
· Extensibility – Automates code commands that streamline and automate tasks to extend capabilities. Helps with completing investigations more efficiently
· Workflow automation – Delivers automated workflows so examiners can easily navigate through the software to enhance how they uncover evidence. [25]
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FTK is another industry leading forensic software package. It prides itself on its unmatched speed and stability, faster searching and its driven database. FTK processes and indexes data upfront, eliminating wasted time waiting for searches and filters to execute.[26] 
Key features of this product include:
· Fast learning with easy-to-use GUI
· Utilisation of single case database (reducing cost and complexity of multiple case datasets)
· State-of-the-art data visualisation
· Password recovery support for over 100 applications
· KFF has library with 45 million hashes
· Advanced analysis without the scripting
· Locate, Manage, and filter mobile data
· Decrypt a computer
· Import and parse AFF4 images (created by Mac Computers)
· Parse XFS file systems (RHEL Linux environments)[26]
Clients praise FTK with comments such as “With FTK and AD Lab, we are able to quickly train investigators to use the interface and collaborate on early case assessments. This frees up highly qualified digital forensics analysts to focus on analysis” Major Keith Miller – Commanding Officer, Service [26]
[bookmark: _Toc45743171]Case study – Terrorism attack at Heathrow International airport
[bookmark: _Toc45743172](Questions 1,2,3,4) 
Following the terrorism attack at Heathrow John was assigned to the case to conduct a digital forensic investigation. John has been given a laptop bag with a Dell laptop which the terrorist had in possession at the time of confrontation with the police. John was also given photographs of the crime scene and finger prints that matched the terrorist.
When John opened up the laptop the computer was in Stand By mode, John took photos of the computer screen using his Cannon Digital Camera for evidence, John then made a note that the Operating System was Microsoft Windows XP Professional Service Pack 2.
[bookmark: _Toc45743173](Question 5) 
Before John goes any further with the evidence he familiarises himself with the needs and requirements of the task and determines the best acquisition methods.
As the laptop was in standby mode, a live data acquisition was completed as there could be evidence in the data stored in the RAM, cache and registry. John collected the information from the system, this included command history, running processes and the date and time. John also documented network information such as open connections and ports and ARP cache which is a location where address resolution protocol creates a record when an IP address is resolved to a MAC address. The main memory, temporary file systems and the secondary memory system were also checked for evidence. Anything found in these locations were documented before John was happy to turn off the device.
Next John ensures that he has two blank media devices and configures the write blocker before two separate images are created from a bit-by-bit copy of the hard drive, this step is extremely important as its key that little or no work is done on the original device to preserve the original evidence. The bit copy ensures the contents are an exact duplicate of the hard drive. The integrity of the image is then authenticated to the original using their hash value, John will finish off the process by documenting the system date and time.
John starts to update the chain of custody report to ensure that all steps performed are documented throughout. John ensures the laptop is securely stored and is shielded from any physical, electrical, electronic or magnetic damage.
[bookmark: _Toc45743174](Question 6) 
John is required to obtain any Microsoft Word, Excel, PDF, Image files, video files and audio files. John also needs to examine MS Outlook contacts, email messages, messenger chat history, cash files and temporary internet files.
[bookmark: _Toc45743175](Question 7) 
For this to be completed John started the static data acquisition on the created image by making a list of the key words to be searched. These were:
· Heathrow
· Airport
· Terror
· Attack
· Flight
· Plan
· Bomb
· Flight
· Book
· London
· Fiji
· Mason
· International
· Gun
· Jihad
· Suicide
John then evaluates the Windows Swap file, file slack and unallocated space before starting any searches on the non-volatile data. Once the evaluation is complete John starts searching through the file system for keywords. The file system is a key area to analyse for John. John used commands such as dir /O:d to sort files in the directory to date order. This allowed him to examine the data and obtain and accurate timeline of activities from the files.
John knew that Windows XP uses NTFS file system and used a tool which automatically scanned the Master File Table (MFT) to show the file system that exists on the image, this tool locates any files that have been marked as deleted. The deleted files still shows its attributes and its data will still exist until the file is overwritten while other actions are saved to the disk.
The search of the slack space can bring back data from the systems memory. File slack is the space that exists on the Windows disk between the end of a file and the end of the last cluster. It can provide usernames, passwords and other sensitive information, this area is vital source of evidence to the forensic investigator.
Next John started working on the unallocated space. Unallocated space is a group of clusters not in use by any file. Data here could come from any file and its file system MAC times is gone for good because it no longer matches the file’s contents to its entry in the MFT. John decided to use the keywords to determine how he would search or parse the allocated space. In this area it is possible to recover complete files, file fragments or slack space although there are things to consider when searching. 
In this instance John searched for the relevant data using keywords. Searching the unallocated space can be a difficult task because there are no automated methods to look for the relevant data, John looked through the data and exported it out to reconstruct and review.
Another method is recovering complete files to which the header and footer for each file type must be known to be searched for. There are tools that can recover complete files in the automated space.
The last method is parsing the unallocated space. There are specific tools available an investigator to take an entire image and try to identify all the documents in the file system, including from the unallocated space. In this method full text indexing is used and it builds a binary tree-based dictionary containing all the words that exist in an imagine. Searching the entire imagine for those words can be done very quickly.
There can be limitations to recovering from the unallocated space. These include:
· If a new hard drive has been used and data was copied
· If the system has been reinstalled
· If the user has run defragmentation tools
John also checked if there had been any drive wiping had been performed. Drive wiping is a manual task which involves checking the image to see what date the files were deleted and then checking the unallocated space to see what data lies within.
A further step John took was once the documents were found, John performed some techniques to investigate the Microsoft Office Documents, the documents have attributes and data fields stored in themselves. These attributes include when the document was created and who created it. This step could provide sufficient evidence that more people were involved. The forensic environment can allow the metadata of the file to be viewed. There is also OLE/COM object viewer available from Microsoft which will allow the investigator to view the properties if only fragments of the original document can be recovered.
In these scenarios criminals could use anti forensic tools to rename file types and extensions to encrypt or hide data. John used file signaturing to ensure that the terrorist hadn’t used any anti-forensic techniques. File signaturing compares some key aspects of the file that may be tampered with. It uses the file’s header and footer against an extension in a database to see if they relate.
John through these processes documented all file names and dates and times of creation and modification to present in the court case, every little detail that can be provided as evidence is documented effectively.
John then starts dissecting MS Outlook for any contacts and email messages. John uses Header Analysis to check the metadata of the email header, using this technique helps identify contents of emails crimes. Data such as From, To, CC, Date, Subject are all found in the header so a lot of information can be obtained. [21]
The PST file is extracted by FTK forensic software from Outlook to be analysed. The PST file contains all the data of the email address. Local copies of emails, Emails folders, contacts and calendar details are all extracted. The files are extracted to be analysed in case there is any scripts programmed into Outlook to tamper with any evidence. FTK also has a feature to make it easier to create a report on the evidence found.
John checked the registry for the UserAssist keys. In this area John noticed that a messenger program had been run, he made a note of the program and opened it up to download the chat history, John examines the message history and records the details that is solid evidence for the case.
John also noticed that several different websites in a subkey. The websites accessed were related to terrorism, John documented all the websites accessed and the date and time they were accessed. John also recovered UserAssist entries from the unallocated space by searching for HRZR_, John made a note of all entries that were relevant.

[bookmark: _Toc45743176](Question 8) 
John found videos files that related to 9/11 Bombings, Terrorism camps, motivational speeches by leaders of various terrorist outfits, personal video spending time with wife and children, 30 minute video of Heathrow and Mason International airport at Fiji and videos taken in hotel with other suspects.
[bookmark: _Toc45743177](Question 9)
John made a detailed list of the videos found with content relating to terrorism. Investigators are required to document the forensic processes carried out for identifying, gathering, analysing, preserving and reporting the evidence. This evidence shows the motive and connection to the case. Detailing the videos clearly allows the prosecutor to give the Jury and the Judge the information on what exactly was in the videos. It is important that only facts of the videos are in the document and no assumptions are made.
The 30 minute video of Heathrow and Mason International airport also shows the intent and is clear evidence that the plan was in place so John also documented the video. The video evidence is also compelling when suspect has also been filmed in a hotel with the suspects. There is no coincidence of having these sorts of videos when the suspect has been filmed with other terrorists. It shows the true malice of the planned attack.
These videos are also solid evidence that back up the terror documents found in the bag, along with the contacts obtained.
[bookmark: _Toc45743178](Questions 10,11,12,13) 
The bag contained photographs of Heathrow Airport and Mason Airport at Fiji. The terrorists had taken the snaps of the airports in detail, which confirmed the intention of the terrorist group to which he was associated. There were also logos of particular terrorist group which confirmed his association. Documents relating to “How to make a chemical bomb”, “How to prepare for Jihad”, “How to be a suicide bomber” along with other materials were also seized. One particular document  “How to bomb Mason International airport” caught the attention of Mark. The document detailed how a few people were going to spread terror at Mason International Airport. He was more than assure about the involvement of the accused in the crime.
[bookmark: _Toc45743179](Question 14) 
John was tasked with obtaining a list of Outlook contacts which could be of the other people who are suspected to be involved. John used forensic software package, FTK to export the PST file from Outlook. The contacts are contained within the PST file, John was able to analyse the list of contacts and documented them showing they matched the ones found in earlier documents.
[bookmark: _Toc45743180](Questions 15,16,17)
John found Excel spreadsheets that had bank account names and details of inflow of funds to the accounts. The laptop bag had other documents which included immigration visa which made clear of his links with other terrorist organisations
The forensic report was finalised and sent over to Mr. Mark Wales, as well as an invoice for the work completed as seen in Appendix B.
[bookmark: _Toc45743181]Conclusion
In conclusion this report has identified a variety of tools that are ready for any investigation whether they are available free or at a cost. There is proof that the tools are ever changing and are being developed successfully to help combat cyber-crime. The built in features that assemble the report allow the investigator to work efficiently. The packages such as FTK and EnCase that are available are very good investments as there are many features from mobile forensic to different file system parsing meaning the investigator uses up less time looking for different software’s for different parts of the investigation.
Overall for part 2 it is evident that John conducts a thorough investigation. There are step by steps in which any investigator will follow in order to obtain the evidence and ensure that nothing is missed and everything is analysed carefully. It is pivotal to use a chain of custody throughout the investigation in order to provide the correct information to the court.
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	Type of Tool
	Name
	OS
	Price

	Password Cracker
	John the Ripper [27]
	Linux, Mac OS, Windows, Android
	Free

	
	RainbowCrack[28]
	Windows 7/8/10, Linux (64bit)
	Free

	
	Ophcrack[29]
	Windows, Linux, Mac OS X
	Free

	File Carver
	Klennet Carver [16]
	Windows Only
	Free

	Forensic Package
	X-Ways Forensics[30]
	Windows 7/8/8.1/10
	Free

	
	EnCase Forensic[8]
	Windows, Mac OS X
	£3500

	
	FTK[26]
	Windows 7/8/10/Server
	£4000 (Perpetual)

	
	The Sleuth Kit [22]
	Windows, Linux, Mac OS X
	Free

	
	Oxygen Forensic Detective [31]
	Windows, Linux, Max OS X
	Quote Based

	
	COFEE[32]
	Windows
	Free

	
	PlainSight[33]
	Windows 7/8/8.1/10
	Free

	
	HELIX3[34]
	Windows/Mac OS X
	Quote Based

	Memory Forensic
	Volatility [35]
	All Windows OS, Linux, Android, Mac OS X
	Free

	
	WindowsSCOPE[36]
	Windows
	£7500-£16000

	
	Prodiscover[37]
	Windows, Mac OS X, Linux
	£12995

	Data Recovery
	Bulk Extractor[38]
	Windows
	Free

	Network Forensics
	Xplico[39]
	Linux
	Free

	Mobile Forensics
	XRY[40]
	Windows 8/10
	Quote Based

	Email Forensics
	Xtraxtor[41]
	Windows
	£49/£99/£299

	
	Systools MailPro+[42]
	Windows 7/8/8.1/10
	Free/£99
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INVOICE

John Forensics

1ohn Forensics

1 Swansea Way Invoice No: 765
Swansea, A1 1A Date: 15/07/2020
1639655122 Customer ID: POL12222

ohnforensics @gmalcom

Mr Mark Wales
South Wales Police
Police Headquarters
Bridgend, CF31 480

1656541999
Quantiy Description LineTotal

2 it by it copies of HDD £9995 )
i 2 Live Data Acquistion £40000 £ 4000
b 14 Staic Data Acquisiton 280000 £ 2800
i Shr Emal Forensics £60000 £ o0
b Evidence Analysis + Report 49900 £ a0

VAT @ 2000% £

ToTAL

Make all cheques payable to John Forensics.

THANK YOU FOR YOUR BUSINESS!

senvice Invoice LRI

+ 100%




