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Introduction
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Task 1: Enumerating Network Resources using Advanced IP Scanner

Advanced IP Scanner is a free network scanner that provides various types of information regarding local network computers.
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Getting started, you need:
· Advanced IP Scxanner is located at https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/Ej0hqhef38BKiLcEPLKZzNAB0KbWHPhHbs8oXacFF7HUVQ?e=OBA0r0 
· You can also download the latest version of Advanced IP Scanner from the link http://www.advanced-ip-scanner.com 
· If you decide to download the latest version, then screenshots shown in the lab might differ
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Lab Tasks
1. Navigate to https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/Ej0hqhef38BKiLcEPLKZzNAB0KbWHPhHbs8oXacFF7HUVQ?e=OBA0r0 and double-click ipscan25.exe
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Lab Analysis

Document all the IP addresses, open ports and their running applications, and protocols discovered during the lab.







Task 2: Enumerating Resources in a Local Machine using Hyena
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· If you decide to download the latest version, then screenshots shown in the lab might differ
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Lab Tasks

1. Navigate to https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EuRpTYcHLLRBsGfR89SmUPcBhlpAQRYa9ha2ITSNfqhoDA?e=sppv1C and double-click Hyena_English_x86.exe.
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Lab Analysis
[bookmark: _GoBack]Analyze and document the results related to this lab exercise.  Provide your opinion of the target’s security posture and exposure.
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With the development of network technologies and applications, network arracks
are greatly increasing both in number and severity. Artackers always look for
Service vulnerabilities: Application vulnerabilities on a nerwork or servers. 1f
artackers find a flaw or loophole in a service run over the Internet, they will
immediately use it to compromise the entire system and other data found, and
thus compromise other network systems. Similarly, if they find a workstation with
administrative privileges with faults in that workstaton's applications, they can
execute an arbitrary code or implant viruses to intensify the damage to the
network.

An Intrusion Detection System (I1DS) plays a vital role in monitoring, detecting,
and protecting organization’s nerworks or system from malicious activities. It
alerts the concern security personnel immediately upon detecting intrusions.
Therefore, as an administrator, vou should make sure that services do not run as
the root user, and you should be cautious of patches and updates for applications
from vendors or security organizations such as CERT and CVE.

In the first step of a security assessment and penetration testing of your
organization, vou have collected open-source information about your
organization. Now, vou need to perform enumeration on the nerwork. In this
step, vou have to probe the target network further to collect more derails, such
as network machines, users, and shared folders. As an Expert Ethical Hacker and
Penetration Tester you must know how to enumerate target networks and extract
lists of computers, user names, user groups, ports, operating systems, machine
mmes, network resources, and services, using various enumeration techniques.
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Lab Scenario

It becomes very important to perform vulnerability scanning to find network flaws
and vulnerabilities, and partch it up before atrackers can intrude into it. The goal of
running a scanner is to idendfy devices on your network that are open to known
vulnerabilities.

Lab Objectives
The objective of this lab is t help students perform alocal nerwork scan and discover
all network resources.
You need to:
®  Perform a system and nerwork scan
= Enumerate user accounts
®  Execute remote penetraton

®  Gather informaton about local network compurters
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A computer running Windows Server 2016 as the artacker machine
A computer running Windows server 2012 as the victim machine
A computer running Windows 10 as the vicim machine

A Web browser with Internet access

Administratve privileges to run this wol
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Overview of Network Scanning

Nerwork scanning refers to a set of procedures used for identfying hosts, ports, and
services in a network. The purpose of scanning is to discover exploimble
communications channels, probe as many listeners as possible, and keep track of the
ones that are responsive or useful to an attacker’s particular needs.
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2. If the Open File - Security Warning pop-up appears, click Run.
3. Selecra language, and click OK.
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4.

Select Install, and click Next.

Welcome to the Advanced IP Scanner 2.5 Setup Wizard
Specify whether you want to install Advanced IP Scanner 2.5 or justrunit

Select action:

Install
Program will be installed. For advanced settings set "Advanced settings™ checkbox.

Olhm
Run portable version (no installation needed)

[] Advanced settings
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5. In the License Agreement step, sclect | accept the agreement, and click
Install.

T Setup - Advanced IP Scanner 2.3

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Advanced IP Scanner

END USER LICENSE AGREEMENT

NOTICE TO USER:

1 accept the agreement
(O 1 do not accept the agreement
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Server Manager  PowerShel PowerShell ISE

@ coogle Chrome
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Snipping Tool g E=
Mozills Firefas dminstrativ..  Task Ma Contral Panel
Paint
Nmap - Zenmap GUI

Event Viewer

Acrobat Reader DC

Advanced IP Scanner v2
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7. The Advanced IP Scanner GUI appears, as shown in the following
screenshot

canner

ile  Actions  Settings  View Help

> scan | (1IN [N _I.!' c =

0.0.0.1 - 10.255.255.254, 169.254.0.1 - 169.254.255.254 Exomple: 152.168.0.1-100, 192 168.0.200

Status Mame P Manufacturer MAC address Com
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8. Now, launch one or more virmal machines; in this lab we are logging into
Windows Server 2012 and Windows 10.
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9. Switch back to the aracker machine (Windows Server 2016) and specify the
IP address range in the Select range ficld.

10. Click the Sean button o begin the scan.

Exomple: 1927680, 1- 100, 1927680200 4

Manufacturer MAC address
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Note: The IP addresses range might ditfer in vour lab environment.

11. Advanced IP Scanner scans all IP addresses within the range and displays
the scan results.

12. Irdisplays the stams as live as shown in the following screenshot:

— Advanced IP Scanner

ile  Actions Settings  View Help

Example: 192.168.0.7- 700

P Manufacturer MAC address
10.10.10.1 Microsoft Corporation =
DESKTOP-SVEDCV1 10101010 Microsoft Corporation
WIN-QJACTCIERPAI 10.10.10.12 Microsoft Corporation
Server2016 10.10,10.16 Microsaft Corporation
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Note: The scan results might differ in your lab environment.

13. Now, you have the IP address, Name, MAC address, and Manufacturer
information of the victim machine.
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14. Click Expand all to view the shared folders and services running on the vicim
machine.

LT Advanced IP Scanner
ile  Actions Settings View Help

e scan | |(I[L] | | IP _Q_

0.10.10.1 - 10.10.10.25 Exomple: 192.1680.1-100, 1

Favorites

Mame P Manufacturer MAC address
RI - 10.10,10.1 Microsoft Corporation
DESKTOP-SVEDCVT 10.10.10.90 Microsoft Corporation

WIN-OJA0TQIEPAI 10.10.10.12 Microsoft Corporation
Server2(16 10.10.10.16 Microsoft Corporation
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scon | (I W) (P C B2l3- Q

Evomple: 192 168.0.1-100, 192 168.0.200

Favorites

MName 13

R - 10.10.10.1
DESKTOP-SVEDCV1 10.10.10.10
@& HTTP, IS Windows (Microsoft IS httpd 10.0)

[ FTP (Microseft ftpd)

WIN-QJAQTCIEPAL 10.10.10.12
51 METLOGON

[ sysvoL
Server2(16 10.10.10.16

Manufacturer
Microsoft Corporation
Microsoft Corporation

Microseft Corporation

Microsoft Corporation

MAC address
P —

s e T
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15. Right-dlick any of the detected 1P addresses to list Wake-On-Lan, Shut
down, Abort shut down, and other options.

Advanced IP Scanner
ile  Actions Settings View Help

scan' | HIIIF] (I _I;? —g

0,10.10.1 - 10.10.10.25

Results  Favorites

Mame P Manufacturer MAC address
R 10.10.10.1 Microsoft Corporation
DESKTOP-SVBDCV1 10.10.10.10 Explore

& HTTP, 115 Windows (Microsoft 115 hitpd 10.0) Copy

5 FTP (Microsoft ftpd) Add to favorites
WIN-0JAQTIEPAI 10.10,10.12 Edit comment
[=1 METLOGON Renarme

[ sysvoL Rescan selected
Server2016 10.10.10.16 Save selected...

Wake-On-LAN
Shut down...
Abort shut down

Tools
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16. Using these options, vou can ping, traceroute, transfer files, chat, send a
message, connect to the vietim’s machine remotely (using Radmin), and
50 on.

Note: To use the Radmin option, you need to install Radmin viewer, which
vou can download at www.radmin.com.

17. An arracker can also make use of these options, and use various others
(e.g., shutting down a remote machine) discussed below.

18. You can forcefully Shutdown, Reboot, and Abort Shutdown the selected
victim machine.
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19. Right-click 10.10.10.12 and sclect Shut down....

Advanced P Scanner
Actions  Settings  View Help

IP C

= ==

0.10.10.1 - 10.10.10.25

Results  Favorites

MName P Manufacturer

R 10.10.10.1 Microsoft Corporation
DESKTOP-SVEDCV 10,10.10.10 Micresoft Corporation
@ HTTP, IIS Windows (Microsoft 115 httpd 10.0)

%1 ETP (Microsoft ftpd)

WIN-OJAQTCQIEPAI 10.10.10.12 Explore

[ NETLOGON Copy

[ sysvoL Add to favorites
100,106 Edit comment

Rename

Rescan selected
Save selected...

Wake-On-LAN

Abort shut down

Toels
RDP
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Note: 10.10.10.12 is the [P address of Windows Server 2012 virtual
machine, which might differ in your lab environment.

20. The Shutdown options window opens; set a Timeout (here, 10
seconds), and click Shutdown to shut down the virtual machine.

L1 Shutdown options

[[] Use Windows authentification
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21. The Shutdown results pop-up appears; dick Ok.
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The virtual machine "Windows Server 2012 is tumed off

To start the virtual machine, select 'Start’ from the Action menu
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23. Thus, an artacker might also discover machines in a nerwork and use
various options to retrieve shared files, view system related information,
and so on.
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Hyena uses an Explorer-style interface for all operations, including right-dick context
maenus for all objects. Management of users, groups (local and global), shares, domains,
computers, services, devices, events, files, printers and print jobs, sessions, open files, disk
space, user rights, messaging, exporting, job scheduling, processes, and printing are all
supported.
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Lab Objectives
The objective of this lab is to help stdents learn and perform nerwork

enumeration of:

® System user information
® Running system services
Lab Environment
To perform this lab, vou need:
® A computer running Windows Server 2016
®  Administrative privileges to install and run twols

= You can download this ol from the following link
http://iwww.systemtools.com
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Overview of Enumeration

Enumeraton is the process of extracting user names, machine names, network
resources, shares, and services from a system. Enumeraton techniques are conducted

in an intranet environment.
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Open File - Security Warning

Welcome to the InstallShield Wizard for Hyena

The InstallShield Wizard will install Hyena on your computer, To continue, dick Next.
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4. Follow the steps to install Hyena.

5. On compledon of insmllation, Install Shield Wizard Complete scction
appears; click Finish to complete the installadon.
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7. If the System Tools Update Notification Utility appears, click Close.
8. If the Registration window appears, click OK m continue.

9. If the Hyena dialog box appears, prompting vou to register the application,
click Ne.

10. The main window of Hyena appears, as shown in screenshor

43 X+H=E QR Yerhidl Iy BE
- B SERVER2016 (Local Workstation) n n|§

3 Eg Enterprise

Hyena v12.5
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11. Click the “+” node of the Local Workstation © expand section, then expand
Users node to view all the users in the local machine.

J Hyena v125
Edt  View Tools Help

0% & X + & EE oaw-.. SIS

Hyenavl2.s

781 Administrator

F- € DefaultAccount
1€ Guest

5142 Jason (lason)

-6 Juggyboy (uggyboy)
-3 Martin (Martin)

7 £ Shiels (Shiela)

il | Local Groups
142 Printers

2l Shares

E Sessions

=5 Open Files

Services

[# @ Drrivers
5. Events
& Disk Space
E] ’ User Rights
é]-. Performance
a1 £ Scheduled lobs
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12. To check the services running on the system, double-click Services.

§J Hyena v125 - Services on \\SERVER2016
Edt View Toolz Help

DS XFFREQRD PP DA I8 BE)
.S}iéa;f:im[mmw:nmmion] n n |E@|

-8 Local Connections F
HQ e SErices an

\SERVER.

3],3} Local Groups Mame & ] Display Name
f]-# Printers ] T

‘AJRouler Allleyn Router Service
Sessions @ac Application Layer Gateway Service
‘nppHonSvc Application Host Helper Service
@ appiDsve Application Identity
.ﬂppinio Application Information
‘Apngmt Application Management
‘Appﬂudintﬁ App Readiness
.ﬂpp\l’C[ienl Microsoft App-V Client
Performance ‘hprSw Appk Deployment Service (AppXS...
Scheduled Jobs 'nspnd_stnt: ASP MET State Service
7 Registry .AudinEndpuinlBu.., Windows Audio Endpoint Builder
L WMl @ audiosr Windows Audio
B Enterprise & Avinstsy ActiveX Installer (AxinstSy)
@eee Base Filtering Engine
@S Background Intelligent Transfer 5.

& Brokerinfrastruct... Backaround Tasks Infrastructure 5...
<
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13. Double-click User Rights to list the user rights.

- SERVER2016 (Local Workstation)
Efd-@ Drives
r-_§1--T Local Connections
e Users
- Local Groups
@142 Printers
Es Shares
a- Sessions
& Open Files
J. Services

- Performance
=1-3] Scheduled Jobs
g Registry
B WM

% Enterprise

[Rights on \\SERVER2015
Object Mame &

| Member

sSeAssignP:imaryTokenPri\riIEge
sSaAsslgnP!imaryTnkeanilege
sSzAssignPrimaryTokenPri\rilege
BS:Assig nPrimanyTekenPrivilege
B SeAssignPrimanyTokenPrivilege
ﬁ SedssignPrimaryTekenPrivilege
{3 SetissignPrimany TokenPrivilege
5SaAssig nPrimaryTokenPrivilege
GSeAssignPn'maryTokeaniI!ge
BS:AssignPrimaryTukenPrivilzge
T SeAssignPrimary TokenPrivilege
ﬁ SelssignPrimaryTokenPrivilege
B SeduditPrivilege

3 SetwuditPrivilege

@ SetuditPrivilege

T SeAuditPrivilege

P8 SetuditPrivileae

<

LOCAL SERVICE
NETWORK SERVICE
SOLAgentSSOLEXPRESS0
MSSOLSSOLEXPRESS
SOLAgentSSOLEXPRESS
MSSOLSSQLEXPRESSON
Classic NET AppPool
MNET w45
DefaultAppPocl

MNET 20

JNET 4.5 Classic

JNET v2.0 Classic
LOCAL SERVICE
METWORK SERVICE
Classic JNET AppPocl
NET w45
DefaultApoPool
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14. Double-click Scheduled Jobs to examine the scheduled jobs.

[J Hyena v12.5 - 120 total scheduled jobs,
Edt View Took Hep

DO X+FREQR YL DALY
-§§?¥£15{Luulw.:mmuna ﬂﬂ@@ | B

r-_i'l--T Local Connections r
-8 Users s total scheduled jobs.

= Local Groups Server & | Name | Status
@14 Printers [EISERVER2016  Adobe Acrobat Update... Ready  Multiple Tri
Fls Shares SERVER2016  GoogleUpdateTaskMac... Ready Multiple Tn
a' Sessions SERVER2016  GoogleUpdateTaskMac... Ready Daity
=% Open Files SERVERZ016  .MET Framework NGEN ... Ready
,. Services SERVER2016  .NET Framework NGEM ... Ready
@ Drivers SERVER2Z016  .NET Framework NGEM ... Disabled Onldle
& ‘ Events SERVER2016 WMET Framework NGEN ...  Disabled Onldle
@ Disk Space SERVERZ016  AD RMS Rights Policy T..  Disabled Multiple Tn
-5 User Rights [GISERVER2016  AD RMS Rights Policy T...  Ready  AtLogon
Performance FEISERVER2016  EDP Policy Manager Ready Multiple Tri
k SERVERNIG PalicyConverter Disabled
SERVERzolé SmartScreenSpecific Ready At Log on
| B wnm [EISERVER2016  VerifiedPublisherCertSto... Disabled At Startup
5 B Enterprise [EISERVER2016  Microsoft Compatibility .. Ready  Multiple Tri
[El SERVER2016 ProgramDatalpdater Ready
SF_R\I'ERZDIG StartupAppTask Ready
FE1SERVER2016  appuriverifierdaily Readyv
<
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15. By observing all these options, vou can check for any reasonable
information discovered by Hyena that would prompt you to take proper
security measures to safeguard the system.
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