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The problem of cybersecurity has assumed the concern of seriousness to organisations which handle sensitive data and particularly the health care sector. Other security issues that have hit HealthPlus Analytics (HPA) include unauthorised access and ransomware attacks indicating the inefficiency of its security framework. This report has examined the major internal and external threats that impact on the organisation and discussed the effects on data confidentiality, integrity and availability. Based on this analysis, a set of security policies were proposed in a comprehensive way and in accordance to the frameworks of ISO 27001, and GDPR. Further, it was suggested that there should be practical technical mitigation measures such as multi-factor authentication, encryption, and monitoring to reinforce defence mechanisms. An incident response plan with a framework established and an employee training program that was to be maintained on a daily basis was also developed to improve organisational resilience. In general, the suggested framework improved the level of security posture, minimised the exposure to risks, and provided regulatory compliance in the organisation.
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[bookmark: _Toc225191169]Introduction
Cybersecurity is the practice of protecting people, systems and data from cyberattacks by using various technologies, processes and policies. The health industry has become a sector of focus as cybersecurity has become a pressing issue because of the growing dependence on digital infrastructure and sensitivity of patient data. Medical records organisations should manage their records with confidentiality, integrity, and availability as a measure of ensuring trust and legal provisions including the UK GDPR [2]. HealthPlus Analytics (HPA) is a data-driven healthcare organisation that has had serious cybersecurity incidents recently, such as unauthorised access to cloud-stored information and ransomware attacks. Such cases bring to focus vulnerability in the prevailing security controls and governance practices. Consequently, the purpose of this report is to design a holistic cybersecurity framework based on the identification of the main threats, the establishment of effective security policies, and feasible mitigation, monitoring, and training plans to increase organisational resilience and regulatory feedback [3].
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HealthPlus Analytics (HPA) is a high-stakes facility where a patient information is constantly processed and kept, which makes it an easy target of cyber-attacks. According to recent reports in the industry, over 30% of the global ransomware attacks affect healthcare organisations, which underscore the vulnerability of the sector [4]. Those threats may be categorised as internal and external type which have a great impact on the confidentiality, integrity and availability of data.
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The significant sources of internal threats include employees and organisational practices. One of the problems is the human error, and the research shows that nearly 90-95% of information violations are by one means or another connected to human actions [5]. This involves poor password practices, lack of knowledge and mishandling of sensitive information, all which may result in unauthorised access. Insider threats (deliberate or unintended) are also a major threat. These happen when an employee is given an excessive level of access, which is frequently not monitored properly, and internal actors exploit sensitive data more easily.
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External threats are becoming sophisticated and widespread. Ransomware attacks like the WannaCry have already caused havoc to healthcare systems leading to billions of dollars losses and shut down of operations by healthcare systems [6]. Phishing and social engineering attacks are ongoing and attackers are now employing AI techniques to sway employees into giving credentials. Moreover, as cloud computing is quickly being adopted, it has created new risks including not configured storage and unauthorised access locations. Another emerging issue is the supply chain attacks. Any weaknesses of third-party vendors can be used to attack all of the system, which is why the modern healthcare networks are interconnected.
These threats have a direct impact on CIA Triad, i.e. confidentiality, integrity, and availability. Lost data confidentiality, distorted data integrity and compromised system availability may be disastrous to healthcare organisations. Both internal and external risks need to be understood and addressed fully to come up with effective security policies and mitigation strategies to HPA.
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In order to mitigate the identified threats, HealthPlus Analytics (HPA) adopted a complex of the security policy in accordance with the ISO 27001 and UK GDPR standards [7]. These policies offered a proactive means of carrying out safe healthcare information protection and at the same time maintain compliances with regulatory and organisational provisions.
Access Control Policy:
· To minimise the possibility of insider threats and unauthorised access, HPA has embraced the philosophy of least privilege and role-based access control (RBAC) so that employees could only access data they needed [8]. Multi-factor authentication (MFA) has been imposed on the critical systems to enhance the strength of authentication and deter theft of credentials.
Data Protection Policy:
· The policy on data protection aimed at securing patient data in the lifecycle and included encryption of data in transit and data at rest. The practice of data storage and the stringent data handling procedures are aimed to meet the requirements of GDPR and ensure confidentiality, integrity, and avoid breaches of data.
Network Security Policy:
· A network security policy was implemented to protect the infrastructure, which makes use of firewalls, intrusion detection system (IDS), as well as endpoint security controls [9]. It also contained the guidelines on the safe usage of personal devices in the hybrid working environments, which are safe in all access points.
Governance and Compliance Policies:
· HPA has implemented a Zero Trust model which entails verifying each user and device. The organisation also promised to perform frequent risk assessments, audits and continuous review of their policies to maintain a constant security alignment with the changing threats.
These policies were a strong security system, which improved the capacity of HPA to reduce risks and protect healthcare data.
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In order to manage the described cybersecurity risks HPA will adopt realistic and attainable technical and administrative controls to mitigate the risks of ransomware, insider threats, and social engineering strategies. The measures comply with the best practices existing today, and can be implemented within the operational and budgetary limits of VTAM.
1. Multi-Factor Authentication (MFA):
· The implementation of MFA will be applied to all systems, such as email, VPN, and internal applications, with the help of passwords, as well as other authentication factors (e.g., mobile tokens) [10]. It eliminates unauthorised access using credential theft and phishing attacks, which remain the major threats. MFA is inexpensive and easily scalable.
2. Endpoint Protection & Anti-Malware:
· New endpoint detection and response (EDR) devices will also be installed on all devices to check and block any malicious activity like ransomware [11]. Such tools provide live scanning and automatic updates to address the changing threats to ensure the safety of the devices and to prevent the development of malware.
3. Security Information & Event Management (SIEM):
· The security event logs will be centralised with the help of a SIEM solution that will offer real-time analysis and early sighting of suspicious activity [12]. The high-risk incidents, including unusual attempts to log in, will be configured to alert automatically, which will enhance the speed of responding and reduce the extent of damage.
4. Patch and Vulnerability Management:
· HPA will implement an automated patch management that will be in line with the CISA Known Exploited Vulnerabilities (KEV) catalog [15]. This will make sure that the critical patches are put into place within 7-14 days to minimise vulnerability exposure.
5. Immutable Backups and Disaster Recovery:
· The dual-site policy of backup will be followed, and on-site and cloud backups will be put in the immutable form of snapshots. This will ensure that there is integrity of data and also reduce downtime in case of ransomware attack to ensure business continuity.
6. Administrative Controls & Awareness:
· Human error will be countered by regular security training with simulated phishing campaigns leading to an active security culture within the organisation.
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[bookmark: _Toc225191202]Table 1: Monitoring and Incident Response Framework 
	Stage
	Description
	Tools/Techniques Used
	Expected Outcome

	Detection
	Continuous monitoring of network activities to identify unusual behaviour or potential threats.
	SIEM, IDS/IPS, log analysis tools
	Early identification of suspicious activities

	Analysis
	Investigation of detected alerts to determine the nature, source, and severity of the threat.
	Threat intelligence platforms, forensic tools
	Accurate understanding of the incident

	Containment
	Immediate actions taken to isolate affected systems and prevent further damage.
	Network segmentation, access control measures
	Limitation of threat spread

	Eradication
	Removal of malicious components such as malware or unauthorised access points.
	Anti-malware tools, system clean-up procedures
	Elimination of threat from system

	Recovery
	Restoration of systems and data to normal operations using backups and validation processes.
	Backup systems, disaster recovery plans
	Business continuity restored

	Review
	Post-incident evaluation to identify lessons learned and improve future response strategies.
	Audit reports, incident documentation
	Strengthened future security posture



The monitoring and incident response system was a proactive and organised method of dealing with cybersecurity incidents at HealthPlus Analytics (HPA). Continuous monitoring by SIEM and intrusion detection system to provide visibility of real-time network activities supported this system and hence anomalies could be detected early [13]. This reduced the time lag between the occurring threat and response that is needed in minimising damage.
The processes of incident response were broken down into various steps that were handled in a methodical manner beginning with the threat being identified in the recovery of the operations. Containment and eradication stages were quite important such that ransomware attacks could be blocked and recovery systems could be maintained in such a way that they did not have much effect on healthcare services.
In addition, a review stage was provided, which made it possible to encourage the overall enhancement of customer experience by analysing the past events and improving their readiness in the future. Overall, this framework improved organisational resilience, rapid reaction to cyber threats and aligned with industry best practice to effective cybersecurity management.
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[bookmark: _Toc225191199]Figure 2: Incident Response Process Flowchart
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The human aspect of the cybersecurity in HealthPlus Analytics (HPA) was paramount to be reinforced with the proper training and awareness program [14]. As the huge proportion of the breach or loss of data is due to human error, continuous training of the staff was prioritised in the search to reduce weak points. The staff was also sensitised periodically through staff training in order to identify phishing emails, social engineering and proper data handling measures. They were also practical and situation based sessions where employees got an opportunity to put the knowledge into real-life situations.
Fake phishing campaigns were also established to test the enlightenment of the employees and improve behaviour accordingly. The employees who failed in such simulations received special training aimed at closing the knowledge gaps. Introduction of role based training was also present wherein more advanced security guidance was given to the staff handling sensitive information.
Frequent internal communication in the form of regular campaigns, reminders and policy updates were also often given to the whole organisation to promote the security awareness culture. Proactive behaviour and accountability were encouraged by ensuring that the employees did not take a long time before reporting suspicious activities. 
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Finally, the report developed a combined framework of cybersecurity to counter the growing cyber threats to HealthPlus Analytics (HPA). The key internal and external risks were identified and appropriate security policies were proposed as per the industry standards. The mitigation strategies that were pragmatic with a well-established monitoring and incident response strategy solidified the organisation firm in defence mechanisms. Moreover, the introduction of continuous training program helped make the employees more conscious and minimise the risks of a human factor. 
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The issue of cybersecurity plays a vital role in healthcare because of the sensitivity of patient information. HPA had been experiencing problems like unauthorised access and ransomware attacks in the recent past and these have threatened the operations of this company. The purpose of this report is to offer an elaborate framework to reduce such risks, improve compliance and data protection in the organisation.
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HPA has a number of threats, both external and internal. A large number of breaches are caused by insider attacks and human error, which are internal attacks. Examples of such threats are ransomware, phishing, and supply chain attacks. The risks have a direct effect on the CIA triad: confidentiality, integrity, and availability that are important in healthcare.
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An effective security policy will guarantee effective protection of data. In the case of HPA, policies that we have suggested include role-based access and multi-factor authentication (MFA) to access the system. Encryption of data and safe storage ensure protection of patient data, and network security policies ensure the protection of the communication and systems, hence compliance with such standards as ISO 27001.
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The preventive measures to be implemented in order to mitigate cyber threats include multi-factor authentication (MFA), encryption, and endpoint protection. SIEM systems enable us to identify an attack as it happens with patch management and back-up systems to provide us with a fast recovery. The measures minimise the vulnerability and response times.
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Threat detection is highly dependent on effective monitoring. SIEM and IDS/IPS tools enable us to monitor the network traffic constantly. There are various phases of incident response plan which include detection, analysis, containment, eradication and recovery. The process flow chart would also make sure that all threats are handled within a short period of time and this would minimise the risk to the organisation as a whole.
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Human-related error reduction is essential by making the employees aware. Phishing simulations and role-based training do the same on a regular basis to enhance staff awareness of the threat and how sensitive data should be handled. Unremitting security awareness programs have the effect of instilling a culture of alertness and the employees feel empowered to report cases of suspicion and aid in a safe environment.
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Finally, the suggested technical controls and policies will have major impact of enhancing the security posture of HPA. Through real-time monitoring, strong data protection, and continuous employee education, HPA will be in a position to avoid future breaches, meet GDPR and NHS Digital Security Standards, and achieve cybersecurity resilience in the long term.
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