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Computer networks rely on protocols and architectures designed to meet specific criteria and use cases, such as moving data efficiently and reliably. This paper explores reliable transmission in TCP, the speed-focused design of UDP, major contributors to latency and the role of concurrency in modern applications, concluding with an examination of event driven architecture and the importance of interoperability in distributed systems. These areas have become increasingly important as real-time applications and high-traffic platforms depend on predictable network behaviour, low-latency, and now scalable asynchronous architectures.
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Transmission Control Protocol (TCP) is a connection‑oriented transport protocol that provides dependable, ordered, and error‑checked delivery between applications. It maintains a persistent connection, allowing endpoints to detect loss, discard duplicates, and reorder segments so the receiving application obtains a continuous byte stream.
A TCP connection is initiated using the three‑way handshake (SYN, SYN‑ACK, ACK), during which both endpoints select and exchange Initial Sequence Numbers (ISNs) before beginning transmission at ISN + 1. Sessions may be maintained using keep‑alive messages, and connections are closed cleanly through a coordinated FIN and ACK exchange. [1] 
Because congestion, packet drops, or path asymmetry can cause segments to arrive out of order, TCP performs re‑sequencing. Each segment’s Sequence Number is compared with RCV.NXT, the next expected byte. In‑order segments enter the receive queue immediately, while early segments are stored in the out‑of‑order queue until the missing data arrives. Once a contiguous block is available from RCV.NXT, it is delivered to the application and duplicates are discarded.
TCP ensures integrity using a sixteen‑bit one’s‑complement checksum calculated across the TCP header, payload, and IP pseudo‑header. Corrupted segments are discarded, implicitly triggering retransmission when acknowledgements fail to arrive. Error control relies on acknowledgements and retransmissions: if ACKs stop advancing, the sender retransmits based on a timeout derived from round‑trip‑time measurements, while duplicate ACKs trigger fast retransmission without waiting for the timer to expire. [2] [1] [3] [4]
The retransmission mechanism relies primarily on the behaviour of the Acknowledgement Number. If acknowledgements fail to advance after a suitable interval, the sender assumes loss and retransmits the missing segment, guided by a dynamically calculated retransmission timer based on measured round‑trip time. Duplicate acknowledgements, typically indicating that later segments have arrived while an earlier one is missing, trigger fast retransmission without waiting for the timer to expire. These reliability mechanisms operate consistently from connection establishment, through data transfer, and into termination states such as FIN‑WAIT‑one, FIN‑WAIT‑two, CLOSE‑WAIT, and LAST‑ACK. [5]
However, TCP suffers from retransmission ambiguity or Karn’s problem. When a segment is retransmitted and an ACK later arrives, TCP cannot determine whether the ACK corresponds to the original or retransmitted segment, preventing accurate round‑trip‑time estimation; TCP’s retransmission timeout (RTO) is derived from measured round‑trip time, inaccurate RTT estimates can cause the sender to retransmit either too aggressively worsening congestion or too slowly, delaying recovery. Karn’s algorithm addresses this by excluding RTT samples from retransmitted segments and only updating RTT estimates for acknowledgements associated with non‑retransmitted transmissions, allowing TCP to maintain a stable and reliable RTO calculation. [6]
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The User Datagram Protocol (UDP) provides a fundamentally different transport model from TCP. While TCP is a connection‑oriented, session‑based byte‑stream protocol with mechanisms for retransmission, ordering, congestion control, and error handling, UDP prioritises speed and simplicity. It performs no handshake, maintains no session state, and imposes minimal overhead, making it highly efficient for time‑sensitive applications where low latency matters more than reliability.
However, UDP’s emphasis on rapid transmission has significant consequences. Because the protocol omits congestion‑control mechanisms entirely, a host can transmit datagrams at the maximum rate supported by the underlying medium whether copper, fibre, or wireless. When the sending rate exceeds the forwarding capacity of routers along the path, queues fill, packets are dropped, and the network may enter congestion collapse as throughput falls despite increased transmission attempts. 
UDP provides a minimal, connectionless, message‑based transport service. It does not guarantee delivery, ordering, or retransmission, but the lack of per‑packet processing enables extremely low‑latency communication. This makes UDP suitable for real‑time systems such as VoIP, online gaming, and DNS queries, where timely delivery is more important than perfect reliability. [7]
Despite these advantages, UDP’s lack of rate control can be problematic in congested or bandwidth‑limited environments. An application transmitting at line rate can easily overwhelm routers, resulting in persistent packet loss and ineffective application‑layer retransmission. For this reason, standards such as RFC 8085 recommend that UDP‑based applications implement their own rate‑limiting or congestion‑control mechanisms to prevent unnecessary congestion and ensure fair coexistence with other network traffic. [8]
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Developers use TCP when reliability matters, such as file transfers, remote shells, or transactional requests, because it guarantees ordered, loss‑free delivery. For real‑time systems like VoIP, gaming, or live video, TCP introduces too much delay. In these cases, UDP is preferred since it avoids head‑of‑line blocking and lets the application handle packet loss in a way that prioritises low latency.
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Latency refers to the time required for data to travel from one point to another across a network. High latency results in slower responses, while low‑latency networks allow data to be transmitted and acknowledged more quickly. Although signals travel rapidly, they do not propagate at the true speed of light. Real‑world latency is influenced by factors such as the physical transmission medium, the total distance between endpoints, and current network load. Different media fibre, copper, and wireless each have distinct propagation characteristics, and additional delay is introduced as devices process, forward, and queue packets during periods of heavy traffic. 
Packet delay consists of four components: transmission, propagation, queueing, and processing delay. Transmission delay is the time required to push all bits of a packet onto the medium and is determined by packet size and link bandwidth. Propagation delay is the time it takes a bit to travel across the link and depends only on distance and propagation speed, not packet size. Queueing delay occurs when packets wait in buffers because they arrive faster than a router can forward them, increasing sharply under congestion. Processing delay represents the time routers and end systems spend examining headers, updating fields such as TTL, checking for errors, and determining the next hop. [9] [10]
Forwarding behaviour also impacts overall delay; for example, a store‑and‑forward switch buffers and inspects the entire frame before forwarding, whereas a cut‑through switch begins forwarding as soon as the destination address is read, reducing latency at the expense of full error detection. The suitability of each switching method depends heavily on the media used within the network and how sensitive the environment is to latency. [11]
 
Latency interacts closely with other network performance factors such as bandwidth, buffering, and congestion. Bandwidth determines how quickly bits can be placed onto the medium and therefore directly influences transmission delay, while also indirectly affecting queueing delay since higher‑bandwidth links can drain queues more rapidly than lower‑capacity interfaces. A major contributor to latency is congestion, which occurs when packets arrive faster than an interface can forward them often triggered by sudden bursts of high‑rate traffic or by applications that transmit at line rate without implementing congestion control. TCP mitigates this through adaptive congestion‑control algorithms that adjust the sending rate based on network conditions. When congestion persists, queues fill and buffers overflow, causing packet loss, retransmissions, timeouts, and in severe cases buffer bloat, where oversized queues introduce substantial queueing delay and degrade application responsiveness even in the absence of packet loss. [10] [12] [13] [14]
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In recent years, traditional CPU performance has begun to plateau. Simply adding more transistors has led to diminishing returns, and increasing clock speeds has become impractical due to power consumption and heat dissipation limits. To continue delivering performance gains, manufacturers shifted toward multicore architectures. Instead of relying on a single high‑frequency CPU to execute instructions sequentially, multiple cores allow threads to run in parallel. [15]
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To take advantage of multi-core architectures, programming languages such as Java and C++ provide threading that allow programs to run work in parallel. Multithreading is the technique of splitting a program into multiple threads so that tasks can execute concurrently.
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A process is a running program with separate virtual memory, meaning it runs isolated from other processes. This isolation means processes run securely and stably, capable of spawning other processes and running external programs easily via fork-exec, however sharing data between processes within the same application is difficult and requires the implementation of pipes, which can be cumbersome. A process can be summarised as separate containers of execution that does not share memory unless inter-process communications are implemented. A process will exist until all subsequent child threads are joined and closed. [16]
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A thread is an independent execution sequence within a process and is fundamental to enabling concurrency inside a single program, threads function as workers inside that process, each executing a sequence of CPU instructions, meaning they run concurrently but share memory. Unlike processes, threads share the same virtual address space as their parent process including the heap, global variables, and code which allows threads to communicate easily and operate on common data. 
Threads enable efficient parallelism across multiple CPU cores, but this same shared‑memory design introduces a significant hazard: race conditions. The lecture explains that both processes and, more critically, threads can execute in unpredictable orders due to the behaviour of the scheduler, which may switch between execution sequences at any time. A race condition occurs when the correctness of a program depends on the order in which threads execute. Atomicity is central to race conditions. Most language‑level operations such as the increment operator x++ appear to be a single, indivisible statement, but they expand into multiple CPU instructions, and consists of a load instruction, an arithmetic instruction, and a store instruction. 
Because this read‑modify‑write sequence is not atomic, a thread can read the current value and begin incrementing it, but before it writes the updated value back, another thread may run and perform the same steps. When the original thread resumes, it writes its stale, outdated result, overwriting the update performed by the other thread. [16]
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As hardware transitioned into parallel execution, so too did software through the adoption of asynchronous programming models. Asynchronous architecture decouples task initiation from task completion, enabling the software stack to continue performing useful work while waiting for longer‑running operations to finish, such as network requests, database queries, and file input/output (I/O) operations. This decoupling enables true non‑blocking behaviour which, when implemented correctly, can drastically improve an application's responsiveness, significantly enhance scalability, and is now considered integral to high‑performance computing.
Asynchronous programming’s non‑blocking nature makes it especially effective for applications that rely heavily on networking, particularly when performing representational state transfer (REST) API calls. When an application fetches data from a REST endpoint or a database, it must wait for the request to travel over the network, for the target system to process the query, and then for the response to be returned. If this were implemented as a blocking call, the main thread would be forced to sit idle throughout the entire round‑trip, leaving the user waiting and the CPU underutilised. Async operations avoid this by allowing the main execution flow to continue without interruption.
Asynchronous operations are equally advantageous when dealing with file I/O. Disk access whether reading large files, writing logs, or loading assets is slower than CPU operations. By decoupling the application’s execution path from these slower operations, asynchronous I/O prevents the main thread from blocking while waiting for disk activity to complete. [17]
An asynchronous solution frees up the main process, allowing the application to oversee additional workloads while an API call, database query, or file operation is being managed by a worker thread or event loop. This means the user interface can continue to update, user input can be processed, animations can run, and other network requests can be prepared while data is still being fetched. Because the CPU is not idly waiting for external operations to complete, the system achieves far more efficient resource utilisation.
This flexibility to manage multiple operations simultaneously also improves overall scalability. Applications capable of issuing thousands of non‑blocking API calls or database queries can maintain high throughput without overwhelming the thread scheduler or exhausting system resources. This is why asynchronous I/O underpins many modern high‑traffic platforms, distributed systems, microservices, and web servers that must serve unpredictable and fluctuating loads while staying responsive. [18]
Asynchronous programming is different from multi‑threading, though both play important roles in system design. Concurrency is the broader concept of managing multiple tasks in overlapping time periods, and asynchronous programming achieves this without relying on additional worker threads, instead interleaving work through event loops and callbacks to avoid blocking. Multi‑threading, by contrast, uses separate threads derived from processes to enable true parallel execution on multi‑core hardware, making it fundamentally different from the non‑blocking, event‑driven nature of asynchronous architectures.
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As applications increasingly become reliant on asynchronous operations to remain responsive and continue to scale, the next logical step was not only to oversee tasks concurrently but to extend these non‑blocking principles to the architecture itself. This shift led to systems being structured around the events those asynchronous operations generate. In other words, instead of treating async tasks as isolated implementation details, modern system design embraces event‑driven architecture (EDA), where events state changes, messages, and signals become first‑class triggers that drive application behaviour across distributed components.
Event‑driven architecture uses these events to trigger and communicate between decoupled services, enabling applications to react to changes as they occur. It is now a foundational pattern in modern systems, particularly those built on microservices since it allows services to remain loosely coupled while still coordinating complex workflows. In this model, an event represents a meaningful change in state such as data being updated, a request being received, or a process completing and other services can consume, react to, or propagate these events without direct knowledge of each other. Featuring three main components, event producers’ systems or services that generate events when something notable happens, event routers or brokers depending on implementation, ingesting events from producers either transforming them or enriching them before routing them to relevant consumers. Event consumers often being services that subscribe to and react to events performing menial tasks such as updating data stores, sending push notifications, triggering workflows or just producing a further event. [19]
This architectural approach produces a reactive architecture that intrinsically supports a high throughput, fault tolerance as by nature EDA is loosely coupled. Meaning services do not directly depend on each other. Producers can publish events without requiring the consumers to be online, consumers also process these events independently and asynchronously with an event router acting as a buffer between services meaning that failures are not propagated, as such one service failing does not cause others to fail the system degrades gracefully as opposed to catastrophically.
Many event routers are also able to persist events to durable storage, meaning they write each event to a dependable, non‑volatile medium before acknowledging receipt. Durable storage usually takes the form of replicated disk‑based logs or distributed storage layers that guarantee events will not be lost even if individual nodes or brokers fail. Systems like Kafka and Event Hubs achieve this by writing events to a commit log that is synchronously replicated across multiple nodes. This ensures that once an event is written, it is safely stored and can survive crashes, restarts, or hardware failures. [20]
Because events are durably stored, the router can acknowledge processing only when the consumer confirms completion. In other words, events are not considered “handled” until the consumer explicitly signals success. If the consumer fails, the router can present the same event again, ensuring that work is never lost.
This also enables event replay, where a consumer that recovers from a crash, restart, or deployment can reprocess past events starting from a known offset. This mechanism provides guaranteed at‑least‑once delivery and configurable message retention, allowing events to remain available for minutes, hours, or even indefinitely depending on system settings.
So, if a consumer crashes mid‑processing, the event remains safely stored in the router’s durable log, ready to be delivered again when the consumer comes back online. This prevents data loss, supports recovery, and ensures reliable workflow execution throughout the system. [21] [22]
EDA has become widely adopted by cloud platforms as it naturally fits the distributed, scalable, and loosely coupled nature of cloud-based services. Typical cloud-native uses include but are not limited to real-time data processing such as streaming analytics or real-time alerting from logging streams. Events flow into services such as AWS Kinesis which then trigger downstream log processing services. Serverless workflows and container orchestration also make use of this architecture as events trigger serverless functions, these being abstracted functions from the client often deliver as software as a service solution. For example, a file can be uploaded into storage that then triggers an image processor taking a snapshot of the file, this database update event then triggers a downstream transformation event router deploying that snapshot into a specified environment allowing for fully automated continuous improvement pipelines. [21]
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Interoperability is the ability of different systems, applications, or services to communicate and work together effectively. In distributed systems, this is especially important because these architectures involve many independent computer systems that must collaborate seamlessly to appear as a single cohesive system to end users.
Maintaining this illusion requires a variety of techniques to be implemented and carefully maintained. One of the most fundamental of these is the use of open standards, which provide common rules for how systems should communicate and structure data. Open standards are shared, publicly available specifications that anyone is free to use, intentionally designed to avoid licensing restrictions or vendor control. They are defined and maintained by recognised authoritative bodies such as the World Wide Web Consortium (W3C), the Internet Engineering Task Force (IETF), or ISO, which helps ensure the standards are openly developed, widely reviewed, and stable over time. Some well‑known examples include the Hypertext Transfer Protocol (HTTP) for web communication, TCP/IP for networked applications, and Hypertext Markup Language (HTML) for web content, often used alongside structured data formats like JSON or XML. These standards ensure that every system involved is following the same rules, data structures, and communication patterns, allowing independently built components to reliably understand each other regardless of programming language, platform, or vendor. 
Interoperable systems also depend on interface definitions which formally describe how software components should interact with each other. Acting as a contract between services outlining the expected inputs and outputs and communication behaviours enabling different systems to interact. These definitions prevent ambiguity between components while ensuring consistency in behaviour across distributed systems. These definitions also enable systems to be written in different programming languages run on different platforms to still communicate ensuring developers can use the best language and resources for a particular solution. [23] [24]
Interface definitions are often written and maintained according to open standards and are supported by industry‑backed organisations such as the W3C and the IETF. To ensure that these interfaces establish a clear and unambiguous contract between applications, they rely on universally understood data format. This works by taking objects and data structures from an application which is in those applications native language and standardizing them into common data formats such as JavaScript Object notation (JSON) or Extensible markup language XML.
By pairing application programming interfaces (APIs) to establish a set of rules governing incoming and outgoing data across a commonly understood data format enterprises can guarantee that independent services interpret requests and responses in the same way, reducing integration errors and enabling reliable communication across heterogeneous systems. [25]
While the advantages of successfully designing a fully interoperable system are inarguable such as improved data consistency across services and reduced integration overhead the actual implementation and long‑term maintenance of interoperability is far from straightforward. Despite these clear benefits, several major technical, organisational, and environmental challenges must be overcome before a fully interoperable distributed system can be achieved.
For example, establishing a system that spans multiple organisations can become problematic when each organisation operates at a different level of technical maturity. Agreeing on interface definitions becomes difficult if one organisation can send and process structured data while another lacks equivalent capabilities. Even when open standards are adopted, deviation in implementation details is common, resulting in mismatched data models, inconsistent coding standards, or incompatible schema interpretations. These issues are often symptoms of broader policy misalignment, typically arising from differing priorities, governance structures, and operational constraints across organisations. [26]
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Modern networked systems rely on protocols, performance considerations, and architectural patterns that work together to deliver reliable and efficient communication. TCP and UDP highlight the trade‑offs between reliability and speed, with their behaviours shaped heavily by latency, bandwidth, and congestion in real‑world networks. As demand on systems increases, concurrency and asynchronous programming have become essential, allowing applications to remain responsive and make effective use of multicore hardware.
These software principles naturally extend into event‑driven architecture, where loosely coupled services communicate using events to support high throughput, resilience, and scalable system design. Interoperability ties all of this together, ensuring independently built components can still exchange data consistently through open standards, well‑defined interfaces, and shared data formats.
Together, these ideas form the foundation of modern distributed computing. Understanding how they interact makes it possible to build systems that remain dependable, scalable, and responsive under growing workloads and increasingly complex environments.
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