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1. [bookmark: _Toc112760751]Introduction

Digital Health and Care Wales (DHCW) uses a platform called Citrix Virtual Apps and Desktops (CVAD) to assist in delivering some of its essential services to healthcare settings across NHS Wales. Several of these services that run on Citrix are running on an out-of-date version, causing performance issues, and ultimately influencing the patient experience. DHCW’s priority is to ensure the patient and staff experience is a positive one, therefore this problem must be addressed.  The Citrix team within DHCW must decide if the services are stable enough to be upgraded, and if they are, form a plan to upgrade the service whilst having minimal impact on the patient experience.
DHCW provides digital healthcare solutions for NHS Wales with the aim of improving the patient and staff experience. NHS Wales is divided up into seven health boards, each independent of each other and therefore having different IT requirements. This makes delivering essential services to end devices across the health boards complicated, as devices are configured differently within each health board. Some of the services DHCW deliver using Citrix are:
· Welsh Patient Administration System (WPAS)
· Canisc
· Welsh Laboratory Information Management System (WLIMS)
· Hospital Pharmacy
For the purpose of this report, the service that will be focused on is Canisc. Canisc is an application used by health care professionals across NHS Wales to access cancer patient information, however Canisc is gradually being phased out due to the outdated nature of the software [1]. As Canisc is being phased out, the application is not receiving updates, despite it still being required by users. The application runs poorly and end users often vent their frustration with DHCW. For users in Velindre Cancer Hospital, issues with Canisc occur too frequently for the patient to have a positive experience. The application is over twenty years out of date and is vulnerable to cyber threats [2].
The Canisc application is delivered to NHS Wales users using a virtualization solution called Citrix, more specifically, a Citrix product called Citrix Virtual Apps and Desktops (CVAD). CVAD delivers applications and desktops through a dedicated storefront, giving users the ability to work anywhere and on any device, so long as they have the Citrix workspace application installed [3]. Given the infrastructure of NHS Wales being separated into seven health boards, each with their own IT systems, delivering Canisc via Citrix was the obvious choice for DHCW. It means the Canisc application does not have to be installed and managed on each device. Instead, it can be managed and delivered centrally, between the Canisc Support team and the Citrix team based in DHCW.
The Citrix infrastructure designed for Canisc contains the following components:
· Gold Image Servers
· Virtual Delivery Agents (VDAs)
· Delivery Controllers (DDCs)
· SQL Database
· Storefront Servers

The gold image server acts as a template for the VDAs. All configuration needed for Canisc to run is installed on the gold image, including the Canisc application itself. This gold image is then “sealed”, which means a snapshot of the gold image is taken in its current state, which is then applied to the that registers with the DDC and is managed by being assigned to a machine catalogue. Canisc VDAs are all hosted within one machine catalogue, allowing the DHCW Citrix team to apply the gold image to all Canisc VDAs at once, as well as manage User Access Control (UAC) and the power state of machines. The role of the DDCs is to allow the administrators to manage user access and Machine Creation Services (MCS), which creates the desktops and server images with the gold images. A VDA can only function if it is registered with the DDC. Each DDC installed for an environment communicates with the sites SQL Database [4]. The storefront server is where the administrators create the store for end users to access their applications or desktops. Users browse to the storefront URL and, if they have the correct access configured, they will be presented with the relevant apps and desktops. Figure 1 below shows an example Citrix deployment to help visualize how Canisc works [image: Diagram

Description automatically generated]for the end user.Figure 1 Example Citrix Infrastructure [24]


Figure 2 Example of Citrix Infrastructure


As seen in figure 1, the user starts their Canisc journey by logging in to their device, which can be any device, and passing through the firewall to reach the Netscaler gateway. This Netscaler gateway gives the user access to the Storefront. The Storefront communicates with the Delivery Controller, which holds the data from the SQL server. As a result of this communication, the user is presented with the relevant apps and desktops, in this case Canisc.
For redundancy purposes, DHCW utilise two data centres to delivery its digital solutions. This means that, in case of an emergency, services running out of one data centre and be failed over to the other in the case of service outage. For Canisc, this means the infrastructure must be identical in both data centres. Each data centre contains the following Canisc components:
· Two DDCs
· Two Storefront Servers
· One Gold Image Server
· Two SQL Server
· Thirteen VDAs 
Having more than one component, apart from the gold image which is not live, allows for redundancy in the event of a server becoming unavailable.

Canisc is currently running of Citrix CVAD 7.15, an out of date version of Citrix CVAD that reaches end of life August 2022 [5]. Therefore, it is essential the DHCW Citrix team upgrade the Canisc  Citrix environment before then. The current version DHCW aims to have all Citrix services running on is Citrix LTSR 1912. However, the problem facing the Citrix team is the instability of Canisc, with the application being severely out of date as well as the Citrix version. Upgrading the Citrix version requires taking Canisc offline in one data centre, leaving no redundancy whilst the upgrade is being carried out. The Citrix team must establish if upgrading the Canisc Citrix environment to the latest version will improve the performance and devise a plan to carry out the upgrade in a way that will not affect the service performance. To do this, the following objectives have been established to assist the author in ensuring the upgrade is carried out successfully whilst gaining valuable experience in their job role.
· Assess the viability of upgrading Canisc
· Review current literature around the topic of upgrading Citrix, particularly looking at case studies
· Work with the Canisc support team to establish whether the upgrade must be carried out during working hours or out of hours
· Establish a step-by-step plan on carrying out the upgrade, including backout plans in the event of errors
· Document the upgrade, carrying lessons learned to future Citrix upgrades
· Obtain feedback from users to assess the impact the upgrade has had on end user experience

From here, the author will review pieces of literature related to the Citrix upgrade, helping the author assess the impact upgrading the Canisc Citrix environment to Citrix 1912 LTSR will have on the patient experience. Then, a detailed plan will be included that lays out a timeline for the upgrade, a step by step approach to upgrading the environment and a contingency plan to prevent service outage. Screenshots of the upgrade process will be included, including a brief description of what was being carried out at the time. Finally, the outcome of the upgrade will be addressed, including feedback from the Canisc support team on the impact the upgrade has had, if any. This final section will also include lessons learned for future upgrades.
The remainder of the report will include a review of current literature, establishing facts about Citrix and why the upgrade will be necessary to improving the delivery of Canisc. Then, the author will state their research strategy and justify their choices for using the selected research strategies. The implementation will follow this, describing the steps involved in the upgrade, including screenshots of the upgrade and any issues encountered. The final sections will conclude the report, describing what was learned following the upgrade and whether or not it can be considered successful. Recommendations will be made for further work and the benefits of the upgrade will be discussed, both to Canisc and the author. Finally, the project will be evaluated, describing what could we done better and what further work is to be carried out.




2. [bookmark: _Toc112760752]Review of Current Literature

This section will cite several pieces of text that will help solve problems described and identify potential solutions. These texts will be used to justify the need for the upgrade, what benefits the upgrade could bring to the performance of Canisc and any issues that can be expected to see during the upgrade.

2.1 [bookmark: _Toc112760753]A brief introduction to Citrix

Citrix offers a virtualization solution to its customers by delivering applications and desktops to end users and allowing them to access these on any device. An article in a magazine called IT Pro offers an insight into the history of Citrix and what features it offers its customers, giving an insight into why DHCW chose Citrix.
The primary feature Citrix offer that appeals to DHCW is its Virtual Apps and Desktops. This allows end users to access their relevant apps or desktops on any device through what is called a Storefront. All apps and desktops are managed using role based access to keep data secure, which in a healthcare environment such as DHCW is essential. Citrix is also capitalising on the emerging Cloud market to launch new products that fall under the Software as a Service (SaaS) and Infrastructure as a Service (IaaS). A key network feature that DHCW rely on is the Citrix Netscaler, this acts as an endpoint for the user and allows for load balancing to improve site performance. Citrix as a company has been growing rapidly in recent time, given the sudden move to working from home. Companies have utilised Citrix to allow for their services to still run and allow employees to work remotely. This has allowed Citrix to expand into new markets to improve its services to its customers [6]. Part of the service it gives to DHCW is 24/7 support for Citrix related issues.
This piece of literature was chosen as it offers a concise summary of the role Citrix plays in an organisation. It justifies the reasoning of DHCW choosing Citrix as its solution to delivering its essential services, as it is the most efficient application and desktop delivery method available to the organisation. The text is written by IT Pro, a news outlet that specialises in IT. Their aim to is aid businesses in making decisions when it comes to IT products. It is a relatively recent piece of text and is very positive about Citrix. As the aim of the text is to guide real-world IT decisions [7], it can be considered a reliable source to inform about Citrix. DHCW use several of the features listed in the text and are soon to be using new features such as Citrix Cloud.


2.2 [bookmark: _Toc112760754]Enterprise Innovation 

Since one of the main reasons for upgrading the Canisc Citrix environment is due to the poor performance of the service. Whilst there are several factors contributing to Canisc’s poor performance, other literatures suggest that Citrix LTSR 1912 would almost certainly improve its performance. However, it is possible for DHCW to move away from Citrix all together and utilise other virtualization tools on the market. DHCW should justify its reason for sticking with Citrix, and the below trade journal article entry backs this decision.
The study describes the Singapore Health Ministry’s decision to use Citrix in an attempt to improve productivity and mobility of staff that work in the public healthcare. Citrix being utilised in this environment allows for healthcare staff to use any device to access patient data or review treatment orders, with data being stored in a central database rather than on individual devices. Staff can use their own devices to access information beyond offices and hospitals to improve efficiency of patient care [8]. By taking advantage of Citrix’s virtual solutions, applications and data can be delivered to any device across healthcare settings, without the need of each device being configured individually.
The article certainly supports DHCW’s decision to use Citrix to delivery services across NHS Wales, however the purpose of the article must be considered. It was chosen due to it relating to Citrix within a healthcare environment similar to DHCW. The article was written prior to Citrix being deployed to Singapore Healthcare sites; therefore it is not guaranteed that deploying Citrix in this environment achieved the results it had hoped for. It makes claims about the benefits deploying Citrix will bring, however as there is no data to support this claim, it must be carefully considered. It is also stated that it hopes to support 30,000 staff, whereas NHS Wales employs over double this number [9]. This must be considered when upgrading the Citrix infrastructure. In summary, DHCW should continue to pursue Citrix as its virtualization solution based on this article as the services it delivers have been designed to suit Citrix’s features. However, the Canisc environment must be upgraded to the latest version to improve its performance.


2.3 [bookmark: _Toc112760755]Previous Citrix Upgrades by DHCW

Since DHCW delivers several essential healthcare services using Citrix, it is possible to view previous installations or upgrades of Citrix environments for analysis. Most recently, the Citrix team upgraded its WPAS environment to Citrix 1912 LTSR, the same version Canisc will be moved to. This makes analysing this case study valuable to this project. Canisc was on an older version of Citrix compared to the version WPAS was on prior to it being upgraded, this means the reasons for upgrading will be similar, if not identical. The Citrix team stated that their primary reasons for upgrading WPAS to Citrix 1912 are:
· Security Reasons
· Bug Fixes
· Performance enhancements
These are broad yet vague reasons for upgrading the environment, however due to the role of Canisc in NHS Wales, it is essential that the Canisc environment is as secure as possible. A known vulnerability has been discovered that affects the hypervisor Canisc is hosted on, VMWare. All servers relating to Canisc are hosted in the VMWare environment, therefore are all susceptible to this threat. The threat is known as Apache Log4J, and if the threat is executed, cyber attackers could have the ability to execute malicious code on a VDA and cause a denial of service. Upgrading the Canisc Citrix environment to Citrix 1912 can eliminate the threat [10]. In an environment such as NHS Wales, removing the threat of Apache Log4J should be an absolute priority. Citrix have recommended all customers installing the latest updates to counteract Apache Log4J. The DHCW do not necessarily need to upgrade the environment to remove the threat, they could simply install the latest Citrix updates. However, since the Canisc Citrix environment is already overdue an upgrade, upgrading the environment is the obvious choice. Apache Log4J puts patient data and the patient experience at risk, several services are hosted on VMWare, therefore all services should be upgraded to Citrix 1912 if they are currently on an earlier version.
Looking at previous upgrade tasks in DHCW proves to be beneficial to the project as it can highlight issues such as Apache Log4J, as well as give the Citrix team the opportunity to analyse the performance of the service post upgrade. However, it must be taken into consideration that not all DHCW services are the same. When looking at WPAS, it is not considered to be an unstable service like Canisc, and experiences far higher traffic than Canisc. The two environments may not respond the same to being upgraded to Citrix 1912, especially considering the instability of Canisc.

2.4 [bookmark: _Toc112760756]NHS England Digital Upgrade

The Canisc Citrix environment currently runs on Citrix 7.15. In July 2021, NHS England published guidance to its health boards recommending any environments running off this version be upgraded to Citrix 1912 as a minimum, due to a newly discovered exploit affecting Citrix 7.15. This text is relevant to the project as it is both set in a healthcare environment and directed at Citrix environments on the same version as Canisc. The vulnerability poses a serious threat to the Canisc environment as long as it remains on Citrix 7.15. It allows users to gain administrator access on a VDA which, particularly in a healthcare environment, poses a great risk of data loss [11].  Canisc handles sensitive data, therefore it is essential the threat is eliminated. However, the text suggests that a hotfix can patch the vulnerability, meaning an upgrade is not necessary. As with the previous piece of literature, it is assumed that upgrading Canisc to the latest version of Citrix 1912 is the most obvious way forward. If the DHCW Citrix team feel the vulnerability needs to be patched immediately, it can apply the hotfix, though since an upgrade to Canisc is essential it should proceed with the upgrade.
















3. [bookmark: _Toc112760757]Research Methodology

This section will address the research philosophy, approach and strategy and justify why they are thought to be the most suitable options for this project. The hypothesis set out to be tested in this project is Upgrading an essential service in a healthcare environment to the latest version of Citrix will improve the efficiency of the service.

3.1 [bookmark: _Toc112760758]Research Philosophy

There are two schools of research philosophies to be considered for this project, these are:
· Phenomenology
· Positivism
The phenomenology philosophy is a qualitative form of research, utilising case studies and document analysis to offer that helps the researchers study things that exist or have been experienced [12]. Positivism holds the view that knowledge must be gained through observations that are quantifiable, allowing the researcher to test a theory against statistical data. The researcher would need access to literature such as surveys and experiments to perform this form of research [13].
For this project, positivism has been chosen as the research philosophy. Using case studies to understand previous Citrix upgrades and understand what the DHCW Citrix team will experience aligns with the positivism philosophy. Positivism allows for more flexibility when planning the approach to carrying out the upgrade and if the upgrade will have a positive impact on Canisc [14]. New ideas could emerge prior to upgrading, or circumstances could change surrounding Canisc, therefore flexibility is important to the project.

3.2 [bookmark: _Toc112760759]Research Approach

One of the following research approaches must be chosen for the project:
· Inductive Research
· Deductive Research
Inductive research aims to develop a theory and focuses on observations to reach a conclusion, whereas deductive research aims to test an existing theory [15]. For this project, an inductive approach to research will be most suitable. There is little literature available related to the topic, with case studies providing most literature. There is also no way that the hypothesis can be proven, however it can be disproven. Canisc may perform better following an upgrade, however it cannot be assumed that it is solely down to the upgrade, there could be other factors that affect the performance of the service. For a deductive approach to be chosen, all premises must be true for the conclusion to be true [16], which cannot be guaranteed for this project. Therefore, an inductive approach has been chosen.


3.3 [bookmark: _Toc112760760]Research Strategy

Choosing the most suitable research strategy is vital to the success of the project as it allows the researcher to come to the most accurate conclusion. For this project, the below two resources have been used in the research strategy:
· Online literature stating reasons for upgrading Citrix
· Case Studies
Case studies of previous Citrix upgrade, ideally to Citrix 1912, will allow the DHCW Citrix team to observe the experiences of others going through the same process, potentially allowing them to prepare for issues that often occur during upgrades. However, when analysing case studies, it must be considered that circumstances between different cases vary and can not guarantee that DHCW will go through the same experience. This could be different resources available or different infrastructure, potentially affecting the outcome of the upgrade. Online literature will be used to back up the case studies, including items that explain why Citrix users should upgrade to the latest version of Citrix.

3.4 [bookmark: _Toc112760761]Evaluation Strategy

The experimental hypothesis for this project is:
“Upgrading the Canisc Citrix Environment to Citrix LTSR 1912 will improve the overall performance of the service”.
To evaluate the success of this experiment will be a challenge due to the different factors being studied to judge its success. For this report, the factors will be studied across a short period of time, however the DHCW Citrix team must continue to study these factors in the long term if they truly wish to see the impact the Citrix upgrade has had. To see if the Citrix upgrade has improved the efficiency of Canisc, a base line must first be established. Without a baseline to compare the post experiment results against, the results will be meaningless, and the experiment will be unreliable.
A baseline for the data will need to be established before the upgrade is carried out. The data that will be analysed to measure whether the upgrade has been a success are as follows:
· Number of unregistered machines
· Load Index
· User Satisfaction
· Testing known errors
 The number of registered machines relates to the daily health checks received by the DHCW Citrix team. Each morning, a report is sent to the Citrix team containing the health of each Canisc server, as seen in figure 2 below.

[image: A picture containing table
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Figure 2 Canisc Health Checks

Figure 2 shows a health check containing:
· Server names in the first column (Full name removed for security reasons)
· Server environment
· Machine Catalogue
· Number of Users
· Ping Response
· Maintenance Mode Status
This health report is a common occurrence in the Canisc environment for DHCW and poses a serious issue. All machines are showing a failed ping response, meaning the machines have not registered. This is a known issue to the DHCW Citrix team as it happens often, therefore they know the cause of this issue is the Citrix Servers not obtaining their IP through DHCP following their nightly reboot. Since the servers boot up without an IP address, they fail to respond to a ping test and show up unregistered. This prevents users from logging on to the Canisc servers, meaning the service is offline and poses a serious threat to patients and staff. To temporarily fix this issue, Citrix recommends restarting the Citrix Desktop Service to force the machines to register and obtain and IP address [17]. Once the upgrade has been carried out, the health checks will be compared against the baseline shown in figure 2 to assess the impact the upgrade has had.
The load index of a Citrix environment is a feature that refers to load management of a VDA. A VDA’s load index tells administrators the likelihood of a VDA accepting connections from end users. The higher the load index of a VDA, the less likely it is going to accept new connections due to the volume of traffic. The load index features ensures that each of the ten VDAs Canisc runs on has a similar number of users connected to distribute traffic evenly [18].
Load index can be used to measure different values relating to a VDA. The DHCW Citrix team have several values they can choose from, however for the Canisc environment, they have chosen the maximum number of sessions as their value. The maximum number of sessions specifies the highest number of sessions an individual VDA can accept. The default is set to 250 sessions, however for Canisc it is set to 70 [19]. The load index can be calculated using Citrix Director, which will present the load index as a percentage. The lower the load index percentage, the more likely that VDA will be to accept new sessions [20].
What can this tell us about the performance of Canisc following the upgrade? Using Citrix director, the author can get the average load index for the VDAs in the week prior to the upgrade. Following the upgrade, the average load index for the week after the upgraded Citrix VDAs first start to accept users will be gathered from director and compared to see if there is a difference. The issue of unregistered machines causes higher load index on VDAs as it means some of the ten VDAs are unable to accept users. If the upgrade fixes the unregistered machine issue as hoped, it should prevent the load index from being high because all VDAs should be able to accept machines if they are all registered.
After the upgrade, the DHCW Citrix team will collaborate with the Canisc support team to send out user satisfaction surveys to a select number of Canisc users. After past upgrades, it is common for no users to respond to the survey. If this happens, the Canisc support team have created test accounts to replicate the user experience when using the Canisc application. If no responses are recorded from end users, the Canisc support team will provide feedback to the Citrix team describing Canisc performance. Whilst this feedback will not provide quantative data, it gives the Citrix team some idea of the end user experience when using Canisc.
As discussed in section 2.4, Citrix 7.15 is vulnerable to a threat whereby a standard user can grant themselves administrator level privileges. It is hoped that upgrading the Canisc environment to Citrix 1912 will prevent users from having access to do this. The Citrix team will test this following the upgrade by creating a standard test user account and attempting to grant themselves administrator privileges. If it is blocked following the upgrade, then the upgrade has patched a serious threat.
These factors are how the author will measure the success of the upgrade. The known issue of unregistered machines and the load index will tell the Citrix team if they can rely on the Canisc VDAs to register each morning and take on an equal number of users to maintain performance for Canisc. If the machines are still unregistering after the upgrade, the load index will be higher, and traffic will bottleneck on certain VDAs. User satisfaction surveys give a real-world view into the impact the upgrade has had, if any, whilst testing the known vulnerabilities can give the Citrix team assurance as to whether the upgrade has made the Canisc environment more secure.

4. [bookmark: _Toc112760762]Planning & Implementation

This section covers how the DHCW Citrix team, with the help of the Canisc support team, will assemble a plan for upgrading the Canisc environment and the implementation of the upgrade, including screenshots and any issues encountered during the upgrade.



4.1 [bookmark: _Toc112760763]Planning the Upgrade



Implementing an upgrade of a Citrix environment within DHCW is considered a straightforward task, however this depends on the planning and preparation carried out prior to the upgrade. Since DHCW deals with technology in a healthcare setting, a thorough planning process has been put in place to ensure all potential outcomes of a task have been considered. Canisc is essential to the care of cancer patients in Wales, therefore the upgrade must be planned and approved before it can be carried out.

[image: Diagram
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Figure 3 on the left is a visual aid demonstrating the DHCW approach to business change for all service teams across the organisation. Note that the one constant throughout any business change is engagement, this could mean engagement with:
· End users
· Support Teams
· Stakeholders

The suggestion of upgrading Canisc is a result of feedback from end users and support teams. Canisc’s performance is poor, it is running on out-of-date operating systems and there are known vulnerabilities posing a threat to the environment. 
To begin planning, the DHCW Citrix and Canisc team must agree the most suitable approach to upgrading as one side of Canisc will have to be offline during the upgrade, leaving the service at a higher risk of being offline. The teams have the option to carry out the upgrade out of hours, however this will require more resources and still carries the same risk. Therefore, it is not necessary to upgrade Canisc out of hours, however both teams must consider the possibility of the service going offline. With Canisc only being available in one of two data centres during the upgrade, if any issues affect the live side of Canisc during the upgrade, the service will be offline for all users. This has been a known possibility since DHCW began using Citrix, therefore the Canisc support team have designed powershell scripts to test the Canisc sites. They will run the tests prior to upgrading to ensure there are no issues with the environment.
Both DHCW Citrix and Canisc team must log a Change Record (CR) to outline their plan and submit it to the Change Board for approval. A CR is a detailed plan that covers the following:

· Reason for the change
· A brief but technical description of the work to be carried out
· Scheduled date for work to be carried out
· If the Cyber Security team need to be involved
· Pre-Change steps
· Implementation plan (Step by Step)
· Post-Change steps
· Backout plan (in case of unexpected issues)
· How the success of the change will be measured
· Technicians involved in the steps
· Date of completion
· Date of review
Once the change has been completed, it is submitted to the Change Board for approval. This is a group of team leaders who assess the CR and decide whether the team have justified their reason for carrying out the change or if it poses too much a risk to the service. 
The CR must outline its objectives clearly so the success of the change can be measured clearly. Perhaps the most important step in the CR is the backout plan. There must be a plan in the event of unexpected issues arising. Without a valid backout plan, it is extremely likely that the CR will be rejected by the Change Board. The Canisc support team and the Citrix team must log their own changes and can then link them together, although the upgrade will be carried out by the Citrix team alone. The Canisc team oversee communication with end users both prior to and following the change. End user feedback will be received by the Canisc team who will use this to sustain the hopeful success of the change. If the upgrade did not achieve the key objectives, the service will need to be reviewed before the upgrade is carried out on Canisc hosted in other data centres. 
The success of the upgrade, if approved by the change board, will be measured differently between the Canisc team and the Citrix team. The Canisc team will base the success of the upgrade on end user feedback. If the performance of the service improves, then the Canisc team will consider the upgrade a success. However, from the perspective of the Citrix team, they will focus on the vulnerabilities highlighted in the literature review. If the vulnerabilities pose less of a threat following the upgrade, then it will be considered a success. The Citrix team must also see if the upgrade resolves the issues where VDAs randomly become unregistered. There was no evidence to suggest an upgrade would fix the issue, however no other fixes have worked so far. There is a small chance the upgrade will fix the issue, however it is almost certain it will not make it worse. The planning stage is key to making the upgrade a success. The Canisc team and the Citrix team have identified the need for the service to be upgraded, however if the CR does not justify their reasons enough, there is a change of the CR being denied [21].
Below in figure 4 is a Gantt chart displaying the desired dates for the upgrade and targets that cover each step of the upgrade, including getting the CR approved. The complete Gantt chart will be attached as an appendices in the report once the upgrade has been complete.
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Figure 4 Gantt Chart Pre Upgrade

4.2 [bookmark: _Toc112760764]Implementing the Upgrade

[image: Graphical user interface, application

Description automatically generated]A CR has been logged and approved for the Citrix team to carry out the upgrade as per the dates seen in the Gantt chart. The author of this report will be leading the upgrade. The DHCW Citrix team have designed a template document that describes each step to carrying out a Citrix upgrade of any environment. This document has been attached as an appendix to this report. It is advised that the reader of this report studies the document in the appendix whilst reading this section to further understand how the upgrade was completed. Below are screenshots from the upgrade as it was carried out within one data centre. The Citrix team encountered errors whilst carrying out the upgrade, these errors will be described 
Figure 5 Testing the Site


[image: Graphical user interface, text, application, email

Description automatically generated]Figure 5 shows the first step taken by the Citrix team on the Canisc environment, testing the Canisc site. This is done by logging on to the Canisc DDC, launching Studio and selecting the “Test site” option, this runs a series of predetermined tests built into Studio that establish if the Canisc environment is functioning prior to upgrading. Two of the tests failed when this was run. The failed tests are exported into a report which can be seen in figure 6 below.

Figure 6 Site Test Failures
The two failures related to active directory groups that exist in Studio, however, have been removed from active directory. This causes errors within Studio when trying to authenticate which users have access to certain machine catalogues, delivery groups or apps. To rectify this issue, the group with the SID seen in figure 6 had to be removed from the following sections:
· Delivery group “Groups” (Grants AD groups access to machines)
· Application “Limit Visibility” (Limits apps that appear on storefront based on AD groups)
· Any Scopes or Roles that include the specified AD group
After completing this, the site test completed successfully, meaning the upgrade was ready to begin. The Citrix 1912 install ISO file was placed on each server that required upgrading, these servers are:
· Delivery Controllers
· Storefront Servers
· Gold Images
Running the ISO file as administrator presents the user carrying out the upgrade with the panel seen in figure 7 below.
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Figure 7 Upgrade Panel
The upgrade panel contains all options needed to upgrade all aspects of the Canisc environment. The first server type upgraded was the DDCs. There is no required order to carrying out the upgrade, however the DDCs tend to take the longest, therefore these were chosen to be upgraded first. To upgrade the DDC, the “Studio and Server Components” option must be selected, as seen in figure 7. This must be carried out on both delivery controllers. This option will upgrade both the delivery controller and the Studio application. Figure 8 below shows the upgrade running. During this process, the controller will need to reboot several times.
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Description automatically generated]Figure 8 During DDC Upgrade










This process takes a substantial amount of time and must be carried out on both controllers, therefore whilst this is happening, the upgrade process is started on the gold image to save time. As explained previously in the report, the gold image acts as a template server for the ten VDA’s that Canisc runs on. Instead of upgrading each VDA individually, the Citrix team mount the Citrix 1912 ISO on the gold image, upgrade it to version 1912 by selecting “Upgrading Machines and Image” as seen in figure 7, and then rolling the gold image out to all the VDAs contained within the Canisc MC.

Once the install is complete, the screen seen in figure 9 below will be presented. This screen confirms the core components hosted on the DDC have successfully upgraded.
[image: Graphical user interface, application
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Figure 9 Install Complete
To complete the upgrade of Citrix Studio, the Studio application must be launched following a restart of the DDC. An automatic upgrade should be selected at this point. This will present the screen seen in figure 10 and carry out an additional site test. The site test performed successfully, meaning the DDC has been upgraded to Citrix 1912.
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Figure 10 Finalising DDC Upgrade
[image: ]The above steps were carried out on the remaining DDC and the storefront servers, all completing successfully. Once the gold image has been upgraded, it is then sealed up and a snapshot of the server is taken. As it’s Citrix version is now 1912, once this snapshot is applied to the machine catalogue, the VDAs will all then be on Citrix 1912. Figure 11 shows the machine catalogue being updated with the latest snapshot.Figure 11 Upgrading Machine Catalogue

After the VDAs have been upgraded, the upgrade is complete. The Canisc support team then have one week to carry out testing before the service is failed over so that it is running off the upgraded side of Canisc. Once Canisc is running out of the upgraded side, there is then a week cool off to see if end users experience issues or performance problems. If no issues are reported, the Citrix team can upgrade the remainder of the Canisc environment. They will follow the same steps as described above.
4.3 [bookmark: _Toc112760765]Issues Encountered During the Upgrade

Fortunately, whilst carrying out the upgrade to Canisc, only one issue was encountered. Figure 12 below is a snapshot that was taken when trying to upgrade one of the storefront servers. The storefront server failed to upgrade to Citrix 1912, this was down to two issues.:
· An unknown AD group was still applied to an administrator role for this environment.
· [image: Graphical user interface, text
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Description automatically generated]The Microsoft Monitoring Agent APM service was enabled and running, this service needs to be disabled within the Canisc environment (see figure 13 for reference)Figure 13 Microsoft APM Running
Figure 12 Storefront Upgrade Issue













Once the above issues were rectified, the upgrade progressed as expected and completed successfully. The Canisc support team then tested being able to open the Canisc application, which launched successfully.


5. [bookmark: _Toc112760766]Results & Analysis

This section will cover the outcome of upgrading the Canisc environment and whether the metrics described previously prove if upgrading the Canisc citrix environment had an impact on the performance of the service. These metrics were:
· Number of unregistered machines
· Load Index
· User Satisfaction
· Testing known errors


5.1 [bookmark: _Toc112760767]Number of Unregistered Machines

There are ten VDAs that were upgraded for this upgrade. The literature review and previous Citrix environment upgrades carried out by DHCW led the Citrix team to believe that upgrading the VDAs to Citrix 1912 would resolve the reoccurring issue of machines appearing unregistered following their nightly reboots, however this proved not to be the case.
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Description automatically generated]The days following the upgrade, the Citrix team reviewed the health checks for the upgraded Canisc environment and discovered the machines were still not booting up correctly. Figure 13 below shows the view seen in Citrix Studio where all the VDAs were appearing as unregistered.Figure 13 Unregistered machines following upgrade



All machines showing as unregistered consistently across several days caused serious concern for the Citrix team as they were under the impression that the issue would be resolved following the upgrade. This meant the upgrade of the remaining Canisc environment had to be put on hold until the issue was resolved. 
An online Citrix forum suggested a resolution that involved disabling a tool called Distributed Resource Scheduler (DRS). DRS is a feature that provides management capabilities such as load balancing and VM placement, aiming to grant the VMs the resources required to perform as efficiently as possible. DRS monitors activity of the machines and responds to any new activity that would cause an imbalance in machine performance [22]. The author of the post on the forum opened a case with Citrix with the same issue of VDAs being unstable and booting up unregistered, however this issue was affecting a Citrix environment running on version 7.15 [23]. The Canisc Citrix environment is now running on version 1912, therefore the DHCW Citrix team were hesitant to try this fix as it applied to an older version of Citrix. However, further investigation returned no other fixes that were relevant to this issue, therefore the Citrix team disabled DRS on the Canisc Gold Image and rolled the image out to the ten VDAs. After this, the machines performed more stable and were no longer unregistering after a reboot. This was monitored over several days and no further issues were seen.
The DHCW Citrix team were anticipating the upgrade resolving the unregistered machine issue, however it appeared to have not resolved the issue. The results suggest that the Citrix version does not impact the stability of the VDAs, instead it is down to the features enabled or disabled on the VDAs.

5.2 [bookmark: _Toc112760768]Load Index

The Load Index of the Canisc environment has to be compared to pre upgrade performance to assess if the upgrade has cause an improvement to service performance. Figure 14 below is a graph generated within Citrix Director that shows the Load Index before and after the upgrade. The Load Evaluator Index (LEI) is represented by the blue bars and is presented as a percentage on the graph. The higher the percentage, the higher the load index and the less efficient the performance.
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Description automatically generated]The dark grey line shows the number of users connected to the environment at any one time. If the LEI is consistently high, it can point at one of two issues:
· The environments load balancing is not performing expected
· There are not enough VDAs for the service to perform efficiently
Figure 14 shows the LEI was consistently high prior to the upgrade apart from one outlier. During the upgrade, there is no data available as the service is running on different VDAs, therefore it is clear following the upgrade what the data can tell us. The data suggests the LEI is not affected by the upgrade.
Figure 14 Load Index Pre/Post Upgrade



The number of users connected is consistent following the upgrade, however the Citrix team were expecting the load balancing to improve, meaning traffic would be more evenly distributed amongst VDAs. Whilst there is not much data available, the trend suggests that the LEI will follow the pattern seen before the upgrade, meaning the upgrade has not had an impact on the Load Index. This means that, to improve the load on the Canisc VDAs, more VDAs will be needed so that traffic is lower across each VDA. This currently is not possible as DHCW does not have the resources to create more VDAs.

5.3 [bookmark: _Toc112760769]User Satisfaction

Results from user satisfaction is gathered by the Canisc Support team and fed back to the Citrix team, however there is no guarantee that users will respond. In this scenario, the Canisc support team use dummy user accounts to replicate the end user experience and test factors such as average logon time. As expected, no users responded to the questionnaire send out by the Canisc support team, therefore tests were carried out by them. The questions sent out by the Canisc support team were:
· Have you noticed any changes in the length of time it takes for the Canisc application to open?
· Are there any changes in the speed when navigating around the Canisc application?
· Is the Canisc Storefront more user friendly since the environment was upgraded?
· Are there any other differences to be noted since the Canisc environment was upgraded?

The Canisc support team send the average logon time taken to log in to Citrix to the Citrix team. Figure 15 below shows the average logon time before and after the upgrade, the data was pulled from Citrix Director.
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Description automatically generated]The data covers from May 2022 up until Mid-August 2022, with the upgrade being implemented early July (hence the outlier). The graph is showing the average number of seconds taken to log on to the Canisc system. Citrix director only holds data less than three months old, however the average logon time prior to upgrading the Canisc Citrix environment shows a consistent pattern of 22.5 seconds. Immediately past the upgrade, the Canisc support team tested Figure 15 Average Logon Time


the logon time whilst the application was not available to end users. Their average logon time was 13 seconds, however it must be noted that there were no other users logging in at this time, meaning there was far less traffic to affect the logon time, therefore this data cannot be counted when analysing the impact the upgrade has had. When the service went live for end users to use, the average logon time returned to levels seen before the upgrade, however there are then signs of a consistent decrease in average logon times. If the data continues to follow the pattern seen in the graph, users will see a consistent decrease in time taken to log on to Canisc. This is likely to plateau at some point, however a decrease in time taken to log on improves the end user experience. 
The Canisc Support team reported no change in the efficiency of navigating around the Canisc application. This was expected as the Canisc application would not have been affected by the Citrix upgrade as only the environment that the application is hosted in was impacted. However, as mentioned previously, the improved logon performance is a significant development for Canisc. Canisc has been used by NHS Wales for over twenty years, and has not received updates for several years, meaning end users have not experienced any positive changes for some time. The improved average logon will be welcomed by end users and improve their efficiency.

[bookmark: _Toc112760770] 5.4 Testing Known Errors

Research carried out in the literature review identified a known vulnerability that posed a serious threat to the Canisc environment. A cyber threat in a healthcare environment is serious and must be nullified, therefore it was essential for the Citrix team to test if the threat had been removed following the upgrade.
A report by NHS England in July 2021 established a known threat to environments running on Citrix 7.15 whereby a standard user account could elevate its account privileges. With several NHS Wales services running on Citrix 7.15 at the time this report was written, upgrading these environments became vital. Users having the ability to grant themselves administrator privileges is a prime example of poor user access controls, a symptom of poor security. Unmanaged user access controls can lead to serious data breaches.
Following the upgrade, the Citrix team used one of their test accounts that has standard privileges to test if the upgrade resolved the issue. The server was accessed remotely and, under the Computer Management tab within the Control Panel, the Citrix team checked the test user account. The members tab tells if the account has administrator privileges, which the test account did not. The Citrix team then attempted to elevate the test account to administrator levels, however this was denied due to insufficient rights. This means that the upgrade removed the vulnerability successfully and improved the security of the Canisc environment.


[bookmark: _Toc112760771]5.5 Reviewing the Results

The results that the Citrix team measure the success of the upgrade against will be seen as a disappointment. Though a security threat has been nullified and the average logon time appears to be on a downward trend, the serious issue of machines regularly appearing as unregistered cannot be attributed to the upgrade. The Citrix team used this as one of their main reasons for upgrading the environment, however it now appears that it was an issue that could have been resolved without upgrading the environment. The Canisc Support team did not report as significant impact on the efficiency of the service than they would have hoped, however they can consider the slight improvement of average logon time a success.

6. [bookmark: _Toc112760772]Conclusion and Recommendations

Upgrading the Canisc Citrix environment brought improvements to the end user experience, however there are still outstanding issues that the Citrix team hoped would have been resolved by the upgrade. Reviewing current literature relating to the viability of upgrading Canisc gave the Citrix team the knowledge that the upgrade should not impact the running of the service. The research also gave the Citrix team assurance that if the upgrade caused unexpected issues, they would have the ability to roll back to a server template that functioned correctly thanks to the gold image feature. Having set up a backout plan, the Citrix team can carry this forward to further upgrades to ensure there are no concerns about the service ever being offline and that the upgrade can be carried out during working hours. Performing an upgrade outside of working hours costs more money and resources, therefore the ability to confidently carry it out during work hours will save DHCW money.
The upgrade process itself was a success, with DHCW’s thorough change process ensuring the Canisc service experienced no down time during the period where both sides of Canisc were upgraded. The author performed a Citrix site upgrade in whole for the first time, allowing them take on more responsibility going forward with further site upgrades to different environments. All Citrix environments are required to be on Citrix 1912 in the near future so it will prove beneficial to the Citrix team to have more staff comfortable with upgrading sites independently. The Citrix team will be disappointed that not all of the known issues could be resolved by the upgrade, such as the VDAs being unregistered following a reboot and the speed of navigating around the Canisc application. However, the improvements that have been noticed immediately following the upgrade, like faster logon time and the security fix, ensure the Citrix team know that the upgrade was worth carrying out and can be considered a successful and essential task. Whilst the unregistered machines issue was not resolved by the upgrade, the Citrix team did find a resolution for it. This may not have been possible without the upgrade, so although the upgrade did not directly fix the issue, it can be attributed to the resolution of the issue. 
The documentation of the upgrade was a new step for the Citrix team and proved to be valuable to them. The documentation, seen in the appendix, is a thorough guide on performing the upgrade that was designed by the author. It was designed with the idea that a person with no Citrix experience could carry out the upgrade using solely the upgrade. There was also space for notes on the upgrade of any unexpected events that could be saved for future upgrades.
Based on the success of the upgrade, although not as successful as initially hoped, it can be recommended that the Citrix team upgrade all Citrix environments to a minimum of Citrix 1912. The patching of known security issues is enough of a reason to recommend this, however, to have all environments on the same Citrix version allows of consistency across all Citrix sites. This is a goal the Citrix team have wanted for some time as it is recommended by Citrix to have consistent Citrix versions. The author recommends the Citrix team use the planning document and change process used within DHCW to ensure all future Citrix upgrades can be completed successfully and with backout plans that prevent any cause of concern of services going offline. 
The hypothesis of the experiment was as below:
“Upgrading the Canisc Citrix Environment to Citrix LTSR 1912 will improve the overall performance of the service”
In the context of the upgrade, it can be said that the hypothesis was proven to be true to an extent. Whilst the upgrade has improved certain aspects of the performance of Canisc, it did not have the desired impact the Citrix team had anticipated. The upgrade was only performed recently, therefore the Citrix team will continue to monitor the performance of Canisc to see if any new improvements or issues appear as a result of the upgrade. A snapshot of the environment is taken each month, therefore if any new issues to appear, the Citrix team have a template to resort to if necessary. The Citrix team should prioritise upgrading the remaining Citrix environments to remove the threat of the security issue.

7. [bookmark: _Toc112760773]Reflection

The upgrade offered valuable experience to the author, performing new tasks for an essential component of NHS Wales. The upgrade is a big responsibility and for it to be trusted with the author, who is relatively new to the Citrix team, will make them more confident going forward and cement them into their role within the Citrix team. The research aspect of the report meant the author could gain a further understanding into Citrix infrastructures and the different features new versions of Citrix introduce to environments. Since it is recommended that the Citrix team upgrade the remaining environments as soon as possible, the author can know that they can be trusted to complete the upgrade independently, gaining more confidence and experience that will prove valuable in their career as a Citrix specialist. However, there is room for improvement when it comes to the remaining upgrades to be carried out. An important feature of measuring the success of the upgrade is user feedback. It is disappointing that no users responded to the Canisc support team offering feedback on the impact of the upgrade. For the next upgrade, the Citrix team should take on the responsibility of getting user feedback on the impact of the upgrade. This can be done either by contacting end users directly, or creating test accounts similar to the Canisc support team and devising a set of tests to measure the success of the upgrade.
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Appendices


Below are the appendices to support the report. The first appendice is the gantt chart, the second is the planning document.
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Citrix Upgrade (CANISC)

Enter Company Name in cell B2.

Company Name: DHCW

Digital Health Care Wales

Enter the name of the Project Lead in cell B3. Enter the Project Start date in cell E3. Pooject Start: label is in cell C3.

Project Lead: Citrix Team

The 

Cells I5 

through 

27 28 29 30 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

This row 

contains 

TASK

ASSIGNED

TO

START END

M T W T F S S M T W T F S S M T W T F S S M T W T F S S

Do not delete this row. This row is hidden to preserve a formula that is used to highlight the curren day within the project schedule. 

Cell B8  Phase 1 

Cell B9 

contains 

the 

Get permission to complete the upgrade Team Leader 27/6/22

Rows 10 

through 

Perform pre upgrade checks Gareth 29/6/22

Upgrade Canisc in one Data Centre Gareth 5/7/22

Failover Canisc to second Data Centre Gareth 7/7/22

Update Canisc on remaining Data Centre Gareth 12/7/22

11 Jul 2022 18 Jul 2022

Project Start:



27th June 2022

27 Jun 2022 4 Jul 2022


Microsoft_Excel_Worksheet.xlsx
Sheet1

				Citrix Upgrade (CANISC)

		Enter Company Name in cell B2.		Company Name: DHCW				Digital Health Care Wales

		Enter the name of the Project Lead in cell B3. Enter the Project Start date in cell E3. Pooject Start: label is in cell C3.		Project Lead: Citrix Team		Project Start:				27th June 2022

		The Display Week in cell E4  represents the starting week to display in the project schedule in cell I4. The project start date is considered Week 1. To change the display week, simply enter a new week number in cell E4.
The starting date for each week, starting with the display week from cell E4, starts in cell I4 and is auto calculated. There are 8 weeks represented in this view from cell I4 through cell BF4.
You should not modify these cells.
Display Week: label is in cell C4.												27 Jun 2022														4 Jul 2022														11 Jul 2022														18 Jul 2022

		Cells I5 through BL5 contain the day number for the week represented in the cell block above each date cell and are auto calculated.
You should not modify these cells.
Today's date is outlined in Red (hex #AD3815) from today's date in row 5 through the entire date column to the end of the project schedule.												27		28		29		30		1		2		3		4		5		6		7		8		9		10		11		12		13		14		15		16		17		18		19		20		21		22		23		24

		This row contains headers for the project schedule that follows below them. 
Navigate from B6 through BL 6 to hear the content. The first letter of each day of the week for the date above that heading, starts in cell I6 and continues through cell BL6.
All project timeline charting is auto generated based on the start and end dates entered, using conditional formats.
Do not modify content in cells within columns after column I starting with cell I7.		TASK		ASSIGNED
TO				START		END		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S

		Do not delete this row. This row is hidden to preserve a formula that is used to highlight the curren day within the project schedule. 

		Cell B8 contains the Phase 1 sample title. 
Enter a new Title in cell B8.
Enter a name to assign the phase to, if it applies for your project, in cell C8.
Enter Progress for the entire phase, if it applies for your project, in cell D8.
Enter the start and end dates for the entire phase, if it applies for your project, in cells E8 and F8. 
The Gantt chart will automatically fill in the appropriate dates and shade according to the progress entered.
To delete the phase and work only from tasks, simply delete this row.		Phase 1 

		Cell B9 contains the sample task "Task 1." 
Enter a new task name in cell B9.
Enter a person to assign the task to in cell C9.
Enter progres of the task in cell D9. A progress bar appears in the cell and is shaded according to the number in the cell. For example, 50 percent progress would shade half of the cell.
Enter task start date in cell E9.
Enter task end date in cell F9.
A status bar shaded for the dates entered appears in blocks starting from cell I9 through BL9. 		Get permission to complete the upgrade		Team Leader				27/6/22

		Rows 10 through 13 repeat the pattern from row 9. 
Repeat the instructions from cell A9 for all task rows in this worksheet. Overwrite any sample data.
A sample of another phase starts in cell A14. 
Continue entering tasks in cells A10 through A13 or go to cell A14 to learn more.		Perform pre upgrade checks		Gareth				29/6/22

				Upgrade Canisc in one Data Centre		Gareth				5/7/22

				Failover Canisc to second Data Centre		Gareth				7/7/22

				Update Canisc on remaining Data Centre		Gareth				12/7/22
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Mon 11/07/22 - NDC

PreUpgrade Task Location

Check Subscription Advantage Dates for licenses

Confirm License Server at least 11.16.3.0 Build 28000 (16.0.0.28000)

Download media and copy to servers / mount ISO

Ensure DBA SYSADMIN access

Confirm Site DB backup job schedule

Ensure all servers do not have pending reboots  or Windows Updates

Run Test Site on DDCs

CVAD Upgrade Task - Main Site Location

Confirm Citrix Site DBs backed up GIG01SRVCTSDB01

Ensure all users logged off DDC

Maint Mode the VDAs

Snapshot DDCs GIG01SRVCNPCC01 / GIG01SRVCNPCT02

Run upgrade (DDC & Studio) on DDC1

Reboot and allow for services to come up

Launch Studio and Start The Automatic Site Upgrade

Check log report and ensure all successful

Check Windows Event logs to ensure all working as expected

Launch Studio and click Test Site on DDC2

Run upgrade (DDC & Studio)

Reboot and allow for services to come up

Launch Studio and click Test Site

Confirm report is all successful

Confirm DDC2 has registered with site

Confirm VDAs registered

Check Windows Event logs to ensure all working as expected

Test Published App launch https://newcanisc.cymru.nhs.uk/Citrix/CaniscWeb/

Note: StoreFront is the most problematic component to upgrade so 

be prepared to roll back…

Launch SF Console and confirm partial upgrade Location

Snapshot Storefront Servers GIG01SRVCNPCW01 & GIG01SRVCNPCW02

Backup the storefront folders in inetpub

Ensure recent propagation

Run upgrade installer on SF1

Reboot and allow for services to come up

Launch SF Console and confirm partial upgrade

Check Windows Event logs to ensure all working as expected

Run upgrade installer on SF2

Reboot and allow for services to come up

Launch SF Console and confirm upgraded & synchronised

Check Windows Event logs to ensure all working as expected

Test connectivity to Storefront URL/App Launch

Director Upgrade Task Location

Run Director upgrade installer GIG01SRVCNSCT01 / GIG01SRVCNSCT02

Reboot and allow for services to come up

Test Director access

Note: Gold can be done in advance and pushed out when site 

upgrade complete

Gold Image/VDA Upgrade Task Location

Take Snapshot GIG01SRVCNPCTGI

Uninstall VDA Agent & reboot

Run VDA Cleanup Utility and reboot

Run Upgrade VDA on Manual VDA

Reboot and allow for services to come up

Ensure VDA shows registered in Studio

Upgrade Machine Catalogs

Upgrade Delivery Groups

Ensure VDA shows registered in Studio

Failover/Failback Task  - Mon 18/07/22 23:00 Location

Ensure Apps Team confirm apps in the failback site work as expected

Let Apps Team know when ready to proceed

Failover Canisc Prod from CDC to NDC CDC Core NS

Checks

Check Event logs on DDCs - ensure connectivity and DB sync

Check Event logs on SFs

Check through the various areas in Studio - licensing, tests

Cleanup Task Location

Delete any snapshots after a period of x days


Microsoft_Excel_Worksheet1.xlsx
Sheet1

		Mon 11/07/22 - NDC

		PreUpgrade Task		Location

		Check Subscription Advantage Dates for licenses

		Confirm License Server at least 11.16.3.0 Build 28000 (16.0.0.28000)

		Download media and copy to servers / mount ISO

		Ensure DBA SYSADMIN access

		Confirm Site DB backup job schedule

		Ensure all servers do not have pending reboots  or Windows Updates

		Run Test Site on DDCs

		CVAD Upgrade Task - Main Site		Location

		Confirm Citrix Site DBs backed up		GIG01SRVCTSDB01

		Ensure all users logged off DDC

		Maint Mode the VDAs

		Snapshot DDCs		GIG01SRVCNPCC01 / GIG01SRVCNPCT02

		Run upgrade (DDC & Studio) on DDC1

		Reboot and allow for services to come up

		Launch Studio and Start The Automatic Site Upgrade

		Check log report and ensure all successful

		Check Windows Event logs to ensure all working as expected

		Launch Studio and click Test Site on DDC2

		Run upgrade (DDC & Studio)

		Reboot and allow for services to come up

		Launch Studio and click Test Site

		Confirm report is all successful

		Confirm DDC2 has registered with site

		Confirm VDAs registered

		Check Windows Event logs to ensure all working as expected

		Test Published App launch		https://newcanisc.cymru.nhs.uk/Citrix/CaniscWeb/

		Note: StoreFront is the most problematic component to upgrade so be prepared to roll back…

		Launch SF Console and confirm partial upgrade		Location

		Snapshot Storefront Servers		GIG01SRVCNPCW01 & GIG01SRVCNPCW02

		Backup the storefront folders in inetpub

		Ensure recent propagation

		Run upgrade installer on SF1

		Reboot and allow for services to come up

		Launch SF Console and confirm partial upgrade

		Check Windows Event logs to ensure all working as expected

		Run upgrade installer on SF2

		Reboot and allow for services to come up

		Launch SF Console and confirm upgraded & synchronised

		Check Windows Event logs to ensure all working as expected

		Test connectivity to Storefront URL/App Launch

		Director Upgrade Task		Location

		Run Director upgrade installer		GIG01SRVCNSCT01 / GIG01SRVCNSCT02

		Reboot and allow for services to come up

		Test Director access

		Note: Gold can be done in advance and pushed out when site upgrade complete

		Gold Image/VDA Upgrade Task		Location

		Take Snapshot		GIG01SRVCNPCTGI

		Uninstall VDA Agent & reboot

		Run VDA Cleanup Utility and reboot

		Run Upgrade VDA on Manual VDA

		Reboot and allow for services to come up

		Ensure VDA shows registered in Studio

		Upgrade Machine Catalogs

		Upgrade Delivery Groups

		Ensure VDA shows registered in Studio

		Failover/Failback Task  - Mon 18/07/22 23:00		Location

		Ensure Apps Team confirm apps in the failback site work as expected

		Let Apps Team know when ready to proceed

		Failover Canisc Prod from CDC to NDC		CDC Core NS

		Checks

		Check Event logs on DDCs - ensure connectivity and DB sync

		Check Event logs on SFs

		Check through the various areas in Studio - licensing, tests

		Cleanup Task		Location

		Delete any snapshots after a period of x days



https://newcanisc.cymru.nhs.uk/Citrix/CaniscWeb/
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