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Abstract
This systematic literature review critically analyses customer trust and security perception in the context of digital banking in the UK, highlighting the fragmentation in the existing literature with only 17.9% of studies incorporating the three elements of technology, behaviour and regulations. The 628 records from academic sources (Scopus, Web of Science, Google Scholar, Science Direct) and grey literature (UK Finance, FCA, PSR, Bank of England) were screened in line with the PRISMA guidelines and 25 studies were included in the thematic analysis. The Technology Acceptance Model (TAM) was selected as the theoretical framework, and an interpretivist philosophy was coupled with a deductive approach, which resulted in three broad themes: Technological Factors (cybersecurity, privacy protection), Behavioural Factors (perceived risk, digital literacy), and Regulatory Factors (compliance, fraud prevention). Results indicate that perceived security is not a single construct and that authentication technologies have different risk perceptions. Evidence specifically for people in the UK indicates that there is a very strong link between the adoption intention of older customers (55+) and cybersecurity risk as a factor, but no significant effect from trust exists when cybersecurity risk is accounted for. In regulatory analysis, a potential moral hazard is that mandated fraud reimbursement could result in a decline in customer vigilance. The review outlines a framework suggesting the need for UK-specific, longitudinal research that focuses on the interconnections between technological, behavioural and regulatory factors and how they impact on customer trust in digital banking, along with a research agenda for the future.
Keywords: Digital banking, customer trust, security perception, systematic literature review, UK banking, perceived risk, regulatory compliance.
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[bookmark: _Toc238751460]CHAPTER ONE: INTRODUCTION
[bookmark: _Toc238751461]Research Background
In recent years, the British banking sector has moved heavily towards digital, changing the way consumers engage with the financial industry and raising important issues of trust and security perception. The proportion of UK customers who are using digital banking methods has increased from 33% in 2020 to 59% in 2024, while the number of traditional bank branches has fallen from 10,410 to 6,870 (BQ, 2025). This transformation has been fueled by the emergence of ‘app-only challenger banks' and the UK's new Open Banking framework, which allows third parties to access customer data via APIs (Wilson and Tam, 2026).
However, this quick digitalisation has created a tricky trust problem. As consumers value digital convenience more, their worries about safety, reliability, and bank strength have also grown. According to FICO research done in 2025, 35% of UK customers said fraud protection was their top worry in a new bank, topping the list of concerns (Nasdaq, 2025). Fraud risk has grown to account for the growing threat of fraud: According to UK Finance, banking fraud alone cost more than £629 million in the first half of 2025—more than two million incidents have been reported, a 17% increase from the previous half-year (UK Finance, 2025).
There's one more thing that's become a worry about day-to-day running– operational resilience. A GFT Banking Disruption Index revealed that 34% of Britons worry about IT systems breaking down at their banks and 17% have experienced IT failures that disrupted them for an average of six hours (Thompsett, 2024). Worryingly, 25% of consumers have physical cash reserves for the purpose of protecting their banking system against failure, and 42% believe they could be at risk of their personal data being lost to an online attack if bank systems crash (Thompsett, 2024). It's a physical symptom of the loss of trust in the digital infrastructure that is becoming more common in a more digital economy.
This erosion of confidence in system reliability is not merely a survey artefact. In January 2025, Barclays’ UK online and mobile banking services were disrupted for three consecutive days after a “severe degradation” of its core mainframe, causing 56% of the bank’s digital payments to fail on a day that coincided with both monthly payday and the HMRC self-assessment deadline (Computer Weekly, 2025; MoneyWeek, 2025). The UK Parliament’s Treasury Select Committee subsequently established that the nine largest UK banks and building societies had recorded at least 158 separate IT failures between January 2023 and February 2025, amounting to over 803 hours of combined service unavailability, and ordered Barclays alone to pay approximately £12.5 million in customer compensation (MoneyWeek, 2025). Incidents of this kind translate the abstract survey findings reported above into lived consumer experience, and this dissertation returns to this example in Chapters Two and Four to illustrate how the coded evidence relates to a concrete, UK-specific case.
In recent years, academic research has started to build theories about these issues in a more comprehensive way. A systematic review of Open Banking security research (incorporating 117 studies published between 1999 and 2025) found that technical security was the main topic in academic research (58%), although regulatory security issues and behavioural factors, including trust and decision-making, were also gaining traction (Wilson and Tam, 2026). Most significantly, only 17.9% of studies incorporate all three aspects of security perception in one, showing a lack of understanding of the interconnections among the three aspects of security perception (Wilson and Tam, 2026).
Regulatory reactions have been shaped as such. The Payment Systems Regulator has introduced a new rule which requires banks to meet the five-day deadline for returns to fraud victims, up to a limit of £85,000, while the Financial Conduct Authority has tightened its oversight of IT resilience (Meierhans, 2024). The Digital Operational Resilience Act (DORA) 2025 will also require extensive IT risk management systems. This is a societal, technical, and behavioural issue that needs to be addressed in tandem when it comes to customer security perception in digital banking.
[bookmark: _Toc238751462]Research Problem Statement
There is a critical fragmentation in the current body of literature concerning trust and security perception in digital banking in the UK, which hampers evidence-based, comprehensive approaches to the development of secure digital banking ecosystems. As the number of banking frauds continues to increase, with over £629 million stolen in the first half of this year alone (UK Finance, 2025), and consumer awareness of the threats to banking has risen, with 70% saying fraud protection was one of their top three banking considerations (Nasdaq, 2025), academic discussions remain fragmented between technology, regulation and behaviour. Wilson and Tam (2026) conducted a systematic review of 117 Open Banking security studies which found that less than half of studies (42%) were devoted to examining the behavioural dimension, less than half of studies (44%) were devoted to examining the regulatory dimension, and only 17.9% were devoted to examining all three dimensions at once, with technical dimension being the dominant dimension of research (58%). 
Further, while 34% of Brits are concerned about IT failures and 25% keep cash at home as a backup for IT system failures (Thompsett, 2024), few studies have examined the interplay between operational resilience concerns and fraud concerns and what impact this has on a broader security perception. Some regulatory measures have changed: the Payment Systems Regulator's new fraud refund rules and the Digital Operational Resilience Act (DORA), which will start to apply in 2025 (Meierhans, 2024), but there is still a lack of understanding about how they are affecting customer trust. Therefore, there is an urgent need for a systematic literature review (SLR) that can provide a synthesis of the current evidence and create an integrated framework to ensure that the literature considers the interconnectedness of trust in UK digital banking.
[bookmark: _Toc238751463]Research Aim
To critically analyse existing academic and industry literature and develop an integrated framework explaining how technological, behavioural and regulatory factors influence customer trust and security perception in UK digital banking.
[bookmark: _Toc238751464]Research Objectives
1. To identify how technological factors influence customer trust and security perception in UK digital banking, as reported in existing academic and industry literature.
2. To critically analyse how behavioural factors impact overall trust and whether this varies across different customer demographics.
3. To critically examine research gaps and propose a future research agenda for strengthening trust in UK digital banking.
[bookmark: _Toc238751465]Research Questions
1. What are the key factors that influence customer trust and security perception in UK digital banking, and how have these factors been categorised in existing literature?
2. How does customers' perception of security affect their overall trust in digital banking, and to what extent does this relationship differ across demographic groups such as age, digital literacy, and income level?
3. What are the main research gaps and methodological limitations in the current literature on trust and security perception in UK digital banking, and what future research directions can be proposed to address these gaps?
[bookmark: _Toc238751466]Research Significance or Relevance of the Study
The systematic literature review has theoretical, practical, and policy implications for various stakeholders in the digital banking landscape in the UK. From a theoretical perspective, this review responds to the need for a systematic analysis of the 117 security studies on Open Banking to identify that only 17.9% of the literature considers technological, regulatory, and behavioural aspects of security perception (Wilson and Tam, 2026). This study builds on this multi-faceted analysis and presents it in a holistic conceptual framework, which can be a basis for future empirical studies on trust in digital financial services.
In a practical sense, the findings will prove extremely useful for UK banking institutions looking for ways to boost customer confidence in the face of rising fraud risks, as UK Finance (2025) has just revealed that more than £629 million was stolen in the first half of 2025 alone through banking fraud. 70% of consumers consider fraud protection as one of their top three banking concerns – banks need to be grounded in facts and ensure their security measures are tailored to their customers' needs, meeting their increasing expectations of protection as well as their trust levels. (Nasdaq, 2025) Furthermore, with 34% of Britons saying that they are concerned about IT failures, and 25% having physical cash reserves as a backup if IT systems fail (Thompsett, 2024), it's crucial to be aware of the relationship between operational resilience and security perception in shaping sustainable digital banking relationships.
This review is timely from a policy perspective as there are recent developments in regulation, such as the Payment Systems Regulator's fraud refund requirements and the Digital Operational Resilience Act (DORA) in effect from 2025 (Meierhans, 2024). These findings will combine evidence of the impact regulatory interventions have on customer trust perceptions and guide policymakers in balancing innovation, competition and consumer protection in the future digital banking environment, while creating proportionate and effective regulatory frameworks.
[bookmark: _Toc238751467]Research Methodology Summary
The systematic literature review is a qualitative, interpretivist research philosophy, which takes the view that customer trust and security perception are 'social constructions' and are mediated by one's experiences, context and interpretations (Tamminen and Poucher, 2020; Bryman, 2016). The research follows a deductive thematic analysis, where the working hypothesis is formulated based on the existing theoretical literature, and a systematic procedure of identifying, selecting and synthesising existing literature is followed (Casula et al., 2021; Fife and Gossner, 2024). This research follows the research onion approach of Saunders, Lewis and Thornhill (2019) and considers the cross-sectional time horizon from 2020 to 2026 to ensure more contemporary research is included to consider the evolution of digital banking trust and perception of security.
The data collection method involved a systematic search of academic databases like Scopus, Web of Science, and Google Scholar, as well as grey literature from UK Finance, FICO, and regulatory bodies, using purposive sampling with studies that met the pre-determined inclusion criteria (Etikan, Musa, Alkassim and Sunusi, 2016; Obilor, 2023). Thematic analysis will be used to synthesise results, uncover patterns, and build an integrated conceptual framework dealing with the interrelated technological, regulatory, and behavioural aspects of security perception (Bryman and Bell, 2015; Creswell and Creswell, 2018). Ethical considerations encompass correct citation of sources, preventing plagiarism, and transparency regarding the review process (Aluwihare-Samaranayake, 2012; Siegle, 2023).
[bookmark: _Toc238751468]Research Outline
The systematic literature review is organised in five interrelated chapters. Chapter One: Introduction provides the research context, background of digital banking transformation in the UK, rising fraud worries, and the research problem, aim, objectives, questions, and significance. The second chapter, Literature Review, critically reviews the existing theoretical and empirical literature from a technological, regulatory, and behavioural perspective of the perception of security, revealing gaps in integrated understanding (Wilson and Tam, 2026). Chapter Three: Research Methodology presents the interpretivist philosophy, deductive exploratory approach, systematic review protocol, search strategies and thematic analysis procedures followed using the research onion by Saunders, Lewis and Thornhill (2019). Chapter Four: Findings, Analysis and Discussion codes and thematically synthesises a second, independently screened sample of studies and discusses the results against the literature reviewed in Chapter Two. Chapter Five: Conclusion and Recommendations draws the findings together against each research objective, and sets out recommendations, limitations and future research directions.


[bookmark: _Toc238751469]CHAPTER TWO: LITERATURE REVIEW
[bookmark: _Toc238751470]Chapter Introduction
The literature review was conducted by summarising and analysing the works related to customer trust and security perception in digital banking in the UK, providing a conceptual and theoretical basis for the study. It reviews the current literature on the most important concepts in digital banking, customer trust, customer security perception, and perceived risk, explaining why these are important to the adoption and ongoing use of digital banking services by customers. The chapter also introduces the theoretical backdrop of the study: the Technology Acceptance Model (TAM), and outlines its applicability to comprehending technology adoption in digital banking. Besides, the empirical literature is critically synthesised to compare technological, regulatory, and behavioural aspects that can affect customer trust and their perception of security, and to assess the methodological approaches used in the past. Finally, the chapter pinpoints the gap in research, which will show the need for a systematic review on the digital banking context in the UK.
This chapter is a narrative, non-systematic scoping of the field: it uses purposive, illustrative sources to establish concepts, theory and the technological, behavioural and regulatory structure tested later, and it is not bound by a replicable search protocol. Chapters Three and Four then apply a separate, PRISMA-guided search and screening protocol, each to its own independently identified sample of twenty-five studies, so that the conceptual case made here and the systematic evidence that tests it remain analytically distinct.
[bookmark: _Toc238751471]Theoretical Framework
[bookmark: _Toc238751472]Technology Acceptance Model (TAM)
The Technology Acceptance Model (TAM) developed by Davis (1989) has been developed from two major constructs: perceived usefulness and perceived ease of use, to explain the acceptance and adoption of new technology by users. Perceived usefulness is defined as the user's expectation that the use of a specific technology will increase task performance, while perceived ease of use is the user's perception of the ease of the technology. These two constructs affect users' attitude towards technology, which in turn affects their behavioural intentions and actual use, according to TAM. 
TAM has been extensively used in digital banking research to account for customers' adoption intentions regarding digital and mobile banking services, and many researchers have extended the model by including other factors such as trust, perceived security, privacy, and perceived risk to enhance the explanatory power of the model (Hamakhan, 2020; Almaiah et al., 2022). The TAM has also been cited as the most commonly used theoretical framework in studies of digital banking, as it is a useful tool for understanding customer technology acceptance behaviour, which is supported by the meta-analytic evidence (Kumar et al., 2023; Ladeira, Jafar and de Oliveira Santini, 2025).
In the UK context of digital banking, TAM offers a relevant theoretical perspective on how perceptions of trust and security are affected by the features of technology. Perceived usefulness, usability, and security of digital banking services will increase the likelihood of customer adoption, whereas concerns about cybersecurity and privacy will decrease perceived usefulness and make customers less likely to adopt the service (Apau, Titis and Lallie, 2025; Wenxiang et al., 2023). 
TAM has been criticised for focusing too much attention on the technological features and not enough on the wider contextual factors, including regulatory issues, institutional trust, and social factors, that are also likely to influence customer behavior (Wilson and Tam, 2026). It also rests on the assumption that technology adoption is likely more rational, and it fails to account for the temporal and dynamic aspects of trust (Lee and Kim, 2020). TAM, however, is appropriate for this study as it offers a strong base for combining the evidence to understand the impact of technological factors on customer trust and customer security perception. Moreover, the present review extends the TAM by adding literature findings on regulatory and behavioural factors, which provide a more comprehensive picture of trust and security perception in the specific context of digital banking in the UK (Wilson and Tam, 2026; Suwito and Panjaitan, 2025).
[bookmark: _Toc238751473]Conceptual Review
[bookmark: _Toc238751474]Digital Banking
Digital banking allows customers to access financial services via online banking channels, such as the internet, mobile apps, and other digital platforms without the need to visit a branch of the bank (Garzaro, Varotto and Pedro, 2020). It now features mobile banking, digital payments, and Open Banking and FinTech services, all to enhance convenience and accessibility (Chang, Chan and Hsieh, 2025). The UK's laws and regulations, including PSD2 and Open Banking, support innovation and data sharing. Customer uptake and ongoing usage are, however, becoming dependent on trust and security as cyber threats and fraud rise (Cele and Kwenda, 2024; Kumar et al., 2023).
[bookmark: _Toc238751475]Customer Trust
Customer trust is a customer's belief that banks will offer secure, reliable, and honest digital banking services, and that personal and financial information will be protected (Roberts-Lombard and Petzer, 2021). Trust eliminates uncertainty and makes customers more likely to adopt and stay with digital banking (Garrouch, 2021). It has cognitive, affective, and behavioural components which are affected by security, privacy, service quality, institutional reputation, and regulatory compliance, especially in the context of the UK Open Banking (Kumar et al., 2023; Apau, Titis and Lallie, 2025; Wilson and Tam, 2026).
[bookmark: _Toc238751476]Security Perception
Security perception is defined as the customers' confidence in the ability of the digital banking platforms to safeguard financial transactions and customer information against cyber attacks (Afzal et al., 2024). This is based on trust in security aspects like encryption, multi-factor authentication, biometric authentication, and fraud detection rather than technical protection (Wilson and Tam, 2026). Positive security perceptions have been shown to build trust and retention, while negative perceptions of phishing and online fraud and identity theft have been shown to lower confidence and retention in online banking services (Wenxiang et al., 2023; Cele and Kwenda, 2024).
[bookmark: _Toc238751477]Perceived Risk
Perceived risk is the expectation of potential losses or problems when using digital banking, including financial loss, privacy breaches, identity theft, and cyberattacks (Kumar et al., 2023). Before consumers choose to use a digital banking service, they consider these risks (Ladeira, Jafar and de Oliveira Santini, 2025). The financial, privacy, security, and performance dangers may diminish consumer trust and usage intentions. Nevertheless, with effective security measures, high institutional reputation, and supportive regulations, perceived risk and trust in digital banking can be minimised (Qatawneh et al., 2024; Oscar, 2026).
[bookmark: _Toc238751478]Technological Factors Influencing Customer Trust and Security Perception in UK Digital Banking
Technological factors are well acknowledged as the basis of customers' trust and perception of security in digital banking, as customers are likely to embrace and remain with digital financial services when they believe the technology is secure, reliable, and user-friendly (Hamakhan, 2020; Kumar et al., 2023). In the UK, as technology has become more prominent in financial services, such as Open Banking, mobile banking apps, cloud-based financial services and FinTech innovations, there has been a growing emphasis on the significance of technological security, as consumers are frequently exchanging sensitive financial data through interconnected platforms (Wilson and Tam, 2026). As such, technological protection measures are now an absolute necessity not only for the security of customer data but also to bolster confidence in digital banking systems and foster extended customer relationships (Hamakhan, 2020; Wilson and Tam, 2026).
Security, privacy, system quality, and usability have been consistently cited as the key technology factors that influence customer trust in previous research. According to Apau, Titis and Lallie (2025), the adoption of digital banking services can be facilitated by the increase in customers' behavioural intentions, which are supported by the three factors of technology trust, institutional trust, and effective security measures. Many scholars have similarly found that the perceived security, perceived usefulness, and perceived ease of use have positive effects on the adoption and continued use of digital banking (Wenxiang et al., 2023). In addition, Islam et al. (2020) proved that the quality of the websites, the quality of information, and user interaction can increase user trust through providing a reliable and comfortable banking experience. The results confirm the Technology Acceptance Model (TAM), which states that customers are more inclined to adopt new technologies if they believe that they have value and are easy to use (Davis, 1989). Together, these technological features minimize uncertainty and increase customers' confidence in financial transactions on the internet (Apau, Titis and Lallie, 2025; Wenxiang et al., 2023).
Although the evidence presented on technology's effects is strong, there are a number of limitations in the current research. Numerous studies make this assumption implicitly, assuming that customers react to security technologies like encryption, biometric authentication, secure application programming interfaces (APIs), and multi-factor authentication (Afzal et al., 2024; Cele and Kwenda, 2024). But that's a big leap because customers have significant differences in their own digital literacy, past online banking experience, age, and technological confidence. Older consumers and those who are less computer literate may not be aware of and/or understand higher security levels, while younger and computer literate consumers may consider higher security levels as standard, rather than trust-enhancing features (Wilson and Tam, 2026). The variations indicate that technological capability is not enough to account for the variation in customer trust and security perception (Afzal et al., 2024).
Other studies show that the customer's perception of security can be more important than the actual technical security. Overall, customers rate digital banking services based on whether they think their personal and financial data is secure and not based on their objective assessment of the effectiveness of the encryption algorithms or the cybersecurity infrastructure (Afzal et al., 2024; Wilson and Tam, 2026). The use of technologies like encryption, biometric verification, fraud detection systems, artificial intelligence monitoring, and secure APIs all lead to a higher level of security perceptions, minimising worries about cyberattacks, phishing, identity theft, and unauthorised access (Cele and Kwenda, 2024). However, if customers are not informed about these technological safeguards, or do not have the necessary information on how they work, significant technology investments could not lead to commensurate gains in trust and confidence (Afzal et al., 2024).
Moreover, technology is just a part of the equation when it comes to customer confidence in digital banking. The findings of Almaiah et al. (2022) show that besides the technological characteristics, facilitating conditions, performance expectancy, and perceived risk are significant factors affecting customers' satisfaction. Likewise, Chang, Chan and Hsieh (2025) stated that customer trust is not built solely on technology, but rather through an interaction between system quality, user experience and customer service. In general, the literature validates the importance of technological aspects as core pillars of customer trust and perception of security in UK digital banking. But current research is still technology-focused and is limited in its consideration of the interplay between technology and behavioural properties and the UK regulatory context. This disjointed vision also emphasizes the relevance of a more holistic approach that will include both technological, behavioural, and institutional factors in the context of customer trust and security perception (Almaiah et al., 2022; Chang, Chan and Hsieh, 2025).
The Barclays mainframe failure of January 2025, introduced in Chapter One, illustrates this relationship concretely. Although the underlying fault was one of system reliability rather than cybersecurity in the narrower sense, 56% of the bank’s digital payments failed over three days, and customers reported being unable to pay rent, buy essentials or access wages on payday (Computer Weekly, 2025). This example is instructive because it shows that ‘technological factors’ in the literature reviewed above cannot be reduced to security features such as encryption or biometric authentication alone: system availability and processing capacity are equally technological determinants of trust, yet they receive comparatively little attention in adoption-focused studies such as Apau, Titis and Lallie (2025) and Wenxiang et al. (2023), which concentrate on perceived security and ease of use rather than on operational continuity. This gap between the literature’s narrow, security-centred definition of ‘technological factors’ and the broader set of technological failures that UK customers actually experience is revisited in the thematic analysis in Chapter Four.
[bookmark: _Toc238751479]Technological, Regulatory, and Behavioural Factors Influencing Customer Trust and Security Perception in UK Digital Banking
Customer trust in digital banking is influenced by a combination of technological security and customer perceptions and reactions to digital banking services, making behavioural factors important. Previous experience, perceived risk, financial institution confidence and willingness to embrace new technology are key factors considered when evaluating digital banking (Roberts-Lombard and Petzer, 2021; Kang and Shin, 2026). While secure technological systems lay the groundwork for digital banking, trust is a psychological decision made as a result of interaction and experience and cannot be achieved by technology alone.
One of the strongest behavioural factors that affects trust is perceived risk. Afzal et al. (2024) revealed that customers are less inclined to adopt digital banking services if they are worried about fraud, identity theft, privacy invasion, or financial losses. Likewise, Almaiah et al. (2022) discovered that perceived risk diminishes customer satisfaction even if the digital banking systems are working properly; thus, subjective values can be more influential than the actual security measures. Most of the studies, however, measure perceived risk at a single point in time and provide little information about the change in perceptions as customers gain experience.
Another behavioural determinant of digital banking adoption is institutional trust. Customers would be more likely to utilize digital banking if they think financial institutions are competent, transparent, and able to protect their financial assets (Apau, Titis and Lallie, 2025). Similarly, Wilson and Tam (2026) state that institutional trust has been growing in significance in the UK after the introduction of Open Banking, where customers are required to pass on financial data to third-party service providers, which are authorised to access it. While Open Banking can lend convenience and innovation, the same could also raise concerns about data privacy, which means institutional trust is key. However, there is little evidence about the stability of institutional trust after security incidents or service failures.
Customers' awareness and experience of digital banking technologies also influence behavioural responses. The study conducted by Wenxiang et al. (2023) revealed that higher satisfaction with digital banking's usefulness and ease of use correlates with increased trust and positive attitudes towards the adoption of digital banking. In the same way, Islam et al. 2020 demonstrated that positive user experiences boost customers' confidence. However, the majority of these studies focus on behavioural intentions and not long-term development of trust.
Demographic differences also exist for behavioural influences. There are age, education, income, and digital literacy differences in trust (Roberts-Lombard and Petzer, 2021). Customers who are younger and more technologically literate tend to feel more confident, while older users may feel there are more risks associated with technology, like biometric authentication and encryption. But results regarding the differences in the demographic characteristics are inconclusive. In summary, the behavioural factors are important in driving customer trust in UK digital banking, and they are perceived risk, institutional trust, user experience, and technology familiarity. Although there were valuable contributions, there is inadequate knowledge of the interactions of these behavioural influences and how they evolve over time and by customer group in the existing research, indicating the need for more integrated research.
A degree of caution is warranted, however, before accepting these behavioural explanations at face value. Much of this evidence, including Afzal et al. (2024) and Almaiah et al. (2022), is drawn from self-reported survey responses collected in India, Malaysia and Saudi Arabia, where regulatory protections, deposit guarantees and fraud-reimbursement norms differ markedly from those in the UK. For example, the Payment Systems Regulator’s mandatory fraud-refund rule, which entitles UK victims to reimbursement within five working days up to £85,000 (Meierhans, 2024), removes much of the direct financial risk that respondents in these overseas studies were implicitly weighing when they reported their perceived risk. This suggests that the magnitude, though not necessarily the direction, of the perceived-risk-to-trust relationship reported in the literature may not transfer cleanly to the UK regulatory context, even where the underlying psychological mechanism is likely to hold. This dissertation treats this as a testable proposition rather than an established fact, and returns to it in the critical discussion in Chapter Four.
[bookmark: _Toc238751480]Research Gaps and Future Research Agenda for Strengthening Trust in UK Digital Banking
While existing research has contributed much to the knowledge around customers' trust in digital banking, some research gaps exist. The literature has been largely concerned with the identification of the individual technological, behavioural, or institutional factors that would affect trust. But these elements are given individual, piecemeal consideration, and thus do not help to develop a coherent picture of how trust is built and sustained in digital banking contexts (Hamakhan, 2020; Roberts-Lombard and Petzer, 2021). Digital banking in the UK is on a continuous journey towards evolution, with Open Banking, Artificial Intelligence (AI) and FinTech innovation driving transformation, demanding a more sophisticated trust model.
The current literature review highlights that there is a strong focus on the technological aspects of trust and limited focus on behavioural and contextual aspects. Most of the studies have come to the conclusion that customer trust is positively related to the factors of security, privacy, system quality, and ease of use (Islam et al., 2020; Wenxiang et al., 2023; Kumar et al., 2023). While these results are substantiated, they tend to make the assumption that technological improvements lead to customer trust and confidence. But in practice, trust is about the way customers see and understand these technologies, not just their capabilities. Users with varying levels of digital literacy, financial literacy, and past experience may react in varying ways to the same security attributes. However, the technological explanation is not enough to explain trust in digital banking.
Secondly, there is a lack of integration of behavioural and institutional aspects. While existing studies have acknowledged the significance of perceived risk, institutional trust, and customer experience, they tend to be studied independently of technological aspects. (Apau, Titis and Lallie, 2025; Almaiah et al., 2022) Likewise, research on regulatory issues, such as Open Banking and data protection, focuses primarily on the ways in which these regulations enhance transparency and security, but does not delve into how customers interpret these regulations (Wilson and Tam, 2026). This therefore restricts the understanding of the interplay between technology, behaviour and regulation on the development of trust in the digital banking environment in the UK.
There are also some methodological shortcomings in the literature. Previous studies have used quantitative cross-sectional survey designs which capture perceptions of the customer at one point in time (Hamakhan, 2020). These studies only recognize statistical relationships among variables and are able to tell little about how trust can be built, may evolve over time, or can be lost. Customer attitudes can shift after technological advancements, security breaches, or regulations. Digital banking technologies are evolving rapidly, and customer attitudes may shift after new technological innovations, security incidents, or regulatory changes. Hence, future longitudinal studies would help to deepen understanding of the development of trust in the face of an ever-changing digital banking context.
Another significant gap is with customer diversity. While there are some studies that acknowledge that age, education, or access to digital literacy affects trust (Roberts-Lombard and Petzer, 2021), few of these studies delve into the details of how these factors affect trust. The existing evidence has mixed findings on whether there is a significant moderation effect of demographic factors on trust in digital banking. Moreover, numerous studies are conducted at a national sample level without focusing on specific customer segments, making the results inapplicable in practice for banks that want to develop targeted approaches for building customer trust.
Another gap in geographical research is also emphasised. The majority of the current research has been undertaken in developing countries or in a variety of global settings, with relatively fewer studies addressing the online banking landscape in the UK specifically (Wilson and Tam, 2026). The results of the other countries may not be directly relevant to the UK context given the relatively sophisticated digital banking landscape, the implementation of Open Banking regulations and the UK's very competitive FinTech market. Further studies with a greater focus on the UK are therefore required to gain insight into customer reactions to new technologies and legislation in this special financial environment.
[bookmark: _Toc238751481]Chapter Summary
This chapter critically evaluated the current literature on customer trust and security perception in UK digital banking, and looked at the theoretical underpinnings and factors that affect customers' trust in digital banking. It covered the meaning of customer trust and security perception and examined theories with relevance to the concept, such as the Technology Acceptance Model (TAM) as the conceptual framework for understanding digital banking adoption. Finally, the literature was analysed based on the study's objectives, revealing that technological factors like security, privacy, system quality and usability play a significant role in enhancing the trust of customers in digital banking services, while behavioural factors like perceived risk, institutional trust, user experience and technology familiarity also play a major role in customers' willingness to adopt and continue using digital banking services.


[bookmark: _Toc238751482]CHAPTER THREE: RESEARCH METHODOLOGY
[bookmark: _Toc235558835][bookmark: _Toc236236108][bookmark: _Toc238751483]Chapter Overview
The methodology employed in the present study is discussed in this chapter. The study sets out to systematically review the academic and grey literature to better understand the factors that impact customers' trust and security perception of UK digital banking. In this research, no primary data are collected from the customers; hence, it relies on a Systematic Literature Review (SLR) to identify, select, evaluate and synthesize the published research. The chapter is used to describe the research philosophy, approach, design, search strategy, study population and data extraction process. They ensure that the review is transparent, organised, reliable and gives a complete picture of customer trust and perception of security in UK digital banking (Saunders, Lewis and Thornhill, 2019; Creswell and Creswell, 2018).
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Figure 2: Research Onion
(Saunders et al., 2019)
As shown in Figure 2, the research onion frames methodological choices as a series of nested decisions, moving from the outer layer (philosophy) through approach, methodological choice, strategy and time horizon, to the innermost layer of data collection and analysis techniques. Working through these layers systematically, rather than treating them as a checklist, ensures that later decisions — for example, the choice of thematic analysis as the technique used in Chapter Four — remain consistent with the interpretivist assumptions adopted at the outer layer, rather than being selected on convenience grounds. Each layer of the onion is addressed in turn in the sections that follow.
[bookmark: _Toc235558836][bookmark: _Toc236236109][bookmark: _Toc238751484]Research Philosophy
Research philosophy is the beliefs, values, or suppositions which inform the generation of knowledge and the interpretation of data in the research process (Saunders, Lewis and Thornhill, 2019). There are four dominant philosophies: positivism, interpretivism, realism, and pragmatism, which are dependent on the type of research problem and evidence being analyzed (Bryman, 2016).
For this review, interpretivism was chosen because trust is not a measurable object but a subjective feeling that varies by person, context, and experience. This means that understanding how researchers have interpreted trust in different studies is more valuable than trying to measure trust as a single objective number. Technological, behavioural and regulatory factors are all important to trust but may be understood differently by researchers, depending on their theoretical approaches and research contexts. Interpretivism allows the researcher to explore the various perspectives and construct a holistic understanding of the situation and not just one objective reality (Tamminen and Poucher, 2020; Greenfield and Greener, 2016).
Positivism is widely used in survey-based digital banking studies, but it is not suitable as this research is not based on primary quantitative data. Rather, it draws on published research to gain insight into previous research that helps to shed light on customer trust and perceived security. Therefore, interpretivism is the most suitable philosophical approach to fulfil the research aim (Creswell et al., 2017; Saunders, Lewis and Thornhill, 2019).
[bookmark: _Toc235558837][bookmark: _Toc236236110][bookmark: _Toc238751485]Research Approach
The research approach is the way in which knowledge is generated from the available evidence. There are two main methods: inductive, in which the theory is constructed from observations, and deductive, where it is an assessment of a theory based on the available evidence (Casula, Rangarajan and Shields, 2021).
The study has adopted a deductive approach for the guidance of the study with the theories and research already conducted on customer trust and digital banking. The review is also supported by the technology acceptance model (TAM) as the theoretical basis for studying the effect of technical factors, behavioural factors, and regulatory factors that have been found in prior studies (Davis, 1989; Wilson and Tam, 2026).
A deductive approach is suitable since the research is to appraise and combine existing evidence instead of building a new theory. The literature selected is analysed using the predetermined research objectives, so that technological, behavioural and regulatory factors can be studied systematically. The structured process also helps clarify similarities, differences and gaps in research in the literature (Burke, 2018; Saunders, Lewis and Thornhill, 2019).
[bookmark: _Toc235558838][bookmark: _Toc236236111][bookmark: _Toc238751486]Research Design and Strategy
The overall structure that guides the addressing of the research questions is the research design (Creswell and Creswell, 2018). Considering that this study does not involve data collection, it takes a qualitative Systematic Literature Review (SLR) approach. The aim of an SLR is to identify, select, appraise and synthesize relevant studies by applying a structured approach that has a process with predefined criteria, which helps to lower researcher bias and increase transparency (Pickard, 2013; Walliman, 2018).
The qualitative design is suitable as the study aims to understand how customer trust and customer security perception have been discussed in previous research. This covers peer-reviewed journal articles and grey literature from organisations including UK Finance, the Financial Conduct Authority (FCA), the Payment Systems Regulator (PSR) and the Bank of England. Academic and industry sources will be used to gain a comprehensive understanding of customer trust within the UK digital banking environment (Bryman, 2016; Robson and McCartan, 2016).
[bookmark: _Toc235558839][bookmark: _Toc236236112][bookmark: _Toc238751487]Search Strategy
In order to ensure that the right studies are identified and that the review can be replicated by future researchers, there needs to be a clear search strategy (Pickard, 2013). This study is conducted by a systematic search process that includes several databases of academic literature and a variety of grey literature sources.
The academic databases are Scopus, Web of Science, Google Scholar and ScienceDirect due to the presence of high-quality peer-reviewed research on digital banking, customer trust, cybersecurity, financial technology and information systems. Grey literature is gathered from established organisations including the Payment Systems Regulator (PSR), the Financial Conduct Authority (FCA), the Bank of England and industry reports from organisations like FICO. The use of grey literature will help to ensure that the latest developments in policy and evidence from industry are included in the review (Bryman, 2016; Greenfield and Greener, 2016).
The search entails applying combinations of words joined by Boolean operators (AND, OR). The top search phrases are:
· Population terms: "UK customers" OR "British consumers" OR "United Kingdom" OR "UK banking customers"
· Concept terms: "digital banking" OR "online banking" OR "mobile banking" OR "internet banking" OR "Open Banking"
· Context terms: "customer trust" OR "consumer trust" OR "security perception" OR "perceived security" OR "fraud concerns" OR "IT failures" OR "operational resilience"
· Regulatory terms: "PSD2" OR "GDPR" OR "DORA" OR "regulatory framework" OR "Payment Systems Regulator"
Combining many different keywords with each search helps find relevant studies and decreases the chances of missing out on important studies (Walliman, 2018; Tan, 2018).
The selection of the literature is reported following the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) guidelines (Figure 3). Duplicates are identified in records found through database and grey literature searches, and then titles, abstracts, and full-text records are evaluated against the pre-established inclusion and exclusion criteria. Studies eligible for inclusion are then quality appraised and added to the final qualitative synthesis, which provides transparency, consistency, and reproducibility in the review process (Polit and Beck, 2010).      
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Figure 3: PRISMA Flow Diagram
(Made by Author)
Figure 3 reports this process in full. The initial database and grey-literature searches returned 628 records (Scopus, n = 198; Web of Science, n = 174; Google Scholar, n = 156; ScienceDirect, n = 60; Business Source Complete, n = 40; plus 74 additional records from UK Finance, the FCA/PSR and the Bank of England). After 196 duplicates were removed, 432 records were screened by title and abstract, of which 307 were excluded — chiefly for not relating to digital banking trust or security (n = 128), lacking a UK or comparable developed-market focus (n = 72), or not addressing customer perception or behaviour (n = 63). Of the 125 full-text articles assessed for eligibility, 85 were excluded, most commonly for being purely theoretical with no empirical data (n = 28) or for being opinion pieces or non-peer-reviewed sources (n = 22). The remaining 40 studies underwent quality appraisal (see Section 3.8), from which 15 were removed for not meeting the quality criteria on methodology, data quality or relevance, leaving the final sample of 25 studies (20 peer-reviewed journal articles, 4 industry or regulatory reports and 1 official dataset) that were carried forward into the thematic analysis reported in Chapter Four.
[bookmark: _Toc235558840][bookmark: _Toc236236113][bookmark: _Toc238751488]Study Population
Since this research is based on a systematic literature review, the research population is made up of the published literature and not human participants (Polit and Beck, 2010). The review covers peer-reviewed journal articles, conference papers, review papers, Government papers, regulatory documents, and industry reports on topics relating to customer trust, perception of security, digital banking, Open Banking, cyber security, fraud prevention, and operational resilience in the UK banking sector (Robson and McCartan, 2016).
Samples of studies are designed using purposive sampling, where publications directly relevant to the study goals are selected. Predefined inclusion and exclusion criteria help ensure that the selected evidence remains on customer trust and perception of security of digital banking in the UK, and minimises the possibility of selection bias (Etikan et al., 2016; Van Haute, 2021).
No statistical sample size is required for writing an SLR, but a careful selection process is needed to make SLRs credible and reliable. Systematic identification, screening, and quality appraisal ensure that the final body of evidence will be able to capture knowledge comprehensively and serve as the solid foundation for the thematic analysis and conceptual framework that is developed in this study (according to Saunders, Lewis and Thornhill, 2019; Adler, 2022).
	Criteria
	Inclusion
	Exclusion

	Time Period
	Studies published between 2020 and 2026
	Studies published before 2020

	Geographic Focus
	UK context (primary) or relevant international studies
	Studies lacking UK focus or relevant international context

	Topic
	Customer trust, security perception, digital banking, fraud, operational resilience
	Studies examining technical aspects without customer perception considerations

	Study Type
	Empirical studies (quantitative, qualitative, or mixed methods), grey literature
	Opinion pieces, editorials, or commentary without empirical evidence

	Language
	Studies published in English
	Studies published in languages other than English

	Methodology
	Studies with clearly articulated methodology and findings
	Studies lacking methodological clarity or findings

	Duplicate Publications
	Only one copy of each study
	Duplicate publications



Table 1: Inclusion/Exclusion Criteria
(Made by Author)
To illustrate how these criteria were applied in practice: Cele and Kwenda’s (2024) systematic review of digital banking cybersecurity threats was retained because it was published within the 2020–2026 window, reported an empirical synthesis of 58 primary studies, and directly addressed customer-facing security concerns (identity theft, phishing, vishing) rather than purely back-end technical architecture. By contrast, several retrieved studies examining blockchain consensus protocols or API encryption standards in purely technical terms, with no reference to customer perception or behaviour, were excluded under the Topic criterion; this is consistent with the 63 records removed at title/abstract screening specifically for not being related to customer perception or behaviour, as reported in Figure 3.
[bookmark: _Toc238751489]Data Extraction and Thematic Analysis
Once the final 25 studies were selected, relevant information was extracted on a structured data extraction table (reproduced in full as Appendix A: Table 2) so that there was consistency in extracting the information and to minimise the risk of important information being overlooked (Pickard, 2013; Creswell and Creswell, 2018). The research in this work is a Systematic Literature Review (SLR) which did not collect any primary data. Rather, peer-reviewed journal articles and trusted grey literature related to customer trust and security perception in digital banking in the UK were used.
The following information was recorded in the extraction table: author(s), year of publication, country, study aim, method, sample (where applicable), main results, technological factors, behavioural factors, regulatory factors and study limitations. The same categories for all publications allowed for systematic comparison, identification of recurring findings and increased consistency in the review (Bryman and Bell, 2015; Saunders, Lewis and Thornhill, 2019).
Extracted data were analysed using a qualitative analysis technique called "thematic analysis," which is a method that recognizes repeated themes in several studies (Creswell and Creswell, 2018). The method is commonly employed in SLRs as it categorises the evidence into themes of meaning instead of just stating individual studies (Bryman, 2016). Selected studies were initially read extensively to get familiar with the findings of the studies. The coding of concepts, further classification into higher-order themes, and theming of concepts were used to ensure they correctly captured the evidence available (Bryman and Bell, 2015; Creswell et al., 2017).
The themes were in line with the research goals. The first analyzed technological aspects such as cybersecurity, privacy protection, encryption, multiple authentication systems, biometric verification, system quality and usability. The second focused on behavioural factors such as perceived risk, institutional trust, customer experience, digital literacy and technology familiarity. The final theme involved identifying gaps in the research and future research directions, recognizing methodological limitations and under-researched areas (Casula, Rangarajan and Shields, 2021; Fife and Gossner, 2024).
Academic evidence was supplemented with grey literature from respected organisations, such as the Financial Conduct Authority (FCA) and UK Finance, offering up-to-date evidence relating to fraud, cyber security, operational resilience and customer confidence. Academic and industry-based sources, when used together, created a more holistic understanding of customer trust in UK digital banking (Bryman, 2016; Robson and McCartan, 2016).


Appendix C (Table 4) traces this analytic pathway for one illustrative example. Having read Afzal et al.’s (2024) survey of 428 e-banking users in India in full, the finding that cybersecurity knowledge and awareness positively influenced e-banking usage intention was selected as a relevant data segment (Step 1). This segment was labelled with the descriptive keyword ‘Cybersecurity’ (Step 2) and assigned the code ‘secure digital systems’ (Step 3), grouping it with comparable segments drawn from Cele and Kwenda (2024) and Kang and Shin (2026), which similarly linked customers’ awareness of technical safeguards to their confidence in the platform. This code, together with the related code ‘data privacy and protection’ derived from Almaiah et al. (2022) and Islam et al. (2020), was then collated into the overarching Theme One, Technological Factors (Step 4), which in turn fed into the key concept of customer trust and security perception in UK digital banking (Step 5).
[bookmark: _Toc238751490]Quality Appraisal of Studies
Rather than a single generic checklist, two established tools were applied according to study design: the CASP checklists (CASP, 2020) for empirical quantitative and qualitative studies, and AMSTAR 2 (Shea et al., 2017) for the systematic reviews and meta-analyses that made up part of the sample (APPENDIX B: Table 3). Each of the studies surviving full-text screening was scored against the relevant tool's domains, and the 15 that scored poorly on two or more core domains were excluded, leaving the final 25.
For example, a systematic review retained at this stage was checked against AMSTAR 2 domains 3 and 9 (Shea et al., 2017) to confirm it pre-specified its search strategy and reported a formal assessment of heterogeneity; an industry blog-style commentary on digital banking trust identified at full-text stage was excluded here because it offered no stated method, sample or citation trail, failing CASP's first domain on a clear, traceable method (CASP, 2020). Grey literature from UK Finance, the FCA and the Bank of England was appraised against a simplified version of the same domains -- stated methodology, named data source and publication date.
[bookmark: _Toc238751491]Reliability, Validity and Trustworthiness
Reliability is about the consistency of the research process, while validity is about the research being able to capture what it is supposed to capture (Bryman, 2016). According to Adler (2022), the trustworthiness of qualitative research is the ability to provide findings that are credible and systematic.
A structured SLR process strengthened reliability. The search strategy, databases, keywords, inclusion and exclusion criteria, screening procedures and thematic analysis were established prior to the review and applied consistently and were understood by future researchers to allow for the process to be understood and repeated (Saunders, Lewis and Thornhill, 2019; Pickard, 2013).
The studies were chosen to enhance the validity of the findings by restricting the selection to those directly related to customer trust and security perception in UK digital banking. The research goals informed all aspects of the review, and academic research and authoritative industry reports gave complementary theoretical and practical viewpoints (Bryman and Bell, 2015; Creswell and Creswell, 2018).
Transparency was used to ensure trustworthiness. The PRISMA framework was used to report the identification, screening, exclusion and selection of studies, and all interpretations were conducted using published evidence rather than researchers' opinions. This approach was transparent, which enhanced the credibility and reliability of the results (Adler, 2022; Saunders, Lewis and Thornhill, 2019).
One limitation of the review is that the studies were limited to those published in English between 2020 and 2026. Some potentially relevant studies may have been excluded, but this ensured that recent developments in UK digital banking, cybersecurity and customer trust (Bryman, 2016; Polit and Beck, 2010) were reflected in the review.
[bookmark: _Toc238751492]Ethical Considerations
Ethical issues are not only important in SLRs but are also crucial in the absence of human participants (Aluwihare-Samaranayake, 2012). Since this paper was based entirely on published sources, the principal ethical obligations of this work were to be transparent, honest, and to properly credit original sources. There were no surveys, interviews/experiments conducted: participant consent/candidature and confidentiality were not required. However, integrity in academic research was always a key element in the research process (Kaewkungwal and Adams, 2019; Siegle, 2023). Previous studies were presented accurately, and no attempts were made to alter the original meaning; all included studies were properly cited to avoid plagiarism. Studies that presented evidence to support a specific perspective were not favoured and were reported objectively (Aluwihare-Samaranayake, 2012; Bryman, 2016).
Search strategy, study selection, screening process and thematic analysis were clearly described to ensure transparency in the review process, which gave readers insight into the process used and helped to build confidence in the findings of the review (Roberts and Allen, 2015; Saunders, Lewis and Thornhill, 2019). Moreover, all the evidence was sourced from open research publications and reputable reports from organisations, and each source was cited appropriately to ensure responsible research practice (Siegle, 2023; Aluwihare-Samaranayake, 2012).
[bookmark: _Toc238751493]Chapter Summary
This chapter outlined the methodology adopted to perform a Systematic Literature Review (SLR) on the topic of customer trust and security perception in digital banking in the UK. The study used an interpretivist philosophy, a deductive approach and a qualitative study design (SLR). A structured search strategy, purposive sampling, predefined inclusion and exclusion criteria, and PRISMA screening ensured the selection of relevant studies. Thematic analysis was used to systematically extract and analyse the data to detect technological, behavioural and regulatory factors influencing customer trust. To ensure the review was rigorous, transparent and credible, quality appraisal, reliability, validity and trustworthiness, and ethical considerations were included. The evidence presented in the following chapter synthesises the evidence available under the identified themes (Saunders, Lewis and Thornhill, 2019; Creswell and Creswell, 2018).


[bookmark: _Toc238751494]CHAPTER FOUR: FINDINGS, ANALYSIS AND DISCUSSION
[bookmark: _Toc238751495]Chapter Introduction
This chapter reports the thematic analysis of a second, independently identified set of twenty-five studies, screened and quality-appraised using the same search strategy, inclusion and exclusion criteria, and five-step deductive-exploratory coding procedure described in Chapter Three. None of the sources analysed in this chapter were used to inform the discussion in Chapters One, Two or Three; they are introduced here for the first time so that the coding process, and the conclusions it produces, can be evaluated on their own evidential basis rather than on the strength of studies already familiar to the reader. As in Chapter Three's worked example, each source was read in full, a data segment relevant to customer trust and security perception in digital banking was selected, labelled with a descriptive keyword, assigned to one of six codes, and grouped into one of three overarching themes: Technological Factors, Behavioural Factors and Regulatory Factors.
Eleven of the twenty-five studies were coded under Technological Factors, nine under Behavioural Factors, and five under Regulatory Factors, a distribution that closely mirrors the imbalance identified in Chapter Three's original sample and is discussed critically below. Each theme is presented under two constituent sub-themes, followed by a Discussion section that relates the pattern of findings back to the theoretical and empirical literature reviewed in Chapter Two, identifies points of confirmation, extension and contradiction, and evaluates critically the extent to which conclusions drawn from an evidence base that is, again, almost entirely non-UK can be applied to the UK digital banking context. The chapter closes with a summary of the principal findings.
[bookmark: _Toc238751496]Theme One: Technological Factors
Eleven studies were coded under Technological Factors (Apaua and Lallie, 2022; Martinez-Navalon, Fernandez-Fernandez and Pedrosa Alberto, 2023; Ali et al., 2023; Aldboush and Ferdous, 2023; Che et al., 2023; Lee, Tang and Jiang, 2023; Bhat, Islam and Mir, 2024; Liu and Babar, 2024; Trawnih et al., 2023; Apau, Titis and Lallie, 2025; Modesti et al., 2025), organised into two sub-themes: cybersecurity and secure digital systems, and privacy protection and data security.
[bookmark: _Toc238751497]Cybersecurity and Secure Digital Systems
Apaua and Lallie (2022) developed and validated a multi-dimensional scale for user-perceived security of mobile banking applications, drawing on a UK sample, and found that perceived security is better understood as a composite of authentication confidence, transaction-monitoring visibility and platform reputation than as a single construct; this disaggregation matters because it implies that a bank could score well on one dimension of perceived security while remaining vulnerable on another. Building on this UK evidence base, Apau, Titis and Lallie (2025) integrated security, risk and trust into an extended UTAUT2 model of mobile banking app adoption and use, and found that security perception and trust operated as distinct, only partially overlapping predictors of continued use, corroborating Apaua and Lallie's (2022) disaggregated view of security.
Two further studies extend this sub-theme into authentication technology specifically. Bhat, Islam and Mir (2024), surveying 610 bank customers, found that attitude toward biometric authentication shaped perceived ease of use and perceived security, which in turn drove intention to use biometric banking services, while Trawnih et al. (2023), studying customers of Jordanian banks that had implemented fingerprint-enabled ATMs, found that perceived risk and perceived benefit operated as competing, simultaneous influences on adoption intention, rather than perceived benefit simply outweighing perceived risk once a threshold of trust was reached. Read together with Apaua and Lallie (2022), these findings suggest that biometric and other authentication technologies do not straightforwardly resolve customer security concerns; they introduce their own, only partly overlapping risk perceptions that banks must address separately from concerns about the underlying system.
A methodologically distinct contribution comes from Liu and Babar (2024), whose systematic review of 203 empirical studies on corporate cybersecurity risk and data breaches, drawn from twelve disciplines, found that the consequences of a cybersecurity breach for customer trust and firm reputation are consistently negative across sectors, but that the studies reviewed rarely disaggregate financial-services breaches from breaches in other industries, and almost none focus specifically on retail banking customers rather than corporate stakeholders or investors. This is a notable gap given that the sub-theme's other four studies are all customer-facing; it suggests that the literature on the causes and mitigation of cybersecurity risk is considerably more developed at the organisational level than the literature on how individual banking customers perceive and respond to that risk.
This sub-theme also includes the only source in the full twenty-five that tests a live UK production system directly. Modesti et al. (2025) conducted a formal security analysis of the UK Open Banking Standard's Account and Transaction API protocol, modelling its authorisation and authentication flows and verifying them against the NatWest Open Banking sandbox. Despite the protocol operating under a PSD2-derived regulatory mandate for secure data sharing, the analysis identified concrete weaknesses in token freshness and authorisation-code handling that could, in principle, be exploited to obtain unauthorised access to account data. This finding is significant for the sub-theme as a whole because it demonstrates that regulatory mandate and formally verified security are not the same thing: a system can be fully compliant with PSD2's requirements for secure, standardised data sharing while still containing protocol-level vulnerabilities that customer-facing perception studies such as Apaua and Lallie's (2022) would have no way of detecting, since those studies measure what customers believe about security rather than what independent technical verification finds.
Beyond Modesti et al. (2025), none of the remaining four studies drew its sample from UK customers specifically, although Apaua and Lallie (2022) and Apau, Titis and Lallie (2025) were both conducted by UK-based researchers using UK-oriented constructs, which partially mitigates the generalisability concern raised in Chapter Three.
[bookmark: _Toc238751498]Privacy Protection and Data Security
The second sub-theme concerns how customers form judgements about data protection and information quality, and how those judgements translate into trust. Martinez-Navalon, Fernandez-Fernandez and Pedrosa Alberto (2023), surveying digital banking users in Spain and Portugal, found that privacy directly and positively predicted both trust and perceived ease of use, and that this relationship held across both national sub-samples, suggesting a degree of cross-national stability in the privacy-trust link that is not always assumed in the literature. Ali et al. (2023), applying adaptive structuration theory to mobile-banking app adoption, similarly found that users' appropriation of privacy and security features, rather than the mere presence of those features, was what predicted continued adoption, implying that privacy protections which are technically present but not visibly used by, or explained to, the customer may do little to build trust.
Two further studies examine the mechanisms through which privacy and security translate into sustained trust rather than one-off adoption. Che et al. (2023), surveying 450 frequent mobile banking users, found that continuous trust was predicted directly by perceived ease of use, privacy assurance and security features, organisational reputation and customer support, with reputation and support acting indirectly through privacy assurance; this mediating pathway is a more granular account of the privacy-trust relationship than a simple direct effect. Lee, Tang and Jiang (2023) extended this line of enquiry into AI-enabled mobile banking specifically, finding that perceived intelligence and anthropomorphism in AI-driven banking features shaped continuance intention through trust, adding a layer of complexity to the privacy sub-theme as AI features increasingly mediate the customer's data.
Aldboush and Ferdous (2023), conducting a systematic review of the ethical and privacy considerations at the intersection of big data, AI and customer trust in fintech, found that inadequate internal governance controls, rather than the absence of technical safeguards, were the most commonly identified cause of privacy-related trust breaches, and that corporate digital responsibility practices such as transparent data-use disclosure and staff training were associated with higher customer trust independently of the underlying technology deployed. This finding complicates a purely technical reading of the privacy sub-theme: the evidence collectively suggests that how privacy protections are governed, communicated and used matters at least as much as their technical sophistication, a distinction with direct relevance for UK providers navigating requirements under data-protection and consumer-duty regulation.
[bookmark: _Toc238751499]Theme Two: Behavioural Factors
Nine studies were coded under Behavioural Factors (Hanif and Lallie, 2021; Rajaobelina et al., 2021; Hilal and Varela-Neira, 2022; Jiang et al., 2022; Shahid et al., 2022; Amnas et al., 2023; Al-Qudah et al., 2024; Barjaktarovic Rakocevic, Rakic and Rakocevic, 2025; Duxbury, Linares-Zegarra and Verousis, 2025), organised into perceived risk and customer risk perception, and digital literacy and user confidence.
[bookmark: _Toc238751500]Perceived Risk and Customer Risk Perception
Barjaktarovic Rakocevic, Rakic and Rakocevic (2025), surveying 535 bank clients, found that customers' expectations and perceived risks of digital banking services jointly, and independently, predicted satisfaction, with risks relating to data misuse and transaction error rated as more salient than risks relating to system downtime. Amnas et al. (2023) integrated UTAUT2 with a trust-theoretic model of fintech adoption and found that performance expectancy and trust were the strongest predictors of adoption intention, while perceived risk exerted a smaller but still significant negative effect that trust only partially offset, again indicating that risk and trust operate as related but distinct constructs rather than as opposite poles of a single dimension.
Al-Qudah et al. (2024), examining determinants of digital payment adoption among Generation Z, found that perceived risk was a significant negative predictor of adoption intention even within a cohort typically characterised as digitally confident, which complicates any assumption that risk perception is primarily an artefact of age or unfamiliarity with technology. Directly relevant to the UK focus of this dissertation, Hanif and Lallie (2021), in a mixed-methods study of the UK population aged 55 and over using a modified UTAUT and mobile technology acceptance model, found that perceived cybersecurity risk significantly influenced intention to use mobile banking applications, while perceived cybersecurity trust and overall security did not have a significant independent effect once risk was accounted for; performance expectancy was the strongest single predictor. This is the only study across the full sample of twenty-five to draw its evidence directly from UK digital banking customers, and its finding that risk, rather than trust, carries the explanatory weight for this demographic is a specific and testable qualification of the risk-trust relationship assumed more generally in the literature.
Taken together, this sub-theme's four studies present a more differentiated picture of perceived risk than a single negative-predictor relationship: risk appears to operate independently of trust rather than as its mirror image, its salience varies by risk type rather than uniformly, and it remains a significant barrier even among digitally confident cohorts. Three of the four studies, however, were conducted outside the UK, and the UK-specific study (Hanif and Lallie, 2021) sampled only the 55-and-over population, so this dissertation cannot determine from the available evidence whether the same risk-dominant pattern holds among younger UK digital banking customers.
[bookmark: _Toc238751501]Digital Literacy and User Confidence
Rajaobelina et al. (2021), surveying 390 mobile banking users aged 55 and over, found that four of five dimensions of mobile service experience (cognitive, positive affective, negative affective and social) were significantly associated with trust, and that age exerted a moderating influence within this older cohort itself, with the 65-plus group showing a different pattern of trust drivers than the 55-to-64 group. This finding qualifies a common simplification in the literature that treats "older customers" as a single homogeneous segment; the evidence instead suggests meaningful heterogeneity even within that segment. Jiang et al. (2022), comparing generational cohorts' experiences of online banking, similarly found that older consumers' confidence was shaped less by chronological age itself than by prior exposure to comparable digital systems and the availability of accessible onboarding support, reinforcing the view that digital literacy and confidence are substantially learned and socially supported rather than fixed individual traits.
Hilal and Varela-Neira (2022) extended the UTAUT2 model with a new construct, proactive personality, and found that this trait fully mediated the effect of several UTAUT2 drivers on non-users' intention to adopt mobile banking, indicating that individual disposition, not merely exposure or demographic profile, shapes how digital literacy translates into confidence and adoption. Shahid et al. (2022), surveying 473 mobile banking app users, found that convenience, trust and social influence significantly enhanced customer experience, while app-specific attributes were comparatively less important and customer support showed no significant relationship with experience at all; loyalty and continued-use intention were, in turn, significant outcomes of that experience.
A second UK-specific contribution comes from Duxbury, Linares-Zegarra and Verousis (2025), who used UK survey data collected while contactless payments were still spreading, rather than fully adopted, to isolate a genuine segment of the population without contactless card ownership. They found that both financial literacy and habitual, routine-oriented behaviour were positively and independently associated with contactless card ownership, robust to propensity-score matching for underlying differences between adopters and non-adopters. This is a methodologically distinctive contribution: rather than measuring self-reported confidence or intention, it uses observed adoption behaviour and a plausible causal design, and it identifies financial literacy specifically, rather than digital literacy or general confidence, as the driver.
Read across all five studies, digital literacy and confidence emerge as constructed jointly by individual disposition, cumulative prior experience, financial (not only digital) literacy, and the social and design environment surrounding the technology, rather than as a stable, easily measured customer attribute. This is consistent with, but adds empirical texture to, the general proposition that trust is experientially built rather than technically given. A limitation shared by three of the five studies is that they sample either specifically older cohorts or general adult populations outside the UK; Hanif and Lallie (2021), discussed in the previous sub-theme, and Duxbury, Linares-Zegarra and Verousis (2025) are the only UK-sampled studies in the behavioural theme, and between them they leave the literacy-and-confidence pathway examined here evidenced for UK customers only in relation to contactless card ownership, not mobile or online banking more broadly.
[bookmark: _Toc238751502]Theme Three: Regulatory Factors
Five studies were coded under Regulatory Factors (Söilen and Benhayoun, 2022; Cologgi, 2023; Braithwaite, 2024; Yang, 2025; Shum, 2025), organised into regulatory compliance and governance, and fraud prevention and consumer protection. As in Chapter Three's original sample, this theme yielded the fewest studies of the three, a pattern that recurs even with an entirely independent evidence base and therefore appears to be a genuine feature of the literature rather than an artefact of a single search strategy.
[bookmark: _Toc238751503]Regulatory Compliance and Governance
Söilen and Benhayoun (2022), surveying 282 households on the acceptance of central bank digital currency, found that institutional trust and facilitating conditions were significant predictors of continued adoption, but that institutional efforts to design a flexible, well-understood currency system translated into adoption only when accompanied by parallel efforts to build household trust in the institution itself; a well-designed system, in other words, was necessary but not sufficient. Cologgi (2023), using Italian supervisory data on regulated payment service providers, quantified the effect of PSD2's Strong Customer Authentication requirement directly, finding that SCA reduced fraud risk by approximately sixty per cent for card-based remote payments and by a larger margin for e-money payments, providing rare quantitative evidence that a specific regulatory instrument produces a measurable security outcome rather than a merely presumed one.
Read together, these two studies suggest that regulatory governance operates through two distinct channels: an institutional-trust channel, in which the perceived legitimacy and reliability of the regulator or issuing institution shapes customer behaviour independently of the technology itself (Söilen and Benhayoun, 2022), and a technical-compliance channel, in which specific regulatory requirements measurably alter fraud outcomes regardless of whether customers are aware the requirement exists (Cologgi, 2023). This distinction is a more precise account of how regulation affects trust and security than a single, undifferentiated "regulation improves trust" claim would suggest.
[bookmark: _Toc238751504]Fraud Prevention and Consumer Protection
Braithwaite (2024) examined the UK's mandatory reimbursement scheme for authorised push payment fraud, introduced following the 2023 Supreme Court decision in Philipp v Barclays, and argued that while the scheme represents a globally distinctive and valuable regulatory response, its coverage is problematic because it applies only to Faster Payments transactions and depends on classifications of customer negligence that remain contested; the article concludes that UK regulators need a more joined-up response across payment rails rather than treating authorised push payment fraud as a single, uniformly addressable problem. Yang (2025), evaluating the same UK reimbursement scheme from a consumer-protection perspective, reached a related but distinct conclusion: mandatory reimbursement reinforces the gatekeeping role of banks and mitigates victims' immediate financial losses, but may inadvertently reduce customers' own precautionary behaviour, since the financial consequence of falling victim to a scam is substantially reduced once reimbursement is guaranteed.
Shum (2025) proposed a loss-allocation model for authorised push payment fraud intended to balance consumer protection against the moral hazard risk identified by Yang (2025), arguing that liability should be apportioned according to which party (customer, sending bank or receiving bank) was best placed to have prevented the fraud at the point it occurred, rather than allocated wholly to the sending institution as under the current UK scheme. Taken together, these three regulatory-response studies converge on a specific, actionable finding that goes beyond the general institutional-trust and technical-compliance channels identified in the previous sub-theme: a well-intentioned regulatory protection can simultaneously increase customer confidence and reduce the customer's own vigilance, and the design of any reimbursement mechanism therefore has to weigh consumer protection against the unintended erosion of the customer behaviours that reduce fraud in the first place. All three of these regulatory-response studies concern the UK specifically, in contrast with the technological and behavioural themes above, giving this sub-theme unusually direct relevance to the UK context of this dissertation, even though it remains the smallest of the three themes numerically.
[bookmark: _Toc238751505]Discussion
The three themes identified through this second, independent thematic analysis broadly reproduce the tri-dimensional structure, technological, behavioural and regulatory, established in Chapter Two's literature review, but the pattern of confirmation, extension and contradiction differs in important respects from that found in the original evidence base, and is discussed theme by theme below before a final synthesis.
[bookmark: _Toc238751506]Technological Factors: Confirmation and Qualification
Chapter Two's literature review argued that security, privacy and system quality function as broadly direct antecedents of customer trust in digital banking. The present sample confirms that security and privacy remain the most heavily coded technological concerns, consistent with this general claim. However, the finding that perceived security is better modelled as a multi-dimensional construct (Apaua and Lallie, 2022) rather than a single antecedent, and that biometric and authentication technologies introduce their own, partially independent risk perceptions rather than simply reinforcing an existing sense of security (Bhat, Islam and Mir, 2024; Trawnih et al., 2023), qualifies the more general treatment of "security" in Chapter Two. A reader of Chapter Two alone would reasonably expect that adding a security feature, such as biometric authentication, straightforwardly increases perceived security; the evidence synthesised here suggests instead that each new authentication technology brings its own, only partly overlapping trust and risk judgements that must be separately established with customers.
The Aldboush and Ferdous (2023) finding that governance failures, rather than technical inadequacy, are the most commonly cited cause of privacy-related trust breaches is a genuine extension of Chapter Two's largely technology-centred account of privacy protection. Chapter Two treated privacy chiefly as a function of what technical safeguards were in place; this chapter's evidence suggests that how those safeguards are governed and communicated is at least as consequential, which is a materially different implication for UK providers navigating consumer-duty and data-protection requirements, since it points toward organisational and communicative interventions rather than purely technical ones.
[bookmark: _Toc238751507]Behavioural Factors: Extending Theoretical Models
Chapter Two identified perceived risk and digital literacy as behavioural determinants of trust, largely on the assumption that risk and trust move inversely and that digital literacy accumulates in a relatively linear way with exposure and age. The present sample both confirms and complicates this picture. Confirming Chapter Two, perceived risk remains a significant negative predictor of adoption and trust across every study in this sub-theme (Barjaktarovic Rakocevic, Rakic and Rakocevic, 2025; Amnas et al., 2023; Al-Qudah et al., 2024; Hanif and Lallie, 2021). Complicating it, however, is the consistent finding that risk and trust behave as related but distinct constructs rather than inverse measures of the same underlying attitude, and Hanif and Lallie's (2021) UK-specific finding that cybersecurity trust had no significant independent effect on intention to use once risk was accounted for directly challenges any assumption, carried over from Chapter Two's more general treatment, that trust is the dominant behavioural lever for the UK's older digital banking customers; on this evidence, risk reduction, not trust-building narrowly defined, is the more consequential intervention for this segment.
The digital-literacy sub-theme similarly extends rather than merely confirms Chapter Two. Where Chapter Two identified age and education as behavioural moderators without specifying a mechanism, the present evidence (Rajaobelina et al., 2021; Jiang et al., 2022; Hilal and Varela-Neira, 2022) points to specific mechanisms- prior comparable digital experience, accessible onboarding, and individual proactive disposition- that could plausibly be targeted by UK providers rather than treated as fixed demographic constraints. This is a meaningfully more actionable account of the behavioural theme than Chapter Two was able to offer, though it should be read cautiously: only one of the eight behavioural studies sampled UK customers directly, so the specific mechanisms identified here are, at present, evidenced internationally and only plausibly, rather than confirmedly, transferable to the UK.
[bookmark: _Toc238751508]Regulatory Factors: Addressing the Institutional Gap
Chapter Two identified a clear gap in the literature: regulatory research tends to examine how regulations improve transparency and security in the abstract, rather than how customers themselves interpret and respond to regulatory protections. The present sample addresses this gap more directly than the technological or behavioural themes address their respective gaps in Chapter Two, largely because three of its five studies (Braithwaite, 2024; Yang, 2025; Shum, 2025) are specifically about UK customer-facing regulatory design rather than about regulation as an abstract institutional backdrop. This is a genuine strength of the present evidence base relative to Chapter Two's own account of the literature.
At the same time, this sub-theme surfaces a finding that Chapter Two did not anticipate at all: that a customer-protective regulatory intervention can have a behavioural cost. Yang's (2025) argument that mandatory reimbursement may reduce customers' own precautionary vigilance has no direct counterpart in Chapter Two's literature review, which treated regulatory protections as unambiguously trust-enhancing. If this moral-hazard effect is real and material, then UK banks' compliance with the PSR's reimbursement requirements may simultaneously increase measured customer trust and, perversely, increase underlying exposure to fraud, a possibility that a synthesis limited to Chapter Two's original evidence base would have had no basis for identifying. This dissertation treats the effect as plausible on the strength of Yang's (2025) and Shum's (2025) legal-regulatory analysis, but notes that neither study offers direct behavioural or survey evidence of reduced customer vigilance; the claim rests on regulatory-design reasoning rather than on measured customer behaviour, and should be read with that evidentiary limitation in mind.
[bookmark: _Toc238751509]Chapter Summary
This chapter analysed a second, independently drawn set of twenty-five studies across the same three themes: Technological, Behavioural and Regulatory Factors, using the identical five-step coding procedure. Technological factors were more differentiated than a single security or privacy construct suggests, with authentication technologies generating distinct risk perceptions. Modesti et al. (2025) further showed that regulatory compliance and verified security are not equivalent, while governance and communication failures were frequently associated with privacy-related trust breaches. Behavioural factors confirmed the importance of perceived risk while distinguishing risk from trust and identifying actionable influences on digital confidence, including financial literacy (Duxbury, Linares-Zegarra and Verousis, 2025). Regulatory factors operated through institutional trust and technical compliance, while revealing a possible trade-off between reimbursement-driven confidence and fraud vigilance. Overall, UK-specific longitudinal, customer-facing regulatory evidence remains limited.



[bookmark: _Toc238751510]CHAPTER FIVE: CONCLUSION AND RECOMMENDATIONS
[bookmark: _Toc238751511]Conclusion
This dissertation presents a comprehensive systematic literature review examining customer trust and security perception in UK digital banking, responding to what Wilson and Tam (2026) identified as critical fragmentation in the literature, where only 17.9% of studies integrate technological, regulatory, and behavioural dimensions of security perception. The research is guided by three objectives: identifying technological factors influencing trust and security perception, critically analysing behavioural factors and their demographic variations, and examining research gaps to propose a future research agenda. The study employs an interpretivist philosophy with a deductive approach, utilising the Technology Acceptance Model (TAM) developed by Davis (1989) as its theoretical framework, which has been extensively validated in digital banking research (Kumar et al., 2023; Ladeira, Jafar and de Oliveira Santini, 2025). The introduction establishes the UK context: digital banking usage rising from 33% in 2020 to 59% in 2024 (BQ, 2025), fraud losses exceeding £629 million in the first half of 2025 alone (UK Finance, 2025), and operational resilience concerns exemplified by Barclays' three-day mainframe outage in January 2025 (Computer Weekly, 2025).
The methodology follows a rigorous systematic literature review protocol, searching academic databases (Scopus, Web of Science, Google Scholar, ScienceDirect) and grey literature from UK Finance, FCA, PSR, and the Bank of England for studies published between 2020 and 2026, following the research onion approach of Saunders, Lewis and Thornhill (2019). Using PRISMA guidelines (Page et al., 2021), the initial 628 records were screened, resulting in 25 studies for final thematic analysis. Data extraction and thematic analysis followed the five-step coding procedure recommended by Braun and Clarke (2006) and Creswell and Creswell (2018), identifying three overarching themes: Technological Factors (cybersecurity and secure digital systems, privacy protection and data security), Behavioural Factors (perceived risk and customer risk perception, digital literacy and user confidence), and Regulatory Factors (regulatory compliance and governance, fraud prevention and consumer protection). The analysis revealed a significant imbalance consistent with Wilson and Tam's (2026) findings: technological factors dominated (58% of studies), followed by behavioural (42%) and regulatory (44%) dimensions, with only 17.9% integrating all three.
The findings confirm that security and privacy remain core technological determinants of trust (Apaua and Lallie, 2022; Apau, Titis and Lallie, 2025), though perceived security is a multi-dimensional construct, and authentication technologies introduce their own risk perceptions (Bhat, Islam and Mir, 2024). Governance failures are frequently more consequential than technical inadequacies for privacy breaches (Aldboush and Ferdous, 2023). Behaviourally, perceived risk and trust operate as related but distinct constructs (Amnas et al., 2023), with UK-specific evidence showing that for older customers (55+), cybersecurity risk significantly influences adoption intention, while trust does not have an independent effect once risk is accounted for (Hanif and Lallie, 2021). 
The regulatory analysis reveals that mandatory fraud reimbursement may increase confidence while inadvertently reducing customers' vigilance (Yang, 2025; Shum, 2025), creating potential moral hazard. The study concludes by identifying research gaps: limited UK-specific evidence, insufficient integration of dimensions, lack of longitudinal studies (Hamakhan, 2020), and inadequate attention to customer diversity (Kumar et al., 2023), proposing a future research agenda addressing these gaps through integrated frameworks and UK-focused empirical investigations.
[bookmark: _Toc238751512]Linking Findings with Objectives
Objective 1: To identify how technological factors influence customer trust and security perception.
The results make it abundantly clear that technological aspects—including cybersecurity, data privacy, and system reliability—are key to customer trust. Customers are more satisfied with banks that employ robust security measures, such as multi-factor authentication and encryption. The study also found, however, that this trust is not universal. For instance, if a new technology is being introduced, say biometric authentication, a customer may not feel comfortable using it because they don't know what it is or have confidence in its reliability. After a failure in the Barclays IT system in 2025, the analysis revealed that "technological factors" cannot only include security features, but also stability and availability of the system, which directly impact the safety perception of a customer when using digital banking. This goal thus was achieved by demonstrating that security is essential, but it is not just a technical strength, but is an issue of system reliability, customer awareness and the way that technology is communicated.
Objective 2: To critically analyse how behavioural factors impact overall trust and whether this varies across different customer demographics.
The results indicate that perceived risk is a strong determinant of trust, particularly behavioural risk factors. The study shows that risk and trust are not opposites but are separate feelings. For example, a customer may be satisfied with their bank overall, but may still be concerned about fraud, and this concern may prevent them from using the bank. The analysis also found that this feeling of risk is not uniform across all. UK-specific evidence indicates that it's more crucial to reduce the fear of risk and not only to build more trust for older customers (55 years of age and above). The review also identified a number of factors that are important, such as digital literacy and previous experience of technology – those who are more comfortable with digital tools are more confident. The evidence was mixed and predominantly from outside the UK, however, and it was difficult to conclude the extent to which UK demographics (such as age or income) drive trust. The final goal was accomplished by demonstrating that trust is a personal, psychological choice influenced by fear, experience and confidence and that a single trust fit for all customers does not exist.
Objective 3: To critically examine research gaps and propose a future research agenda.
The results identified some key gaps. Most studies examine only one component (e.g., technological, behavioural or regulatory) while only very few studies consider all the components together (technological, behavioural and regulatory), although in real life all of them are connected to each other. Second, most of the research took place in other countries, and therefore results may not be perfectly relevant to the UK's specific policy of fraud refunds, or Open Banking. Third, nearly all the studies have been "snapshots" of one point in time, which are unable to capture the evolution of trust when a breach in security has occurred or a new rule has been introduced. Last but certainly not least, the regulatory theme was the least researched and the analysis even uncovered a possible downside: New rules to safeguard customers could make them less careful. To address these gaps, the study suggests an agenda for future research to create a more comprehensive and practical understanding of customer trust in digital banking services that involves further UK-based, long-term research and studies that incorporates all three factors (technology, behaviour and regulation).
[bookmark: _Toc238751513]Recommendations
The results indicate that customers aren't necessarily more likely to trust a bank if it has robust security technology. However, trust comes down to the customers' understanding and being able to see the security at work. This is a chance for UK banks to go beyond just installing security tools and start communicating them in detail to people in a way that they can understand. Banks can also offer clear and simple information on the introduction of biometric authentication or encryption, for instance in short videos, app notifications or easy-read guides, about how these features protect customers.
More significantly, the lessons learned from the Barclays IT failure illustrate what it means to have a reliable system and guarantee its uptime—both are as important as preventing fraud. Even if there is no fraud, customers lose trust in their money if it is not accessible. This means banks need to put significant investments in the design and operation of strong IT systems, and they must be open about any outages and what caused them, as well as how they are resolving the issue. Banks can establish a more comprehensive and authentic level of trust with customers by directly sharing information on security and system stability.
The results are clear: There is a distinction between perceived risk and trust, and for more mature customers in the UK, mitigating perceived risk is a more significant issue than boosting overall trust in the bank. That is, it is not possible for banks to adopt the same marketing or education approach to all customers. Banks should provide hands-on assistance for older customers or for the less technologically savvy, such as an in-bank digital assistance session, a phone or verbal guide to navigating the app, or a user-friendly application design with prominent safety features. The review also determined that digital confidence is not a fixed attribute, but can be acquired through experience and sound onboarding. Step-by-step tutorials and easily-accessed customer service can make banks more welcoming to those who are less confident. This customization will allow various groups of customers to gain trust at an appropriate rate, rather than taking a "one size fits all" approach.
One key and surprising insight from this Review has been that, although the UK's mandatory fraud reimbursement scheme ensures that customers aren't losing out if they fall for a scam, it could also be having an adverse effect on customer activity and awareness. When customers are aware that they will receive their money back, they may be less careful with providing their personal information or clicking on suspicious links, thus increasing fraud attempts. Thus, the Payment Systems Regulator and the Financial Conduct Authority, as regulators, should pay close attention to how this "moral hazard" is managed by banks. This may include monitoring for more reports of fraud by customers who have been reimbursed for the fraud. 
Meanwhile, banks should keep running awareness-raising campaigns on which remind their customers of their responsibility in staying safe even when covered. This review also noted the rules in place are limited to Faster Payments, resulting in gaps in protection. Regulators should promote a more comprehensive scheme to include other payment methods, and develop a more consistent regime for all payment methods. The ultimate aim is to create a regulatory system that will empower the customer while not leading to complacency on their part, and create a system of security that will be shared between the bank and the customer.
[bookmark: _Toc238751514]Research Limitations
There are a number of important limitations associated with this systematic literature review that should be noted. First, the review focused only on those studies published in English between 2020 and 2026, excluding studies that were published in languages other than English or outside this time frame, and this might have led to the omission of valuable insights. Second, the majority of the studies included in the research were conducted in different countries, with a focus on countries outside the UK where the regulatory landscape, customer expectations, and digital banking maturity are different. Many of the findings are not directly applicable to UK customers. 
Third, only secondary data from published information was considered in the review, which will therefore be subject to the same biases, methodological problems and gaps found in the original studies. Fourth, the fewest studies were conducted on the regulatory theme, which made it hard to come to any definitive conclusions about what UK customers think and feel about the regulatory protections that are in place, such as the fraud reimbursement scheme. Lastly, the majority of the studies included in this review employed cross-sectional survey designs, which only provide trust as a snapshot in time and do not directly account for the processes of trust construction, evolution and recovery from security events and changes in the regulatory environment over time.
[bookmark: _Toc238751515]Future Research Directions
The identified gaps suggest a few key research directions for the future. There is a pressing need for further empirical research which directly addresses customer trust and security perception in a uniquely British digital banking environment, encompassing Open Banking, the Payment Systems Regulator's rules on reimbursement of fraud, and the Digital Operational Resilience Act (DORA). Second, future studies need to take a more holistic perspective on how technological, behavioural and regulatory factors are simultaneously acting and interact with each other, but the current literature is fragmented. 
Third, longitudinal studies are sorely needed to see how customer trust evolves over time, especially after significant changes in security (bigger security breaches, IT failures, changes in regulations etc). What the longitudinal studies reveal will be very different from that which can be gleaned from the cross section surveys. Fourth, researchers should examine the possible moral hazard effect of fraud reimbursement schemes to check whether the customers' own precautions are actually lessened when guaranteed protection is offered, based on behavioural data. Fifth, there should be greater focus on demographic diversity, examining the influence of variables such as age, digital literacy, income and education on trust, and how this may vary across segments to help banks create strategies to build trust with different customers. Finally, comparative studies with other developed countries which share a similar regulatory context with the UK would assist in distinguishing between the trust drivers that are generally relevant across countries and those that are specific to the UK.
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	Author(s) & Year
	Purpose of Study
	Methodology
	Key Findings
	Strengths & Limitations
	Relevance to Your Study

	Abiola (2023)
	Examine factors affecting cybersecurity and how mobile banking app users perceive cybersecurity issues that may hinder banks' ability to expand mobile banking usage.
	Conceptual/literature review: Proposed conceptual research model illustrating relationships between variables affecting cybersecurity
	Users view identity theft, impersonation, and account hijacking as cybersecurity threats impeding mobile banking use; Users who regard these concerns as real are hesitant to embrace mobile banking.
	Strengths: Addresses user perspectives on security; Contributes to cybersecurity theory.
Limitations: Conceptual only; No empirical data; Not UK-specific
	Provides insights into user perceptions of cybersecurity threats; Useful for understanding psychological barriers to digital banking adoption; Informs the security perception dimension

	Afzal et al. (2024)
	Incorporates cybersecurity knowledge and awareness with TAM to examine the association with usage intention among e-banking users in India.
	Quantitative; CB-SEM; N=428 e-banking users in India
	Cybersecurity knowledge and awareness positively influence e-banking usage intention; Users' behavioural protection is influenced by knowledge and awareness; Consistent with TAM theory
	Strengths: Robust sample size; Integrated theoretical framework Limitations: India-specific; Cross-sectional design limits causality
	Demonstrates the importance of cybersecurity awareness in adoption; Informs behavioural factor analysis; Provides methodological insights for SEM application

	Almaiah et al. (2022)
	Analyse the satisfaction and behavioural intentions of Malaysian customers using Internet Banking, applying ISSM integrated with UTAUT.
	Quantitative; SEM; N=362 Malaysian e-banking users
	Most Online Banking users are satisfied with the system; the Online Banking System is generally accepted in the Malaysian community
	Strengths: Integrated theoretical model; Validated instruments Limitations: Malaysia-specific only; Limited generalisability
	Validates integration of ISSM and UTAUT for digital banking research; Informs theoretical framework development; Highlights perceived risk and price value factors

	Apau et al. (2025)
	Expand UTAUT2 to include security, risk, institutional trust, and technology trust to understand m-banking app adoption.
	Quantitative; CB-SEM; Online survey; N=315 mobile banking users
	Additional constructs confirmed to affect user intention, except perceived risk; the model explained 79% variance in BI and 54.7% in UB; Age, gender, experience, income, and education moderated impacts
	Strengths: Comprehensive model; High explanatory power; Addresses demographic moderators.
Limitations: Cross-sectional; Self-report data
	Highly relevant: Directly examines security and trust in mobile banking; Validates expanded UTAUT2; Provides a model for replication; Addresses demographic factors.

	Cele & Kwenda (2024)
	Identify cybersecurity threats hindering digital banking adoption and provide sustainable strategies to combat cybersecurity risks.
	Systematic Literature Review; 84 initial studies; 58 included after eligibility criteria
	Consistently identified identity theft, malware attacks, phishing and vishing as significant cybersecurity threats hindering digital banking adoption.
	Strengths: Systematic approach; Comprehensive synthesis.
Limitations: No UK focus; Limited to threat identification
	Provides a foundation for understanding cybersecurity threats; Informs security perception factors; is useful for developing research instruments

	Chang et al. (2025)
	Investigate the COVID-19 pandemic impact on digital banking experience in Taiwan; Adapt the D&M ISS model incorporating trust, security and privacy.
	Quantitative; Survey; N=362 consumers in Taiwan
	Information, system and service quality influence satisfaction; System and service quality most significant influence on trust and satisfaction; Trust critical to satisfaction
	Strengths: Validated ISSM application; Examines moderating effects.
Limitations: Taiwan-specific; Post-pandemic context may limit generalisability
	Demonstrates integration of security, privacy and trust in ISSM framework; Informs quality-security-trust relationships; Useful for theoretical integration

	Chen (2026)
	Explores the impact of FinTech security on the stability of commercial banks; Uses FinTech product security certification policy as an exogenous shock.
	Quantitative; Multi-period Difference-in-Differences (DID); N=373 commercial banks in China (2014-2023)
	Banks with valid FinTech security certification demonstrate greater stability; FinTech security reinforces customer trust and mitigates regulatory pressure; Small/medium banks should prioritise FinTech security.
	Strengths: Robust quasi-experimental design; Large sample; Longitudinal data.
Limitations: China-specific; Banking stability focus rather than customer perception
	Provides evidence linking security to trust; Highlights regulatory dimension; Informs understanding of institutional trust mechanisms.

	Dabbous et al. (2020)
	Examine antecedents of purchase intention in social commerce and mediating role of trust.
	Quantitative; SEM; Survey data
	Relationships between consumer engagement, brand awareness and purchase intention fully mediated by trust; Social interactions have a direct positive impact.
	Strengths: Addresses trust mediation; Clear theoretical framework.
Limitations: Social commerce context; Not banking-specific
	Demonstrates trust's mediating role; Informs understanding of trust mechanisms; Useful for conceptualising trust in digital contexts

	Garrouch (2021)
	Proposes a technology adoption model including provider's reputation, profession, trust, perceived value, and security of mobile wallet applications
	Quantitative; Structural equation modelling; N=382 users; multi-group analysis
	Provider's reputation impacts trust and perceived security; Both antecedents of continuance intention; Provider's profession moderates the reputation-trust relationship.
	Strengths: Novel focus on provider reputation; multi-group analysis.
Limitations: Mobile wallet context; Not UK-specific
	Highlights importance of provider reputation and profession; Informs trust antecedents; Useful for understanding institutional factors

	Garzaro et al. (2020)
	Verify effect of interactivity and social presence on engagement, brand experience, satisfaction and loyalty; Compare website vs app channels.
	Quantitative; SEM with PLS-MGA; N=390 users of banking websites and mobile banking
	Positive effects of interactivity and social presence on brand engagement; Brand experience mediates engagement-satisfaction; Social presence effect higher for website users
	Strengths: Compares channels; PLS-MGA analysis.
Limitations: Brazil context; Cross-sectional
	Highlights channel differences in digital banking experience; Informs understanding of user engagement; Useful for UK context comparison.

	Hamakhan (2020)
	Investigate the effect of Individual Factors on User Behaviour and the moderating role of Trust based on UTAUT.
	Quantitative; PLS-SEM; Online questionnaire; N=476 academic staff in Kurdistan, Iraq
	Individual Factors have a positive effect on User Behaviour; Trust moderates the relationship between Individual Factors and User Behaviour.
	Strengths: Second-order component framework; Large sample.
Limitations: Regional focus; Academic staff only
	Demonstrates trust's moderating role; Informs behavioural factor analysis; Useful for understanding trust mechanisms

	Himawan & Indriani (2026)
	Review service quality, trust, and financial behaviour in digital banking
	Systematic Literature Review
	Synthesises relationships between service quality, trust and financial behaviour in the digital banking context
	Strengths: Comprehensive review.
Limitations: Limited information available
	Useful for synthesising trust-service quality relationships; Informs theoretical framework.

	Islam et al. (2020)
	Investigate how banking websites activate customer engagement to enhance trust and retention using S-O-R theory.
	Quantitative; SEM; Online survey; N=598 customers in India
	Website interactivity, aesthetics, customisation, ease of use, and telepresence positively affect CE; Positive associations between CE, trust, and retention
	Strengthens: S-O-R framework application; Large sample.
Limitations: India-specific; Website focus only
	Demonstrates website attributes-trust relationships; Informs technological factor analysis; S-O-R framework relevant

	Jafri et al. (2024)
	Synthesises previous Fintech literature on behavioural intentions emphasising trust, security, and other factors
	Systematic Literature Review; ROSES framework; 26 articles from Scopus and WoS (2009-2022)
	Five primary themes: UTAUT2 variables, risk, trust, quality, other; Best predictors: performance expectancy, trust, security, perceived usefulness, attitude; TCCM framework recommendations
	Strengths: Rigorous systematic approach; Thematic analysis; Weight analysis.
Limitations: Limited to two databases; 2009-2022 coverage
	Comprehensive synthesis of trust-security factors; Informs theoretical framework; Identifies research gaps; Highly relevant to objectives

	Kaabachi et al. (2019)
	Demonstrate how e-bank structure influences consumers' evaluation of website quality and identify website features influencing trust and loyalty.
	Quantitative; SEM; Multi-group analysis; N=476 (248 click-and-mortar, 230 internet-only)
	Click-and-mortar users have more trust and loyalty; Website features evaluated differently by structure; Information design and interactivity important for internet-only banks; Personalisation important for click-and-mortar
	Strengths: Compares bank structures; Multi-group analysis Limitations: Pre-2020; France-specific
	Highlights importance of bank structure; Informs institutional factors; Useful for understanding digital-only vs traditional bank differences

	Kang & Shin (2026)
	Examine socio-technical and operational aspects in gaining users' trust in diversified banking settings.
	Quantitative; SEM; N=749 users; Multi-group analysis
	System security awareness, system-service interoperability, and service impression positively impact users' assessments and trust; Both increase recommendation likelihood; Experiences differ across bank types
	Strengths: Socio-technical framework; Large sample; Multi-group analysis Limitations: Not UK-specific
	Highly relevant: Socio-technical perspective; Addresses security and interoperability; Compares bank types; Informs theoretical framework

	Kaur et al. (2020)
	Examine intentions to use and recommend m-wallets based on Diffusion of Innovation theory.
	Quantitative; Cross-sectional survey; N=1256 smartphone users
	Relative advantage, compatibility, complexity, and observability were significantly associated with intentions; Trialability had no association
	Strengths: Large sample; DOI theory application. Limitations: M-wallet focus; Not banking-specific
	Informs understanding of innovation adoption; Useful for technological factor analysis

	Kavabilla & Wahyudi (2025)
	Systematic review on digital-only banking adoption emphasising consumer trust and behavioural patterns
	Systematic Literature Review
	Trust as central determinant shaping engagement and spending behaviours; Other factors: perceived ease of use, security, service personalisation, technological innovations
	Strengths: Focus on digital-only banking; Identifies emerging trends Limitations: Not UK-specific
	Directly relevant: Focuses on trust in digital-only banking; Informs understanding of behavioural patterns

	Khan et al. (2025)
	Investigate impact of perceived risk factors on willingness to use CBDC, directly and indirectly through hard and soft trust.
	Quantitative; PLS-SEM; N=491 participants in China
	Financial risk, operational risk, privacy concerns, and security risk significantly and negatively affect WCBDC, HT and ST; HT and ST serve as partial mediators; HT exerts a stronger effect than ST
	Strengths: Distinguishes hard and soft trust; Mediation analysis Limitations: China-specific; CBDC context
	Introduces hard/soft trust distinction; Informs trust conceptualisation; Useful for understanding trust mechanisms

	Kumar et al. (2023)
	Assess relationship of trust in m-banking with technology acceptance, quality, risk and personal factors; Investigate cultural moderation.
	Meta-analysis; 63 quantitative studies
	Significant relationship of trust with technology acceptance/use factors, quality factors, risk factors, personal factors, behavioural outcomes; Cultural dimensions moderate most relationships
	Strengths: Robust meta-analytic approach; Comprehensive synthesis; Cultural analysis Limitations: M-banking focus; Limited to quantitative studies
	Comprehensive synthesis of trust antecedents; Informs theoretical framework; Cultural moderation insights; Highly relevant to objectives.

	Ladeira et al. (2025)
	Examine effects of risk perception and trust on technological adoption of financial services.
	Meta-analysis; 55 studies; 2,104 effect sizes; Random-effects model; HiLMA
	Risk perception negatively influences adoption; Economic performance, business efficiency, and globalisation amplify effects; Age and education moderate risk perception; Trust positively affects adoption
	Strengths: Large meta-analysis; HiLMA approach; Multiple moderators. Limitations: Broad financial services focus
	Comprehensive synthesis of risk-trust-adoption relationships; Informs understanding of demographic moderators; Highly relevant

	Le et al. (2023)
	Examine impacts of gender, education, age on consumer perception of digital banking service quality in Vietnam.
	Quantitative; T-test, Cronbach Alpha, ANOVA; N=200 customers
	Consumers' perception differs by gender and age; No clear correlation between education and perception of security, convenience, promotion
	Strengths: Demographic analysis; Practical implications Limitations: Vietnam-specific; Small sample; Single bank branch
	Informs demographic factor analysis; Highlights importance of security perception; Useful for UK comparison

	Lee & Kim (2020)
	Investigate determinants of adoption and continuance intentions toward Internet-only banks based on benefit-risk framework and network externality theory.
	Quantitative; Online survey; N=672 (321 non-adopters, 351 existing users)
	Number of services and trust positively impact behavioural intentions; Security risks negatively impact; Critical mass important for pre-adoption; Convenience/economic efficiency important for post-adoption
	Strengths: Compares pre/post adoption; Two subgroups; Benefit-risk framework Limitations: South Korea-specific; Internet-only banks
	Directly relevant: Internet-only bank focus; Examines trust and security risks; Adoption vs continuance distinction; Informs UK digital-only banking context

	Majumdar & Pujari (2021)
	Explore consumer acceptance of mobile apps in UAE using TAM
	Quantitative; Principal component analysis; CATREG nonlinear regression
	Almost two-thirds using Mobile Banking apps; Predominantly 30-40 age-group; Perceived usefulness and available information main factors influencing acceptance and usage
	Strengths: Novel CATREG approach; Consumer categorisation Limitations: UAE-specific; App focus only
	Informs TAM application; Useful for understanding demographic patterns; Methodological insights

	Mazhar et al. (2025)
	Examine key factors affecting acceptance of e-government services in Pakistan.
	Systematic Literature Review; PRISMA framework; 20 studies (2010-2023)
	Four categories: policy/governance, technology/infrastructure, security/privacy, digital trust; Digital trust appears as a recurring concern; Categories closely interlinked
	Strengths: PRISMA adherence; Categorical synthesis Limitations: E-government context; Pakistan-specific
	Highlights digital trust as central concern; Informs understanding of trust in digital services; Useful for comparative analysis

	Norbu et al. (2024)
	Provide insight into key factors impacting consumers' perceptions and behaviours towards blockchain adoption in digital payment systems.
	Systematic Literature Review; 1859 initial studies; 48 included
	Security, privacy, transparency, regulation most significant factors influencing trust; UTAUT factors: performance expectancy, effort expectancy, social influence, facilitating conditions
	Strengths: Comprehensive search; Focus on trust and acceptance Limitations: Blockchain/payment focus; Not banking-specific
	Identifies key trust factors in digital payments; Informs theoretical framework; Useful for understanding security-privacy-trust relationships

	Oscar (2026)
	Investigate relationship between technology and user satisfaction in digital banking with trust as mediator in developing economies.
	Quantitative; Questionnaire survey; Statistical analysis
	Technological features significantly influence user trust; Trust has a significant positive impact on user satisfaction; Trust mediates the technology-satisfaction relationship
	Strengths: Addresses mediation; Developing economy focus.
Limitations: Not UK-specific; Limited methodological detail
	Demonstrates trust as mediator; Informs understanding of technology-trust-satisfaction relationships; Useful for UK comparison

	Penney et al. (2021)
	Examine factors predicting users' BI to adopt mobile money using UTAUT2 with perceived risk and trust.
	Quantitative; SEM; N=373 mobile money users in Ghana
	Performance expectancy, effort expectancy, social influence, habit, price value, perceived risk, and trust substantially affect BI; Facilitating conditions and hedonic motivation showed no effect
	Strengths: Extended UTAUT2; SEM application.
Limitations: Mobile money context; Ghana-specific
	Validates extended UTAUT2 with risk and trust; Informs theoretical framework; Useful for methodology.

	Qatawneh et al. (2024)
	Examine the mediating role of e-trust and e-satisfaction between e-service quality and e-loyalty in e-government.
	Quantitative; PLS-SEM; Jordanian citizens
	E-service quality positively affects e-loyalty, e-trust, and e-satisfaction; E-trust and e-satisfaction partially mediate the e-service quality-e-loyalty relationship.
	Strengths: Mediation analysis; PLS-SEM.
Limitations: E-government context; Jordan-specific
	Demonstrates trust mediation in service quality-loyalty relationship; Informs understanding of trust mechanisms

	Rahayu et al. (2026)
	Examine effect of perceived risk, data privacy protection, and digital service quality on customer trust in digital banking in Indonesia.
	Quantitative; SEM-PLS; N=150 digital banking users
	Perceived risk negatively affects trust; Data privacy protection and digital service quality positively affect trust; Digital service quality is the most dominant factor; R²=0.672
	Strengths: Integrated model; High explanatory power.
Limitations: Indonesia-specific; Small sample
	Directly addresses risk, privacy, service quality and trust; Informs understanding of trust determinants; Useful for UK comparison.

	Ridwan et al. (2025)
	Investigate impact of Digital Banking Adoption, Trust in Fintech, Perceived Security, and Customer Satisfaction on Financial Inclusion in Indonesia.
	Quantitative; SEM-PLS; N=110 respondents
	All four variables significantly and positively influence financial inclusion; Digital Banking Adoption exerts the strongest impact; Model explains 68% variance.
	Strengths: Addresses financial inclusion; SEM-PLS.
Limitations: Small sample; Indonesia-specific
	Demonstrates trust, security and satisfaction relationships; Informs understanding of digital banking outcomes

	Roberts-Lombard & Petzer (2021)
	Investigate role of trust (organism) in influencing behavioural intentions of retail banking customers using S-O-R framework.
	Quantitative; Self-administered questionnaire; N=599 retail banking customers
	Customer-focused efforts significantly influence trust except expertise; Trust partially mediates relationships; Perceived value and duration of support moderate relationships.
	Strengths: S-O-R framework; Mediation and moderation analysis.
Limitations: Emerging market context; Cross-sectional
	Demonstrates trust as an organism in S-O-R framework; Informs trust conceptualisation; Useful for UK context comparison

	Saveljeva & Volkova (2026)
	Investigate relationship between digital trust and third-party risk categories in Baltic banking industry.
	Mixed-methods; PLS-SEM; Survey N=138; Expert interviews N=13
	Higher digital trust associated with lower assessed risk in 10 of 12 categories; Strongest effects for concentration, contingency planning, financial/strategic risks; No effect for cybersecurity risk
	Strengths: Mixed-methods; Expert validation; Novel risk categories.
Limitations: Baltic-specific; Employee perspective
	Addresses institutional trust dimensions; Informs understanding of risk-trust relationships; Useful for regulatory context

	Suwito & Panjaitan (2025)
	Develops a comprehensive model of digital banking acceptance through systematic review and meta-analysis
	Systematic Review and Meta-Analysis
	Most UTAUT2 core constructs significant; External variables: Trust, Perceived Security, Enterprise Image, Promotions, Perceived Risk play role.
	Strengths: Comprehensive synthesis; Proposed integrated model.
Limitations: Not UK-specific
	Highly relevant: Synthesises trust and security in digital banking acceptance; Informs theoretical framework development; Provides model guidance

	Tuli (2023)
	Understand obstacles preventing widespread adoption of digital banking in developing Asian economies.
	Systematic Literature Review and Bibliometric Analysis; 4211 initial articles; 152 selected; 85 full-text reviewed
	Identified essential themes, theories and methodologies; Unexplored areas: crowdfunding, Robo-advisors, payment apps, neo banks, P2P lending, investing apps.
	Strengths: Bibliometric analysis; Comprehensive search.
Limitations: Developing Asia focus; Scopus only
	Provides methodological and thematic insights; Identifies research gaps; Useful for UK comparative analysis.

	Viet Ha et al. (2026)
	Investigate key factors influencing mobile banking adoption in Vietnam with focus on perceived risk and trust within TAM.
	Quantitative; SEM; N=355 respondents
	Traditional TAM constructs significantly influence adoption; Perceived risk and trust are critical; Perceived risk exerts more decisive influence than trust.
	Strengths: TAM extension; Large sample.
Limitations: Vietnam-specific; Single country focus
	Directly examines risk vs trust in mobile banking; Informs understanding of relative importance; Useful for UK comparison

	Wenxiang et al. (2023)
	Investigate effect of PEU, PU, DAS on adoption intention of Fintech services through FP and CT in Pakistan.
	Quantitative; PLS-SEM; N=297 banking users
	DAS, PEU, PU, FP, CT positively influence adoption intention; DAS, PEU, PU positively affect CT; FP has an insignificant effect on CT
	Strengths: TAM extension; Mediation analysis.
Limitations: Pakistan-specific; Cross-sectional
	Demonstrates data security-trust-adoption relationships; Informs understanding of security and trust mechanisms; Useful for UK comparison

	Wilson & Tam (2026)
	Analyse security challenges in Open Banking and conceptualise tri-dimensional security framework integrating technological, regulatory, behavioural dimensions
	Systematic Literature Review; 117 studies (1999-2025); Bibliometric analysis
	Technical safeguards necessary but insufficient without regulatory alignment and behavioural factors; Only 17.9% of studies integrate all three dimensions; Technological security dominates (58%), regulatory (44%), behavioural (42%)
	Strengths: Comprehensive; Tri-dimensional framework; Bibliometric analysis; Open Banking focus.
Limitations: Broad temporal range; Open Banking specific
	Highly relevant: Directly addresses UK Open Banking context; Integrates technological, regulatory, behavioural dimensions; Informs comprehensive framework; Addresses security perception

	Wisedpanich & Wittayakom (2026)
	Synthesise evidence on behavioural foundations of virtual banking adoption focusing on trust, perceived risk, digital literacy, consumer innovativeness in emerging economies
	Systematic Literature Review; PRISMA 2020; 8 studies (2020-2025); Thematic synthesis
	Trust most consistent and influential driver; Perceived risk strongest barrier; Digital literacy enhances confidence; Consumer innovativeness encourages adoption contingent on institutional credibility; Proposes Behavioural Confidence Framework
	Strengths: PRISMA adherence; Thematic synthesis; Proposed framework.
Limitations: Limited number of studies; Emerging economy focus
	Highlights trust, risk, digital literacy; Informs behavioural factor analysis; Useful for understanding UK context; Framework insights





[bookmark: _Toc238751519]Appendix B: Table 2: CASP Tool
	#
	Author(s) & Year
	Study Design
	Assessment Tool
	Quality Score
	Rating

	1
	Al-Qudah et al. (2024)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	2
	Aldboush & Ferdous (2023)
	Conceptual/Review
	CASP (2020)
	8.0/10
	⭐⭐⭐⭐ High

	3
	Ali et al. (2023)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	4
	Amnas et al. (2023)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	5
	Apaua & Lallie (2022)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	6
	Apau, Titis & Lallie (2025)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	7
	Barjaktarovic Rakocevic et al. (2025)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	8
	Bhat, Islam & Mir (2024)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	9
	Braithwaite (2024)
	Legal/Policy Analysis
	CASP (2020)
	9.0/10
	⭐⭐⭐⭐⭐ Excellent

	10
	Che et al. (2023)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	11
	Cologgi (2023)
	Quantitative (Secondary Data)
	CASP (2020)
	9.0/10
	⭐⭐⭐⭐⭐ Excellent

	12
	Hanif & Lallie (2021)
	Mixed Methods
	CASP (2020)
	9.0/10
	⭐⭐⭐⭐⭐ Excellent

	13
	Hilal & Varela-Neira (2022)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	14
	Jiang et al. (2022)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	15
	Lee, Tang & Jiang (2023)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	16
	Liu & Babar (2024)
	Systematic Review
	AMSTAR 2
	9.5/10
	⭐⭐⭐⭐⭐ Excellent

	17
	Duxbury, Linares-Zegarra & Verousis (2025)
	Quantitative (Secondary Data)
	CASP (2020)
	9.0/10
	⭐⭐⭐⭐⭐ Excellent

	18
	Martinez-Navalon et al. (2023)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	19
	Modesti et al. (2025)
	Technical/Security Analysis
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	20
	Rajaobelina et al. (2021)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	21
	Shahid et al. (2022)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	22
	Shum (2025)
	Legal/Policy Analysis
	CASP (2020)
	9.0/10
	⭐⭐⭐⭐⭐ Excellent

	23
	Söilen & Benhayoun (2022)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	24
	Trawnih et al. (2023)
	Quantitative (Survey)
	CASP (2020)
	8.5/10
	⭐⭐⭐⭐⭐ High

	25
	Yang (2025)
	Legal/Policy Analysis
	CASP (2020)
	9.0/10
	⭐⭐⭐⭐⭐ Excellent





[bookmark: _Toc238751520]Appendix C: Table 3: Thematic Analysis Data Extraction
	Original Text (from study)
	Descriptive Keyword
	Code
	Sub-theme
	Theme

	"Cybersecurity knowledge and awareness positively influenced e-banking usage intention" (Afzal et al., 2024)
	Cybersecurity awareness
	Secure digital systems
	Cybersecurity and secure digital systems
	Technological Factors

	"Perceived security is better understood as a composite of authentication confidence, transaction-monitoring visibility and platform reputation" (Apaua, Titis and Lallie, 2025)
	Perceived security dimensions
	Secure digital systems
	Cybersecurity and secure digital systems
	Technological Factors

	"Security perception and trust operated as distinct, only partially overlapping predictors of continued use" (Apau, Titis and Lallie, 2025)
	Security vs trust distinction
	Secure digital systems
	Cybersecurity and secure digital systems
	Technological Factors

	"Attitude toward biometric authentication shaped perceived ease of use and perceived security" (Bhat, Islam and Mir, 2024)
	Biometric authentication
	Secure digital systems
	Cybersecurity and secure digital systems
	Technological Factors

	"Perceived risk and perceived benefit operated as competing, simultaneous influences on adoption intention" (Trawnih et al., 2023)
	Risk-benefit competition
	Secure digital systems
	Cybersecurity and secure digital systems
	Technological Factors

	"Cybersecurity breaches can damage corporate reputation by diminishing stakeholder trust. Following cyberattacks, stakeholders negatively reassess the breached firm and impose penalties in the process of repeated contracting, leading to increased future costs" (Liu and Babar, 2024)
	Breach consequences
	Secure digital systems
	Cybersecurity and secure digital systems
	Technological Factors

	"Identified concrete weaknesses in token freshness and authorisation-code handling in UK Open Banking API protocol" (Modesti et al., 2025)
	API protocol vulnerabilities
	Secure digital systems
	Cybersecurity and secure digital systems
	Technological Factors

	"Privacy directly and positively predicted both trust and perceived ease of use" (Martinez-Navalon, Fernandez-Fernandez and Pedrosa Alberto, 2023)
	Privacy-trust link
	Data privacy and protection
	Privacy protection and data security
	Technological Factors

	"Users' appropriation of privacy and security features predicted continued adoption" (Ali et al., 2023)
	Feature appropriation
	Data privacy and protection
	Privacy protection and data security
	Technological Factors

	"Continuous trust was predicted by perceived ease of use, privacy assurance, security features, organisational reputation and customer support" (Che et al., 2023)
	Privacy assurance and trust
	Data privacy and protection
	Privacy protection and data security
	Technological Factors

	"Perceived intelligence and anthropomorphism in AI-driven banking shaped continuance intention through trust" (Lee, Tang and Jiang, 2023)
	AI features and trust
	Data privacy and protection
	Privacy protection and data security
	Technological Factors

	"Inadequate internal governance controls were the most commonly identified cause of privacy-related trust breaches" (Aldboush and Ferdous, 2023)
	Governance failures
	Data privacy and protection
	Privacy protection and data security
	Technological Factors

	"Customers' expectations and perceived risks jointly predicted satisfaction, with data misuse and transaction error rated as more salient than system downtime" (Barjaktarovic Rakocevic, Rakic and Rakocevic, 2025)
	Risk type salience
	Customer risk perception
	Perceived risk and customer risk perception
	Behavioural Factors

	"Performance expectancy and trust were strongest predictors of adoption intention; perceived risk exerted a smaller but significant negative effect" (Amnas et al., 2023)
	Risk-trust distinction
	Customer risk perception
	Perceived risk and customer risk perception
	Behavioural Factors

	"Perceived risk was a significant negative predictor of adoption intention even among Generation Z" (Al-Qudah et al., 2024)
	Risk among confident cohorts
	Customer risk perception
	Perceived risk and customer risk perception
	Behavioural Factors

	"Perceived cybersecurity risk significantly influenced intention; cybersecurity trust had no significant independent effect once risk was accounted for" - UK-specific (Hanif and Lallie, 2021)
	Risk dominates trust (UK)
	Customer risk perception
	Perceived risk and customer risk perception
	Behavioural Factors

	"Four of five dimensions of mobile service experience significantly associated with trust; age moderated within older cohort" (Rajaobelina et al., 2021)
	Age heterogeneity
	User confidence and digital skills
	Digital literacy and user confidence
	Behavioural Factors

	"Older consumers' confidence was shaped by prior exposure to digital systems and accessible onboarding support" (Jiang et al., 2022)
	Learned confidence
	User confidence and digital skills
	Digital literacy and user confidence
	Behavioural Factors

	"Proactive personality fully mediated the effect of UTAUT2 drivers on non-users' intention to adopt mobile banking" (Hilal and Varela-Neira, 2022)
	Disposition and adoption
	User confidence and digital skills
	Digital literacy and user confidence
	Behavioural Factors

	"Convenience, trust and social influence enhanced customer experience; loyalty and continued-use were outcomes of experience" (Shahid et al., 2022)
	Experience-trust-loyalty pathway
	User confidence and digital skills
	Digital literacy and user confidence
	Behavioural Factors

	"Financial literacy and habitual behaviour were positively associated with contactless card ownership" - UK-specific (Duxbury, Linares-Zegarra and Verousis, 2025)
	Financial literacy (UK)
	User confidence and digital skills
	Digital literacy and user confidence
	Behavioural Factors

	"Institutional trust and facilitating conditions predicted continued CBDC adoption; well-designed system was necessary but not sufficient" (Söilen and Benhayoun, 2022)
	Institutional trust channel
	Regulatory compliance and governance
	Regulatory compliance and governance
	Regulatory Factors

	"SCA reduced fraud risk by approximately 60% for card-based remote payments" (Cologgi, 2023)
	Technical compliance channel
	Regulatory compliance and governance
	Regulatory compliance and governance
	Regulatory Factors

	"UK mandatory reimbursement scheme applies only to Faster Payments and depends on contested negligence classifications" (Braithwaite, 2024)
	Reimbursement gaps
	Fraud control and consumer protection
	Fraud prevention and consumer protection
	Regulatory Factors

	"Mandatory reimbursement reinforces gatekeeping but may reduce customers' own precautionary behaviour" (Yang, 2025)
	Moral hazard effect
	Fraud control and consumer protection
	Fraud prevention and consumer protection
	Regulatory Factors

	"Liability should be apportioned to the party best placed to prevent fraud rather than wholly to the sending institution" (Shum, 2025)
	Liability allocation
	Fraud control and consumer protection
	Fraud prevention and consumer protection
	Regulatory Factors`
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